Gatemagic BLE Interface
The messages send between the mobile application and the Gatemagic via BLE will be encrypted using XTEA by a Key supplied by the Gatemagic module. A new Key can be requested from the Gatemagic module. This will revoke all previous tokens and triggers giving you the capability to revoke tokens if needed. The BLE to Gatemagic Protocol will have the following Format (After Decryption):
· Datetime  [DT – YYMMDDHHMMSS (12)]
· Random Number (0-255) [ RND]
· MessageType – Different Types to address different Triggers [MT(2)]
· Gate [GT(2)]
· GatemagicSN – SN of Device [SN(12)]
· Contact Guid [CG(32)]
· Custom Data [CD(16)]
(Number in bracket – number of Hex digits)
Datetime  [DT – YYMMDDHHMMSS (12)]
Date time FORMAT  (YYMMDDHHMMSS)
Example: 10 August 2020 14:35:15 – 20 08 10 14 35 15
Random Number  [ RND(2)]
Generate a random Number Between 0 (00) and 255(ff)
Message types [MT(2)]
01 – Mobile managed Trigger (Local Trigger)
02 – Access Record Submit
03 – Temp Pin Submit
Gate [GT(2)]
01 – IN / MAIN
02 – OUT / PED
Gatemagic Serial Number – SN of Device [SN(12)]
Example: 20 20 03 17 90 03
Contact Guid [CG(32)]
Example : 71824848-20b7-46dc-871c-2dfb8d0a30ec
71 82 48 48 20 b7 46 dc 87 1c 2d fb 8d 0a 30 ec
Custom Data [CD(16)]
Defined per Message Type
Messages:
01-Mobile managed Trigger:
DATA GROUP 1 : [RND(2)][DT – YYMMDDHHMMSS (12)][RND(2)]
DATA GROUP 2 : [MT(2)][GT(2)][SN(12)]
DATA GROUP 3 : [CG(1-16)]
DATA GROUP 4 : [CG(17-32)]
DATA GROUP 5 : [CUSTOM DATA(16) – BLE TRANSACTION  ID] 
Example:
[B1]	[B2]	[B3]	[B4]	[B5]	[B6]	[B7]	[B8]
FE 	20 	08 	10 	14 	33 	05 	FE   	DATA GROUP 1 (16)
01 	01 	20 	18 	05 	15 	00 	01	DATA GROUP 2 (16)
71 	82 	48 	48 	20 	b7 	46 	dc	DATA GROUP 3 (16)
87 	1c 	2d 	fb 	8d 	0a 	30 	ec	DATA GROUP 4 (16)
00 	23 	32 	FE 	aa	bb	cc	dd	DATA GROUP 5 (16)

REPLY:


02-Access Record Submit
DATA GROUP 1 : [RND(2)][DT – YYMMDDHHMMSS (12)][RND(2)]
DATA GROUP 2 : [MT(2)][GT(2)][SN(12)]
DATA GROUP 3 : [CG(1-16)]
DATA GROUP 4 : [CG(17-32)]
DATA GROUP 5 :  [CUSTOM DATA(16) – Access ID(8) Open(8)] 
Example:
[B1]	[B2]	[B3]	[B4]	[B5]	[B6]	[B7]	[B8]
72 	20 	08 	10 	14 	33 	05 	72 	DATA GROUP 1 (16)
02 	01 	20 	18 	05 	15 	00 	01	DATA GROUP 2 (16)
71 	82 	48 	48 	20 	b7 	46 	dc	DATA GROUP 3 (16)
87 	1c 	2d 	fb 	8d 	0a 	30 	ec	DATA GROUP 4 (16)
00 	00 	01 	00 	00	00	00	00	DATA GROUP 5 (16)

03-Temp Pin Submit
DATA GROUP 1 : [RND(2)][DT – YYMMDDHHMMSS (12)][RND(2)]
DATA GROUP 2 : [MT(2)][GT(2)][SN(12)]
DATA GROUP 3 : [CG(1-16)]
DATA GROUP 4 : [CG(17-32)]
DATA GROUP 5 : [CUSTOM DATA(16) – PIN(8) Open(8)] 
Example:
[B1]	[B2]	[B3]	[B4]	[B5]	[B6]	[B7]	[B8]
01	20 	08 	10 	14 	33 	05 	01	DATA GROUP 1 (16)
03 	02 	20 	18 	05 	15 	00 	01	DATA GROUP 2 (16)
71 	82 	48 	48 	20 	b7 	46 	dc	DATA GROUP 3 (16)
87 	1c 	2d 	fb 	8d 	0a 	30 	ec	DATA GROUP 4 (16)
00 	01 	E2	40 	00	00	00	00	DATA GROUP 5 (16)


Encryption:
Encryption will be done using the XTEA encryption method:
Encryption KEY (32 Hex) 
Data (16 Hex)

DataGroup 1 Encrypted using KEY = Encrypt 1
(Encrypt 1 XOR DATA Group2)  encrypted using KEY = Encrypt 2
(Encrypt 2 XOR DATA Group3)  encrypted using KEY = Encrypt 3
(Encrypt 3 XOR DATA Group4)  encrypted using KEY = Encrypt 4
(Encrypt 4 XOR DATA Group5)  encrypted using KEY = Encrypt 5

Send Command via BLE to Gatemagic using FORMAT:
BG*[ Encrypt 1(16 Digits Hex)] [ Encrypt 2(16 Digits Hex)] [ Encrypt 3(16 Digits Hex)] [ Encrypt 4(16 Digits Hex)] [ Encrypt 5(16 Digits Hex)]#

EXAMPLE:
BG*0284547830a0c3ef1234567890abcdef1234567890abcdef1234567890abcdef1234567890abcdef#



REPLY FROM GATEMAGIC :
Data replied by Gatemagic:
· Datetime  [DT – YYMMDDHHMMSS (12)]
· Random Number (Received RND number) [ RND]
· MessageType – Different Types to address different Triggers [MT(2)]
· Status [ST(2)]
· GatemagicSN – SN of Device [SN(12)]
(Number in bracket – number of Hex digits)
Datetime  [DT – YYMMDDHHMMSS (12)]
Date time FORMAT  (YYMMDDHHMMSS)
Example: 10 August 2020 14:35:15 – 20 08 10 14 35 15
Random Number  [ RND(2)]
Generate a random Number Between 0 (00) and 255(ff)
Message types [MT(2)]
01 – Mobile managed Trigger (Local Trigger)
02 – Access Record Submit
03 – Temp Pin Submit
STATUS [ST(2)]
00 – Success
01 – Access Fail (Shedule)
02 - Access Fail (Not in gatemagic)
03 – Access Fail (gatemagic locked)
04 - Access Fail (Access Suspended)
05 - Access Fail (Counts Depleted)
07 - Pin_Out_Of_Range  
08 -  Wrong_Pin
09 - Wrong_Serial_Number 
0A - Wrong_Gate_info 
0B - BLE_Message_Expired 
0C - Invalid Message TYPE
0D – DECRYPTION FAIL
Gatemagic Serial Number – SN of Device [SN(12)]
Example: 20 20 03 17 90 03

DATA GROUP 1 : [RND(2)][DT – YYMMDDHHMMSS (12)][RND(2)]
DATA GROUP 2 : [MT(2)][STT(2)][ [SN(12)]

Example:
[B1]	[B2]	[B3]	[B4]	[B5]	[B6]	[B7]	[B8]
FE 	20 	08 	10 	14 	33 	05 	FE   	DATA GROUP 1 (16)
01 	00 	20 	18 	05 	15 	00 	01	DATA GROUP 2 (16)
Encryption:
Encryption will be done using the XTEA encryption method:
Encryption KEY (32 Hex) 
[bookmark: _GoBack]Data (16 Hex)

DataGroup 1 Encrypted using KEY = Encrypt 1
(Encrypt 1 XOR DATA Group2)  encrypted using KEY = Encrypt 2

Send Command via BLE to Gatemagic using FORMAT:
GB*[ Encrypt 1(16 Digits Hex)] [ Encrypt 2(16 Digits Hex)] #

EXAMPLE:
GB* CEFC071B7C7BD7CA695B5349833D600A#

To Decrypt:
DataGroup 1 = Encrypt 1 Decrypted with KEY
DATA Group2 =  (Encrypt 2  Decrypted with Key) xor  Encrypt 1

Delphi XTEA Code:
unit xtea;

interface

uses Classes;

{$OVERFLOWCHECKS OFF}

type TxteaKey = array[0..3] of LongWord;
type TxteaData = array[0..1] of LongWord;

type
  Txtea = class(TPersistent)
  public
   procedure Crypt (Key : TxteaKey; var Data : TxteaData);
   procedure Decrypt (Key : TxteaKey; var Data : TxteaData);
  end;

implementation

procedure Txtea.Crypt (Key : TxteaKey; var Data : TxteaData);
   var Summe : LongWord;
   var Delta : LongWord;
   var n : Integer;
begin
   Summe := 0;
   Delta := $9E3779B9;

   for n := 1 to 32 do
   begin
      Data[0] := Data[0] +
            ( (((Data[1] shl 4) xor (Data[1] shr 5)) + Data[1]) xor
                (Summe + Key[Summe and 3]) );
      Summe := Summe + Delta;

      Data[1] := Data[1] +
            ( (((Data[0] shl 4) xor (Data[0] shr 5)) + Data[0]) xor
                (Summe + Key[Summe shr 11 and 3]) );
   end;
end;

procedure Txtea.Decrypt (Key : TxteaKey; var Data : TxteaData);
   var Summe : LongWord;
   var Delta : LongWord;
   var n : Integer;
begin
   Summe := $C6EF3720;
   Delta := $9E3779B9;

   for n := 1 to 32 do
   begin
      Data[1] := Data[1] -
            ( (((Data[0] shl 4) xor (Data[0] shr 5)) + Data[0]) xor
                (Summe + Key[Summe shr 11 and 3]) );
      Summe := Summe - Delta;
      Data[0] := Data[0] -
            ( (((Data[1] shl 4) xor (Data[1] shr 5)) + Data[1]) xor
                (Summe + Key[Summe and 3]) );
   end;
end;

end.



read_clock.tm_year,read_clock.tm_mon,read_clock.tm_mday,read_clock.tm_hour,read_clock.tm_min,read_clock.tm_sec
