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Why a Layered Network Model?
1 T Cisco.com

*Reduces complexity
-Standardizes interfaces
Facilitates modular engineering
*Ensures interoperable technology
*Accelerates evolution

-Simplifies teaching and learning
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Why a Layered Network Model?

I il IHTHTH Il Cisco.com

*‘Reduces complexity
-Standardizes interfaces
+Facilitates modular engineering
*Ensures interoperable technology
*Accelerates evolution

-Simplifies teaching and learning
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OSI Layer

Cisco.com

» Developed by the International Organization for
Standardization (ISO) in 1984

* The primary architectural model for intercomputer
communications.

* A conceptual model composed of seven layers, each
specifying particular network functions.

* Describes how information from a software application in
one computer moves through a network medium to a
software application in another computer.
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Application Layer
s Cisco.com

i Metwork processes to
Application applications
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Presentation Layer

Cisco.com

il Network processes to
Application applications

Presentation ||~ Datarepresentation

:Presentation Layer
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Session Layer

Cisco.com

Network processes to
Application applications

Presentation Data repr

. NS I
Session Interhost communication

: Session Layer
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Transport Layer

Cisco.com

Network processes to
Application applications

Presentation ||~ Datarepresentation

. f NS I
Session Interhost communication

Transport > End-to-end connections

: Transport Layer
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Network Layer

Cisco.com

Network processes to
Application applications

Presentation Data repr

===>>Interhost communication

Session
Transport > End-to-end connections
Network T Addresses and best path

: Network Layer
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Data Link Layer

Ul Cisco.com

il Network processes to
Application applications

Presentation ||~ Datarepresentation

> Interhost communication

Session
Transport > End-to-end connections
Network > Addresses and best path
Data Link ==—> Access to media

: Data Link Layer
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Physical Layer

Cisco.com

Application — :::;ﬁg;rig;gcesses 0
Presentation Data repr
Session === |nterhost communication
Transport > End-to-end connections
Network T Addresses and best path
Data Link > Access to media
Physical =2 Binary transmission

: Physical Layer
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Encapsulating Data
g Cisco.com
E Application
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Presentation
Transport Segment
| TCP Header | Upper-Layer Data I
IP Header Data h ml Packet
LLC Header Data Fc§| Data-Link ] Frame
MAC Header Data Fca‘t
Physical i
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Introduction to TCP/I
(T TN L Cisco.com
Host
L] |
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Internet

Early protocol suite

Universal
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Cisco.com

Application
Presentation
Session Application
Transport Transport
Network Internet
Data-Link Y
Physical Access
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Physical Layer Functions

Cisco.com

Defines
* Media type

« Connector type
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* Signaling type

:Physical Layer
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Data-Link Layer Functions

Cisco.com

Defines:

< Physical source and
destination addresses

Data-Link

< Higher-layer protocol
(service access point)
associated with frame

« Network topology
« Frame sequencing
« logical link control
* media access control

EIA/TIA-232
V.35

Physical

LLC: The upper component of the data-link layer that provides data
repackaging functions for operations between different network types.

The media access control is the lower component that gives access
to the transmission medium itself.

:Data-Link Layer
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Data-Link Layer Functions (cont.)

T | Cisco.com
MAC Layer—=802.3
Number of Bytes 8 6 6 2 Variable 4
Preamble | Destination Address |SonmAddress| Length | Data | FCS I
_ ]— Ethernet Il
uses “Type”
[ 0000.0c [ xxxoox | here and
— does not use
IEEE Assigned Vendor 802.2.
Assigned
MAC Address

:( awl>l) Data-Link Layer
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Network Layer Functions

Cisco.com

Defines logical
source and
destination
addresses
associated with a
specific protocol

 Defines paths
through network

B
£

IP, IPX

Netwol

Data-Link

EIA/TIA-232

¢ Interconnects V.35

multiple data links

Physical

nc. Al rights reserve.

:Network Layer
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Network La un

Network Layer End-Station Packet

Source [Destination
[P ateeitsy Address Address | xR
Logical 17473 15.1.1

Address y ——
Network Node
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Summary

Cisco.com

Internetworking evolves to support current and future
applications

The OSI reference model organizes network functions
into seven categories called layers

Data flows from upper-level user applications to lower-
level bits transmitted over network media

Peer-to-peer functions use encapsulation and
de-encapsulation at layer interfaces

Most network manager tasks configure the lower three
layers
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Cisco I0S Software Features
| T T T T T Cisco.com

- Cisco I0S software delivers network
services and enables networked
applications.

:I0S

o 2950 zuwigw U= 9Sww S guisw ik 9 i) S35 0 G Internetwork operating System (I10S)
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.CLI ;5,5 g set up mode « 59.i swo Saiy,Swy mode g5 5> I0S

:Set UP Mode
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Cisco I10S Software Features

IR IR Cisco.com

» Cisco I0S software delivers network
services and enables networked
applications.

i( aol>l ) IOS
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Configuring Network Devic

» Configuration sets up the device with the
following:

— Network policy of the functions required
— Protocol addressing and parameter settings
— Options for administration and management

- Catalyst switch memory has initial configuration
with default settings

« Cisco router will prompt for initial configuration
if there is no configuration in memory
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An Overview of Cisco Device Startup

Ll il il Cisco.com

1. Find and check device hardware.
2. Find and load Cisco 10S software image.
3. Find and apply device configurations.

ICND20GR_02

195w S, Gsew Sjlal ol 09 1 S )90

e iy b o8 Y g9 Sy (sSslol U digis (s g, aS Sl abazd 5l Cisco S ,ui sla Device (S job
L 30,138 s

e o S 1581 s b 5l Ol wses el 9 oau @il W,138] asew power 1S Us; 5l a=s Jgl e s

9 03w 10ad LaS 5l 0o,8 iuwy wyg—o 9 I0S aS 3500l (o Luyd ol @olsl s o il (s I0S ws,S 1oy 9> K8
oy s | Ol wass Load (o8 s Olgi (s aieS>

. device g, wlowhis ol Jlocl 5 00uis 0,033 Wlawhais Us,S oy ,31 K8
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External Configuration Sources

N I i Il Cisco.com

; Telnet

Interfaces . =
Virtual Terminal

TFTP

i
PC or UNIX Server

« Configurations can come

-~
from many sources. Web or Network 5
. . B R Management ?
= Configurations will act in s g

device memory.

19w Whiupxi U (aw iawd Sldl,

o blo)l > gy Su g CLI @ (sewyicws g (iugy Gw - 315 9=9 Giug) @i awdew b i) U (sowpiws Sl
U . 3ol Lo Web Browser  SaS 4 sSowuw gz Us,)S pudais 131 g, 9 9Swmw wlinxs o TFTP Server
$slai,le CLL @y Gowyiws Sl g,

console port e

Auxiliary port e

Telnet o
:Console port
Cwiw 0l g ol by 3,105 3929 Ul Sg) (souais gud 23S (o Syl Jol b sl |, device S aS solSin
il Lo console w,gs 5l oslaswl Ol ws,S configure g I0S a
L Hyper Terminal 133l 0,0 SoS @ 9 Juaio PC S a4 |, auisw b g, « Rollover LIS SwoS ay loci Givgy ol 0>

S (o e [ Ol g 05,8 b3, bl auisaw b g e,
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External Configuration Sources
: .

LI I |l Cisco.com

' Tehel'
p—— =
r Interfaces ’
Virtual Terminal
—rrrr
IAuxIIIary Port SRR a g '__"
4

sese PC or UNIX Server

» Configurations can come

-~
from many sources. Web or Network =
) . . . Management 'i
 Configurations will act in — £

device memory.

(ol ) 9Siwnw OUliupss U awyiawd Slpdl,

Ldlgs o8 ¢ Sae Slp iy, Busb sl owsiws o5l=1 wsls g Console wygy 8u,b Sl awisw b 9 Jig, pulais 5l A
. 2S oslaiwl Console wygs b 5l bli)l weas bli)l )18, by 30 Sleig, 5l o0

Ol 585 5w 9 Console wyey 4y Jlasl cap> Rj 45 ,0:S6LS shls Ol 5w S aS cowl slS Rollover LIS : as$s
. 2wl (sw yigaolS Com Port v Jlail wap> 9 pin eSS slls

:Auxiliary port

pabis | sl 9 03,8 558, byl gwisaw b 9 5359, b o3 ol 51 3uiles (o loois « AUX @y 5l 03laiwl (siss 09> Uing)
Suly e wpge (sibilre swn Gob sl bl gl - awsS

03,5 1y (swyiws g, @ Llgi sw Dial up bghs g1,b 51 bl 5 p390 Sy @y g, Sy 0SS Jaio U Jbo s9b @

J.uS/.»JaubuT_g
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External Configuration Sources

Cisco.com

; Telnet

Interfaces . =
Virtual Terminal

TFTP

- i
PC or UNIX Server

« Configurations can come

-~
from many sources. Web or Network 5
. . B R Management ?
= Configurations will act in s g

device memory.

(sl ) 9SS Oliupxi U aw iwd Sl

:Telnet

il 4wl o> oo ol @y |, (IP address ) (sewsl awis—w U 9 59, adol 03,8 pubais pKid aS (590 5>
oy B 5l Ll ol S esdais |, Ol g 03,8 Ly (sawpiows guisaw b gy 4 TCP/IP aSuus S 5> asilsi (s
. Lol wsw Telnet JSGg,, 5l oslaiwl g Telnet

« Telnet Garsb 5l Csawyiows UKol Usgy Jled uizod 9 awisw b 9 g, (IP Address) sl icils wyeo)s culaly
. 2uS Jlocl il s, |, 0b,as 5,90 wlowhis sl @y ws,S telnet b awlei (sw

TFTP

08,5 052 b Vlgs (w0 bl a0l o TFTP Server U gSunw whupi ow bliyl « (bl slpal, 51 0> S
;1o pSs TFTP Server Sy s 838l9ys ¢ aSuir ) S,505 Sl s | awsw b g 4ig, 10S g wlowbais « TFTP JSig Sl

.58
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External Configuration Sources

Tehet
:,-'—'- = [ & -—-'_
r Interfaces " ’
Virtual Terminal
—rrrr '
IAuxIIIanr Port ** a & _’

i & /
~L PC or UNIX Server

Cisco.com

- Configurations can come

~
from many sources. Web or Network
. ) ] ) Management 5
- Configurations will act in Server

device memory.

(ol ) 9Siwnw OUliupss U awyiawd Slpdl,

:Web Browser
Cap> 95w Device aS 5gy aslgs 5udy USol (siloy byl ¢l « il (o Web Browser (g.,b 51 blsl o, oyt
Vlgi ol SaS ay U aswl IP Address Sy Shls aS el (siso 0lay ¢l + 2uil 030 03lel TCP/IP aSii 5,8

. A4S Browse |, abg, 0 Web Page
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Cisco I0S User Interface Functions
il ETITITTT T AvANOETR T Cisco.com
* A CLIl is used to enter commands.
« Operations vary on different
internetworking devices. '
« Users type or paste entries in the . ciié‘,g“
console command modes. % % —

Enter key instructs device to parse
and execute the command.

Two primary EXEC modes are user
mode and privileged mode.

Command modes have distinctive
prompts.

:CLI

53 ilgi (w0 lomis 9 il (s Text Base byxo ; Common Line Interface ulos U CLI s @isS aS job Ulod
b3 pll guisw b g g, Se, L silizen Olowhais cuosnd ol
D uwl v b=l mode g5 shyls 95w I0S s CLI

user mode e

privleged mode e
Mo albgy e Mode 3)ls ol o auisw b 9 i) Soy Slowhais U,S )l Sy aS cowl siee Ol wil
:User Mode
L e a4 cwpiows adaw i owls Mode ool @319 5+ s> plxil | Sxgaxo wldac ailgi (s Mode ol )>
o=l le 2l (oo alizeo S8l &3l . cowl L= LB Monitoring wldec Mode ¢l 55 . ads s vliw | guwisw
ALl ) auiew U g big) 3)Slec US)S S U Sagaxo wllec « Wlowdais @ Hidls owsiws Vg 9 0 Mode

D>
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Cisco I0S User Interface Functions
[lil | | |ill i |

Ll Cisco.com
* A CLIlis used to enter commands.

« Operations vary on different
internetworking devices.

Users type or paste entries in the
console command modes.

Enter key instructs device to parse
and execute the command.

Two primary EXEC modes are user
mode and privileged mode.
Command modes have distinctive
prompts.

:( @wlsl ) CLI

L= JoB Mode ¢l )5 Sy oS uolyd 13 . 3g adles sawyiws adaw Lo 51 Mode oy ol Mode ol Gululy
. >S9 Adlg>

:Privileged Mode

L 5 085 Say wlouais plsil b 5YL ewsiws abw U oSl « Mode ool cowlay ol 5l aS jghilos
S Lol oy Sy0u U, S 3)ls a4 505 Mode ol @ L s)l Sy 0258 i Wigo . bl (o Euew
3,00y iy U seols 51,81 b sd U sg o S 559000 Mode ¢l @b wand 5)lg 5l Jud ol s ol 51585
S 1wy cowpiows Mode ol au aslg

L0l o wdy VSl wlewlais juui 9 oasluiw 9 auwisw b g gy wlewhis v (sewiws « Mode ¢l ) cul il
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Cisco I0S Software EXEC Mode

Il il i Il Cisco.com

* There are two main EXEC modes for
entering commands.

First Mode:

User Mode
* Limited examination of switch or router
« Command prompt: hostname>

Hnmon i

:User Mode

55 - ads (oo vl CLL aS vl sa&yls sl User Mode « wloakais JolS wans Load ¢ I0S wass Boot | s

D il v Ly wiyge av Command prompt oKl ¢l

Hostname >

Lo Mode ol 5 cbulss « il (v 39ax0 S s yiows adouw L mode &, user mode s aisS aS jghilod

- Asud ol uolyd (w3 Vs S W g Ll @ ;5B

2B U =93> L g Sdgyn Sl Oliwo IS g adadls cue iy Ugxod wli,liS (o Sly=l Sl Jio jeb @

290 s 03laiwl 1o ool Sl @uigw U g gy pudil

Hostname > show flash
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Cisco 10S Software EXEC Mode (Cont.)

1 T T Cisco.com
Second Mode (and Most Commonly Used): 7

Privileged (or Enabled) Mode h——

+ Detailed ination of switch or router

A
LA
[are
+ Enables configuration and debugging p_—-—
+ Prerequisite for other configuration modes | ;
=
¢ 1

+ Command prompt: hostname#

1CNIOGR_ D8

4

:Privileged Mode

Olowhais cp> uolyd swolod a4y JoolS swyiws 83l 59 5w aisS 5.5 enable mode ol @y aS mode ¢l >
T Lo ualgs Privilade Mode »,lg User Mode s ,u5 Oloyd Us,S 35lg b . dguis (swo 035 i
Hostname > enable
TS (5w s 5 Wyge @ command prompt « VU ulo,d ws,S 3)lg UL
Hostname #
S (s 3l | o5 wle,d mode cul 5l v 2l sl
Hostname # exit
. cudls aulgs |, interface mode g global mode we> s,5,> sla mode @ (sewyiows oo privileged mode s
<390 (w0 138l Lo 4 @i b sigy JolS wulas mode ol > &3ls 5>

358 518, |, mode ¢l il « password ws,S e b Olgi (s @igS> aS ausgel Lo Juad ol aslsl s
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Summary

T Cisco.com

The Cisco 10S software platform is implemented on all
Cisco hardware platforms.

You will use Cisco 10S software to communicate the
configuration details that implement the learning
objectives of this course.

You can configure a switch or router from sources that
are external to the device.

Cisco l0S software uses a CLI as its traditional console
environment. While Cisco 10S software is a core
technology, Cisco I0S software operation details vary on
different internetworking devices.

The Cisco I0S software supports two EXEC command
modes: user and privileged.

ao\>

1588 g 059 Text Base ¢Suwpw I0S . ayani Luwl ol b bls,l es=s 9 (Cisco 10S) ,ig, Jole pimsnw b s oul 5>

CLI a4 (swyiowd Cap> Uivgy w - 3,15 39> Givg, 2wy awisw b gy 4 (sawpiows Shy ol o s3Su8lLS bu=o

Web S oS @ 9Siusw Wiz Us)S pubais 431 g,y 9 6w Whiaxi o TFTP Server ¢ bli)l wp> Jugy Sy g

. 2wl s Browser

130l w5 b=l mode o> Shls as s gb ar wwl text-base byxo S, CLI uizxod

asS s> s aiowl oo Ll Job s ol 55 Guol,d (swolod 9 il S90=0 (sul,>l 30 S, user mode

Mode ¢l 55 IS s W Wlowdhii 9 o « S 9 cow VU b=l aby> L sal&ls « privileged mode

privileged mode

VO PPV o AT
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9Souuw Slayig, ,s 10S vanw Wy J=>1he
. Ul SoS @y 58 9 g, Ul Jolsi g CLI
. 0l s help 5l oslaswl o CLI

Lol 5l plaS 58 Wlhgixo oadline 092 9 S,S,L8 Jxo 9 o alxdl> glgil

TRV
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Initial Startup of the Cisco Router
i1 LIl TN

I Cisco.com

- System startup routines initiate router software
* Router falls back to startup alternatives if needed

1. Before you start the router,
verify the power, cabling, and
console connection.

2. Push the power switch to “on.

3. Observe the boot sequence:

~ Cisco 108 software output
text appears on the console

1 oi9y Aol slil ol

9 ,igaolS bl rollover JulS &G SoS @ puww 9 36S S ) By 00isS @i guio 1wl g, adel 1l ol Sy
S L5080 1) gy
gys | ol aS il (swo RI-45 ,eiSGIS shyls Ol w5 aS caowl LIS rollover LIS i aisS aS ghilosd @ Syghsl
S (s Jhaio yigaolS COM port a |, ol aS 1uil s 9 pin LesSGlS shls of L35 4w g 03> 1,8 console gy
SoS Ay . S | Cswyiows igy CLI @y Ol SaS @y aS aw; s b9l oy S @ cugi 5Su3ed blisl 51,95 5l sy
L300 osw b8 yigy U os)l38l o5 bla,l Hyper Terminal 1581 o,
s pll wuiss @ o >l sshio ol Sl

23S =l |, Hyper terminal gugsw 9 268 JWos | 5 e )

Start -> all programs -> accessories -> communications -> Hyper Terminal
S wlzil 1) OK @3S puw 5 0555 3,09 |, sdlg=)s oL Connection Description o,y ;5 .Y
a, |, Rollover JulS asS 5iguolS 51 JUw wyes 0,losy Connect Using waowwd 5> 9 Connect To o,y 55 .Y

. auS okl [ 3l 05,8 Juaio 0l
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Initial Startup of the Cis

co Router

| 1l Cisco.com

» System startup routines initiate router software
» Router falls back to startup alternatives if needed

1. Before you start the router,
verify the power, cabling, and
console connection.

2. Push the power switch to “on.”

3. Observe the boot sequence:

~ Cisco 108 software output
text appears on the console

s (@l ) Jisy adsl S 1l ol

ook au oS Ozl | sl oo awl 5> ww axlg Shyls aS wleMbl JLw,l ¢, Port Setting o, 5 ¥
S Ol caoowd ol 53 15,9600 lade Jle
L2y L8 on wusog )y |, g, power aulS « Hyper Terminal os;lal ol 5l asy
b (o 0,4€ 9 I0S g 158l i w 3,90 5> aS wleMbl s ,wS, Hyper Terminal o =i 5> g, Ui g, Sl Ay

. 390 sw User Mode s)lg guw 9 030w osls Giwlos
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Bootup Output from the Router
| T Cisco.com

-=- System Configuratien Dialog =-=- £ _—
Continue with configuration dialog? [yes/no]:yes
AT any peint you mAy enter a questicn mark 7' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Dafault settings are in square 'C1'.

wg_re_c conl is now available

Setup Mode Press RETURN to get started.

wg_ro_c> —' User-Mode ||.
'ﬁ Prompt

Unconfigured Versus Configured Router

1 539y sl Lleukii o Set up Mode

29y S AS (8)920,5 oD . 39 o Set up Mode >,ly 1S o gy Jol LU Sy | gy S5 a8 swlis
Sl aS 0,33 Lwils abdl> S ) | Wlowhais S Gugeld ide 58 @y b g 3wl osls cws 51 L 93 Wlaydais
. 350 sw Mode ¢l 5)lg >a=0 Boot

Oalex a4y wugi Lil Lsg, safe 51 Vliuebl 5 S,181 vuzew Sz al>so VLIS 5| 32 9 539, LS Guigy 5l pww &3l9)d
. 594 (sw Setup Mode al>,0 5)ly «cawl pubais 18 g, aS (sulzsl 5l 9 aw, csw Ll 10ad g wloghis

Vs Aol wlowbais Syw Sy uilei (s by L e o 03wy lgie Wigo 4 Vg Sy S > Gl 5>
2> pll al>s0 Gl 53 L lndyiinl @ s ud)>TSJ°U

3o B oS bl ) No S 5o Jlgw @ gl 55 ol + S JsSee 5,505 &390 U LIS ¢l awiles o Loy Lol
. 39 User Mode

Continue with configuration Dialog? [Yes/no]
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Setup: The Initial
Configuration Dialog

Cisco.com

Router#setup

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: yes
At any point you may enter a question mark *?* for help.

Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets "[]".

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no

1 Jigy gl Wleubii 9 Set up Mode

boot ;I 12 aS Jlgw ool @ dowl 5> 3iS pubis b Oly> 5 Jlgw Srw S SoS a Jgl o8 L5 | gy aslyz S

AsS okl ) Yes guwl s9ui (s 0duwy g, UAw
Continue with configuration Dialog? [Yes/no] yes
g WVlgw au Usls Fwl U awlei (s wouwd (ul)s g8lg,s . sl sw extended setup s,90 55 Saws Jlgw
2 dlgw ay Eewly 5> Wygo gl 53 1ds plil Sig) Sy, elio S Gudsiul 380 55 1 Syi (848> wloydais

AuS olzal 1) no gowly

Would you like to enter basic management setup? [Yes/no]: no
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Setup Interface Summary

1 T T Cisco.com

First, would you like to see the current interface summary? [yes]:

Interface IP-Address OK? Method Status Protocol
BRIO unassigned YES unset administratively down down
BRIO:1 unassigned YES unset administratively down down
BR10:2 unassigned YES unset administratively down down
EthernetO unassigned YES unset administratively down down
Serial0 unassigned YES unset administratively down down

Interfaces Found During Startup

1539y sl Lleubii o Set up Mode

0,0E 9 Udes down L up we> il 5l plaS ,a Cuog 9 B Guwdsiyl slasi dile Ul aS auyy (s lowd 5l Sasy Jlgw
¢ > b oS oasluw |,

First, would you like to see the current interface summary? [Yes]:

Lo @y Lpil 51 plaS ;& @ gy, State 9 59, S pund il o 28 WLl ) 4o Gium Ewl aS (9.0 53

L 39 (s 03l Giwlou
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Setup Initial
Global Parameters

Cisco.com

Configuring global parameters:
Enter host name [Router]:wg ro_c

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: cisco

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: sanfran

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: sanjose
Configure SNMP Network Management? [no]:

1 539y sl Lleubii 9 Set up Mode

§ awS olzxil 395 gy Sy audles o | ol az awy o oo 5l Sas Jlgw

Enter host name [Router] :

d=ls 53 aS soyd G AU aS cwl Ol (imo @y ol 3u,Linay | ENTER 0S 9 365 3)ls | (o aS sipeo >

CLL a (sowysiows dls s aS jghilod . wowl Lig) a4 (sawysiws ol w8l jghio a4 Saey WVlgw 9 A2y al>50

)I a2 U ool awls J[)—é swilo L@JT )I /DLA.S P LJ_qLﬁJD PA) v &ng,gl_jq . Cwl gYAW ulssl U9y Aw ué-L)L’ )l

L3l by gy e Vlgice @ | caowl oani asiuigy auig,S

Al iy Sl Lig)y A sawsiows Hlacl Al g authentication

1ol v 39290 )0 €95 lpx

enable password
secret password
telnet password

console password
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Setup Initial
Global Parameters i

Cisco.com

Configuring global parameters:
Enter host name [Router]:wg ro_c

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: cisco

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: sanfran

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: sanjose
Configure SNMP Network Management? [no]:

2002, Cisco Systams, Inc. Al rightsreserved icND V2018

! (awldl) yigy adsl Llenbrii 9 Set up Mode

QS w0 Joc sSx 9 xS s Lpiul 51 p1aS 1 aS w90l (o Jad ol WL 5>
LS pubaii 1) )90 5l ool 51U asw cul sw setup mode > Ll

. AuS W pasiw g, Sy iy @ | telnet password g secret password g enable password el [ g8lg 5>

S Cagpdo SS90 SNMP 36ls s aS jghiled . 1l (s 0l ws,S Manage s SNMP <3,y 3,90 L5 Sasy Jlgw
. Cewl S)leww sla option sl o

.S JgSg0 150 Uloy s |, Ul pudais b auS wlkal | il (o N0 Olod aS (5,8 i Hladoe Lyl >
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Setup Initial

Protocol Configurations
| T Cisco.com

Configure LAT? [yes]: no
Configure AppleTalk? [no]:
Configure DECnet? [no]:
Configure IP? [yes]:
Configure IGRP routing? [yes]: no
Configure RIP routing? [no]:
Configure CLNS? [no]:
Configure IPX? [no]:
Configure Vines? [no]:
Configure XNS? [no]:
Configure Apollo? [no]:

1 539y sl Lleubii 9 Set up Mode

9 Routing protocol gg5 Ug=od B JSGg, adgl Wlewhhis ol (5w aS 3w o >0 (ul U WVlgw aolsl >
L AS pakiiw | 390 sw Jled Interface sy, aS (sJSig,y €95 b

U |y 3lg0 aniy oubaii 518 Gl b @8lays .+ 23S 5,09 1, N0 uwly s wVlgw ay « IP U9y puhaii 3= @y cuound ol 5>
5,5 pudles> JgSgo 5,55 wloj

Configure IP? [Yes]:
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Setup Interface
Parameters

U VTN Cisco.com

BRI interface needs isdn switch-type to be configured
Valid switch types are :

o1 Only if you don"t want to configure BRI
11 ..1TR6 switch type for Germany

21 . .AT&T 5ESS switch type for the US/Canada
31 . .Northern DMS-100 switch type for US/Canada
41 .. -NET3 switch type for UK and Europe

51 .-National ISDN switch type

61 TS013 switch type for Australia

71 ITT switch type for Japan

[81 vn3. g N3 and VN4 switch types for France
Choose 1SDN BRI Switch Type [2]:

Configuring interface parameters:
Do you want to configure BRIO (BRI d-channel) interface? [no]:
Do you want to configure Ethernet0 interface? [no]: yes
Configure IP on this interface? [no]: yes
IP address for this interface: 10.1.1.33
Subnet mask for this interface [255.0.0.0] : 255.255.255.0
Class A network is 10.0.0.0, 24 subnet bits; mask is /24

Do you want to configure Serial0 interface? [no]:

1539y sl Lleubii o Set up Mode

g s pubais IP address g Guud il SO @ byyye adsl Sl il ad>so ol 5

. 39 (w0 0y Ul @ bgs e subnet mask o IP address Luuwd il o Sl

o low aS 1S (5o paxuio |, albgs,o Subnet mask « bl 05,5 5)lg loww aS syl IP address jwMS @y a>gi b

S >5lg 1, vl 5,90 subnet mask g asd i 1) uo,9 Liuw Hlado Jwlgs

Do you want to configure Ethernet0 interface? [No]: yes

Configure IP on this interface? [No]: yes

IP address for this interface: 10.1.1.33

Subnet mask for this interface [255.0.0.0]: 255.255.255.0
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Setup Script
Review and Use

I T T T Cisco.com

The following configuration command script was created:

hostname Rout{ interface BRIO
enable secret| shutdown
enable passwo{ no ip address

line vty 0 4 1

password sanj{ interface EthernetO

no snmp-servel no shutdown

! ip address 10.1.1.31 255.255.255.0
no appletalk | no mop enabled

no decnet rou{

ip routing interface Serial0O
no clns routil shutdown

no iex routing no ip address

no vines rout| <text omitted>

no xns routin{ end

no apollo rou
isdn switch-t} [0] Go to the 10S command prompt without saving this config.
[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:

1 539y sl Lleubii 9 Set up Mode

oy oo Ul S3lw 0,033 a4 wugr WVlgw ol 5l asy
iud 9 gy WS Aw b ok
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
0u>d Wody (s -3940 s CLI 359 (sd2d Wlohais US,S 0335 La Jigy « 1S Wl |, [0] Lsusy S sl S
9 v JgSe0 5,50 el 4y wlowhii plxil g oaui user mode s,ly wlowhhis ol WAL
Ldle> oo (sded Wloghhis US,S 0,5 e Lo aS cwl (sume Ol gl ¢ 1S il | [1] Gy ogs aiysS Sl
8 Fowl wVlew 4y Ivaxo 9 aid s set up mode s Jlgw sl @y 0,lg>
pll Clo> 5 Jlgw wyg0 4y UgiSL aS (silowais (swolod dlys (o loeis ¢ auiS Olsil | [2] (s »3T aisS S|

AwS 0,5 nvram ) pils akdls S5 s 1wl osls
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Logging In to the Router

| LI I il Cisco.com

"_/"

wg_ro_c conl is now available
Press RETURM to get started.

E—
o e> ———0 User-Mode Prompt
w o enabla T\ pt]

wg_ro_ch ——— Privileged-Mode Prompt|
wg_ro_cildisable
wg_ro_c>
wg_ro_crlogout g
¢

:Privileged Mode g User Mode

. ol (o user-mode i sw |, Ul aS sl mode sl ¢ CLI ay walis 3,lg 5l 3= 9 JolS boot 5l s

wg_ro_c>
5l oS slasi aS cowl (o Ul Gl wowl (ub>l Cudgazxo Shls mode ¢l pus,sS o Lal Ol @ Wé aS ghiles
a lgi (5o loiy mode ¢l 5> . 3wl o privileged mode 3, oK l>. diiwd >l L8 mode ol 5> Guol,d
0 W90 ag |, enable ulo,9 user mode ;> mode ul @ Vi 3)lg Sl . Aol acwls sewsiws Guolyd swolod
1S >)lg

wg_ro_c> enable

CowdlS enable Giig Sls ay Jie b @y . awuS type |, ol 5l saings Olo,d JS inigs Sl @y alei (s Lo
1] (w55 405 Wyeo @ command prompt .« privileged mode @ Wil 3l L. en 1S type

wg_ro_c #
.AsS oslawl disable L exit wlo,d 5l aulgi (swo 0 mode ol 5l vaw 2,1 sl

wg_ro_c # exit
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Router User-Mode
Command Lis

(UL Il Il IR Cisco.com
wg_ro_c>?
Exec commands:
access-enable Create a temporary Access-List entry
atmsig Execute Atm Signalling Commands
cd Change current device
clear Reset functions
connect Open a terminal connection
dir List files on given device
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
help Description of the interactive help system
lat Open a lat connection
lock Lock the terminal
login Log in as a particular user
logout Exit from the EXEC
-- More —-

* You can abbreviate a command to the fewest
characters that make a unique character string.

:User Mode > § Cwlle SoS @ Help v Jles

Jled § Us; L 1) auwisww b ig, help g3lg s . 5,5 oslaiwl § wolle 5l Ulgi s mode S5 > Lpilo,d o] VS Sy
sl aS (539,8.0,5. 3940 (s 031> Giwulos il (sw L=l LB Mode ¢l )5 aS uol,d adS ¢ § us)S 5)lg b g asS 5w
o enter 1dS Us; U g axe o ay axa o space 2SS us; L« il i axbas Syl oanh o3l Giwles ouolyd
. AwS oadliw | puold by @ las ayles
5Lel Ggy> ol b aS Gsulpsloyd § caoMe U b Gagaw 9 @i | aalS S5 5l Jol character s aulgy (swo ouizod
Uiy € B> L aS lalS (nlnliv - S @l € wolle € 8> i Sl asy Jlio job @ asinw | digs 0
L 39 csw 031> Liwglos o a0 45 W)ge A 9 0an Hulid il ooiw

wg_ro_c>e?

enable, exit

command Juléo 55 ¢ woMe Us; U | asiws oslaiwl Jold user mode s as |, (sulpilo,d cowd ailei s
S oasliw prompt

wg_ro_c>?


http://www.txt.ir
http://www.txt.ir

58

Router Privileged-Mode
Command List

LUl il I | Cisco.com

Wg_ro_c#?
Exec commands:
access-enal

Create a temporary Access-List entry

access-pro Apply user-profile to interface

access-template Create a temporary Access-List entry

bfe For manual emergency modes setting

cd Change current directory

clear Reset functions

clock Manage the system clock

configure Enter configuration mode

connect Open a terminal connection

copy Copy from one e to another

debug Debugging func ns (see also "undebug®)

delete Delete a file

dir List files on a filesystem

disable Turn off privileged commands

disconnect Disconnect an existing network connection

enable Turn on privileged commands

erase Erase a filesystem

exit Exit from the EXEC

help Description of the interactive help system
-- More —-

* You can complete a command string by entering the
unique character string, then pressing the Tab key.

:Privileged Mode ,> € wwolle SoS @ Help uaw Jlke

. 5940 (sw oslaiwl € ¢ privileged mode ;s Help us,S Jled iy
Aisowd |>1 8 Privilede Mode > o ¢ User Mode > o Lpilo,d 5l (siass aS il assls a>gi
»lad ;5 s aS WJls)s awd user mode g privileged mode s [,>l o ping wlo,d Jlio ,9b au

. Cowl Mode ol wsgs sbow bl a4 (ul 9 3wl sw L=l 8 Privileged Mode
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Router Context-Sensitive Help

I I I T I Cisco.com

Router#clok
Translating "CLOK™
% Unknown command or computdr name, or unable to find computer address

Router#cl?
clear  clock

—+ Symbolic Translation

Router#clock
% e command.

=+ Command Prompting

Router#clock ?

st set the tine and date [~ ° L@St Command Recall

Router#clock set
% Incomplete command.

Router#<Ctri-P>clock set 7 gued
hh:mm:ss Current Time

: JUio U )0 Help 5l oslaiowl

il o 58329 95 ol 5l Sy Jlio ol 3y Lowl Context-Sensitive Help ¢ Command History U iyl @ G
2>l oslas plesil Jls @y U L LS ol 9 9iS eutais b 0liyig) @y be e cuelw b cwl 5158 auS (659 .
. 2S o type |, Clok ule,$ privileged mode
o=l coanl o 9 il e s loil Uleyd S aSil s iue 3940 e 031> iwles el A o aS ghiled
L as o aiiigi [ Of Jsl By> 95 by « a0l 03,8 Gugel,d |, O piivgs 0920 Lo 34iS (2,9 - 390 Mol Llojd
. 3sS v oslaswl help 51§ Giwgs
. clock ¢ Clear: aiscwd (sudnio 1iowliS aS Syild b aodS 95 dw s aS ghilod
. 3 osw | enter oS ¢ 2SS (sw type |, clock loos ol ulo
CAd> w pley loows a4 0)be>

%o incomplete command.
3,5 b ax gy )l T zud Vloyd aolsl Sl Lot s 24iS JolS | Of b Gulilis + s JolS Lo 0lod

i s | help asuis § cwoMe U g space 3udS Us; b yuy pusS sw osleiwl help 5l oa ,U ol
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Router Context-Sensitive Help

TR IV I Cisco.com

Router#clok
Translating "CLOK™
% Unknown command or computdr name, or unable to find computer address

Router#cl?
clear clock

—+ Symbolic Translation

Router#clock

% command .

=+ Command Prompting

Router#clock 2

set et the tine and date [~ ° L@St Command Recall

Router#clock set
% Incomplete command.

Router#<Ctri-P>clock set ? <=
hh:mm:ss Current Time

! (alsl) JUo &y )0 Help )l oslaiawl

set Set the time and date
Ol Usew JolS pley oo 45U 3w s Ly enter 3udS g 3wuS csw 3)ls [ ol aS il csw Set Sasy aodS oulubo
SauS type o,les byl aiings Lyl @y b aS |, (silo 9 9 2k 0,l9s | ol Ll . sg.is 03l
L .S ssw wsulgshd | 3l 05,8 s)lg aS |y csulpilosd st 5l o History . 3,58 (s SaS history 1 loois « yus
Olin b 4y iy @y 5 odid Slpiloyd a3 b iz b ol S1. s s | 0less w3t a4iles e CEA-P 0
L 3w adlgs osls
. 2uS oadline |, ol Whgizo g history slgi (sw 515 Uloyd SaS @

Router# show history
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Router Context-Sensitive Help (cont.)
| T Cisco.com

Router# clok
Translating "CLOK"

 uni Router#clock set 19:56:00 |

% Incomplete command.

Routq

clea|  Router#clock set 19:56:00 7 +———+ . Command
<1-31> Day of the month .

Routd  MONTH  Month of the year Prompting

Router#clock set 19:56:00 04 5 +——— * Syntax Checking

set % Invalid input detected at the "A* marker » Command
Prompting

Routq Router#clock set 19:56:00 04 August

i % Incomplete command..

Rotd  Router#clock set 19:56:00 04 August ?

hh: <1993-2035> Year

: (awldl)Jlio <y ,> Help 5l oslaiowl

,LS « Context-Sensitive Help ¢ Command History ;| eslaiwl SoS au asS (5o 038l aS j9b Ulod (ul

Ay 0L @ a9, il Sey EL 8 welw pudais
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Enhanced Editing Commands (cont.)
I T T Cisco.com

‘ Router>$ value for customers, employees, and partners. |

(Automatic scrolling of long lines.)
Ctrl-A Move to the beginning of the command line.
Ctrl-E Move to the end of the command line.
Esc-B Move back one word.
Esc-F Move forward one word.
Ctrl-B Move back one character.
Ctrl-F Move forward one character.
Ctrl-D Delete a single character.

: CLI ,> ,wilo Saauds ;l odlaiawl

Saads 5l s o L 3usS oo Sl SoS boow @ Lpiled 5l aiugy oslaiwl 3 sule Saauls 5l eslawl
bl o s 2o A gSaunw 10S 5y saS,>

.Wloyd by sl a4 48, sl :Ctri-A

.Wloyd s slpl ay (58, sl :Ctrl-E

b @ aolS S ol a4y a9, sl :Esc-B

o> 4 aedS S ojlul @ 38, sl iEsc-F

b ay SIS S olul a4 a8, sl :Crl-B

o> a4 S8 S oslul @ a8, sl Crl-F

D9 (o oslaswl LSS S ws,S SL sl Ctrl-D

. History alasls> 51 uol,8 (sulg>1,8 :Ctrl-N g Ctrl-P
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show version Command
A e e

Ll Cisco.com

wg_ro_a#ishow version

Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-JS-L). Version 12.0(3). RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Mon 08-Feb-99 18:18 by phanguye

Image text-base: 0x03050C84, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (1GS-BOOT-R), Version 11.0(10c), RELEASE SOFTWARE(fcl)

wg_ro_a uptime is 20 minutes
System restarted by reload

Systen image file is "flash:c2500-js-1_120-3.bin"
(output omitted)

~-More—-

Configuration register is 0x2102

Ul o lsiowl pudlas 9 Show Version Ulo,9

U309 9,38l kw3590 55 Ulgs (5o Ulo)d ol SoS @ . 5,y (sulghd 5,8 Sl apl wleMbl ways Sy Ulo,d il
Cow | ileMbl ( device wsgs up Ulo; Wi g platform oU ¢ FLASH ¢ NVRAM ¢ RAM sla alhsl> ulyuo ¢ I0S
.50

oo 50l Shls Ll ol 8 560 (s o5 flash absdls s binary (s>l s S @90 @ 10S 1 (€2500-3S-L)

b o YO+ Syw sl SHigy Jbo ol )y aS wowl device s8] wsew oL :C2500

Sl 1 us)S law aswgi swblsi 9 059 enterprise azeuws 10S ;1 U39 ol aS ad> s wlan ¢l IS

Sl | flash adasls> 51 wsls move (sublss Jul ol aS cowl ol 50k w6l ol :L

A3 sw Uawles | IOS wj,9 :Version 12.0(3)

10S wlsiil ¢ sLas,| plSid 5 aS Ailiwo DRAM s flash absdls Glie 300 s Oloyd el 5l Olgine aS 5,805 auSs

23S Sl a>gi 3590 95 ol 4 AL
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show version Command
I T Cisco.com

wg_ro_a#ishow version
Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-JS-L), Version 12.0(3). RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Mon 08-Feb-99 18:18 by phanguye

Image text-base: 0x03050C84, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (1GS-BOOT-R), Version 11.0(10c), RELEASE SOFTWARE(fcl)

wg_ro_a uptime is 20 minutes
System restarted by reload

System image file is "flash:c2500-js-1_120-3.bin"
(output omitted)

--More--

Configuration register is 0x2102

Ul ol siowl pudlas 9 Show Version Ulo,9

Ulo,d ol 51 Registry w3 s Sl password recovery o s 30> | Registry U39 Ulgiuo Ulo,d il SwoS @
5,8 uslgs oslaiwl (sug>

Configuration register is 0x2102


http://www.txt.ir

Viewing the Configqrat_ion

VAT I i Il Cisco.com

RAM NVRAM

Configaratan Configurason

105 . <+
show show
running-config _’ startup-config
: /
| Console
\ .
| Setup Utility ]

: NVRAM g RAM S abol> (suw v

. NVRAM g RAM : 5,5 55 S,5,5 adadl> g5 49, ROM g Flash alasl> ,, ogMe

0>, S load | 1= 9 POST vl |, power-on self-test al>,0 WLLAS 51 A%y g, 3uS s gy b yigy aS swolKid
.l 03,5 0,055 NVRAM absls> s |, il Mud aS 35,3 (s csilawhis Jlos @, 10S

559 485 5o bd Al (o RAM aldl> 0lod aS yigy Syl o518 absdls s | LT« S lauy | LT S Csvpe0 o
. 390 (sw Set up mode »,lg il S9>90 aS (90

ugels U aS s oedibio ol 9 3,015 518 559, 51,9 abdl> 53wl e g, gy aS iley U Wlowlais (swolad
s 2S Jiso wdls absls> S a5 b il ub oulily - sy cows S5l olaghis welos g, i

S,S,18 J=o RAM g 2ol seo startup-config U au (suld 5,8 1,8 J=o aS 1wl (s (swil> adadl> NVRAM

. running-config U @ (s Lo
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show running-config and
show startup-config Commands

Cisco.com
In RAM In NVRAM
wg_ro_c#show running-config #sh tartup-confi
Building configuration... ST AEED) aui ofF SFFER (ot

Using 1359 out of 32762 bytes
Current configuration: !
! version 12.0
version 12.0 !

!

—-— More -—-
-- More -- ore

- Displays the current and saved configuration

: NVRAM g RAM S absl> (sww,

TS sw oslaiiwl 5 Ulo,d 5l )05 5L, NVRAM abkdls s as startup-config LB wlgizoe vy Sy

wg_ro_c#show startup-config

TS csw oslaiiwl 5 uloyd 5l syls 51,3 RAM aladl> > as running-config & wlgizxo ways Sl

wg_ro_c#show running-config
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Summary

I ITTTTTTRTIe |l Cisco.com

« The startup of a Cisco router requires that you verify the
physical installation, power up the router, and view the
Cisco 10S software output on the console.

* The router startup sequence is similar to the startup
sequence of the Catalyst switch. The router first performs
POST, then it finds and loads the 10S image. Finally, it
finds and loads the device configuration file.

« Use the enable command to access the privileged EXEC
mode from the user EXEC mode.

1 Ao)M>

5l e 8l e w adsso ol 5> 390 s Power-on self-test al> 0 55lg yig) A4S (o iy, | g, aSiyl A
. 3048 (w0 swwyy NVARM whgixo « I0S wani 10ad 5l asy g >0 ol 51,38 51 a=y .+ Jgis (o i 3,Sloc

. 3940 (s 0yu>5 NVRAM swoils adadls s startup-config ol v wlowlais

0,433 NVRAM 5 |, (b8 wlowhais il 05,5 Gugolyd aSiul b g 2SS s5ll o, Jsl LU sy 1, s, @S (sisse o
g v setup mode )lg Lig, « S

9 v SIS0 RAM aladls> s g oanis oxlgs> NVRAM 5l wlowdais ¢ygo ol s 5>

)l wleMbl Joluiw 395 aS I0S LB ob uizod ¢ Flash g DRAM albdl> Uljue wg> auly wleMbl uays iy

PS s oslaiwl show version uled 5l 3l e
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PO YWY

50 Al TP SS9 8 2
Cisco Router
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HECEV-)

ey Sy adsl pudaii )
.alizo sld Mode g CLI .Y

il pukais 09 9 sjguy glgil Y
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Overview of Router Modes

LI I LI i Cisco.com

Ctrl-2 (end)
Privileged EXEC Mode |nauurl0con£tqurt uminallq—
Glabal Configuration Mode |Router (config) # |4 Exit

S P
Interface Router (config-if)#

Subd £, (config-subif) #

Controller (config ller)#

Line Router (config-line)# 3
Router Reuter (config-router) # t

: wlicxo S® Mode g CLI

. privileged mode g user mode 3,0 Luil mode 95 b eyl a4 b
il sw 39>90 global mode ulgic wxi « ;3> mode Lol
35S (w0 Wygo 0,.E 9 W Routing Protocol ws)S Jlsd g o Lud il wlewdhis Ug> (sduol wlowhais mode ¢l s
Configure wlo,9 U>,S 55lg U Guuw 9 00w privileged mode »,lg 30U lasul global mode au waw 5)lg sl
.o mode ol s,lg terminal

Router# Configure terminal
LS 5w i 4 Wyge 4 command prompt JSoo mode ool @ waw sl b

Router(config)#

3uS 3,9 mode ¢l s 1) exit ulo,d wewl (s8LS global mode ;1 v ) sl
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Saving Configurations
; .

T | | | | Cisco.com

Wg_ro_c#
wg_ro_c#copy running-config startup-config
Destination filename [startup-config]?

Building configuration..

Wg_ro_c#

» Copies the current configuration to NVRAM

1 Wloadaii US,S o 0>

running- Job wss g, L8 aldasls ;s wlowbhis ails oo aS jehilos . ayas Lodl b abdls glol U byl @ b
239y oW o Sl iy VL Gueels L g 1l 18 config
running-config Ju ws,S copy L cululi . pusS Jasie NVRAM Ulowd U ,laul abdls ay 1) wlowdais ol 10U cululo
358 s wygo Janl wldac startup-config s

wg_ro_c# copy running-config startup-config
. 5,5 S I, NVRAM wlgizo ulod U startup-config L1 ulgi s s9,b 5l
1S 3)lg 55 wyge @y privileged mode s 1) 505 Uloyd jehio ol Sy

wg_ro_c# erase startup-config
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Configuring Router Identification

Cisco.com
Router Name
Router (config) I P
wg_ro_c{config) #
f-th. [=1
M ge-of-the-Day v

wg_ro_c({config) #banner motd # y
Enter TEXT message. End with '
the charactar #. You have —

entered a secured system. - 7
Ruthorized access only! # 4

Interface Description

wg_ro_t ig) hinterface eth 0 ¥
wg_ro_c(config-if) Mdescription Engineering LAN, Bldg. 18 g
« Sets the local identity or ir ge for the acc d

router or interface

:Dscription g oU puboii

Do s 0dlasiwl Uloyd ol 5l awisaw b yig) U s sl :Hostname

5,138 s 5,36 0l 3,Slac Sg; 5 Ll o sdxo U S hadd 185 (o s @iow b gy @ Lo S ol
il Ol ilSe cusdgn 9 uldhes Jzo b cowlie 1,85 (50 i 5ig) 4 aS (sl 3940 (s Slpiiny

>0 Sho ,39, au ws,S login [UL e s> aS awl w swley Message of the day uloa UMOTD :MOTD Banner
g w0y wlaw bl 48 sl g user

A adlgs o3l Giwlos pley ol telnet (5.,b 5l as ¢ 1wl auxiliary port g console port (5:,b 5l ax bls)l g8lg >

g w03l Giwlos WS login 5l 8 aS sl wlgi s svsol [Uasl S ply ol
S basd hostname asbo 9 wigs Ulgs (s pud il 58 Sy aS 1wl o o9 :Hostname Description
35S oslaiwl Ol 5l W Gud il 5y Caypio Sy 9 il (s (slxo Aazain

29,5 oS show running-config wlo,d 5l Olgi (o Luad il L description ways Sl
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Configuring a Router Password

1l I i il Cisco.com

C

Router (config) #line conscla O
Router (config-line) #login

Router fig-lina) & cisao

Virtual Terminal Password

Router (config) #line vey 0 4 )
Router (config-line)#login |

Router (config-line) #passvord sanjose meie ’

Enable Password _—

|amm (config) denable password cisco L_ﬁ

Secret P
[ﬁonmtueni’xg) #anable secret am(rln]

Disable C d .
Router (config) #no legin g
Router #no enable H

s, In. Al righs rserved.

2 il US,S puliii 09w 9 S 9 Elsil

a5l ool Gl Sl ails oo aS ehilas . i Lusl s b ey b bl S)l,85 Sleaig, b el @b
3uil L cugd Al ¢ authentication
Lopadd d\.o_,|_,.§ S D90 |_, Lwi_ﬂ \S.;)E_ﬂ oslaswl J.z.og LE>)9_w._g &|9J| [GV-wwt) U.J| 2

)15 59>9 3,00 £95 U

Enable Password .\
Secret Password .Y

AUX Password .Y
Telnet Password  .¥

Console Password .0
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Configuring a Router Password

Il Il il Cisco.com

Console Password

Router (config) #line conscle O Z

Router (config-line) #login

Router {eonfig-line) #password cisco »
g

Virtual Terminal Password

Router (config) #line vty 0 4 ;
Router {config-lina) #login

Router (config=-line) fpassvord sanjons pege ’
Enable Password L s

[esestcomtir e et e L_,e

Secret P
[mur{eenfaq} Fonable secret sar.!nm|
Disable C d

Reutar (config) #nc login
Router {config) fno enable password

1 (lsl) Lpil US,S palbii 09% 9 >)9-um Elgdl

user 5> aS (swolSid . 5940 (sw oslaiwl privileged mode @y 39,9 pKid wuinl 1,8, sl :Enable password
.39 (w0 0wy password ol augw privileged mode s)lg audlgs> (5w 9 1S (s 3,lg |, enable ulo 8 mode
Router(config)#enable password cisco
1S g clear w90 au |, Ol 1lgi (5o ShOW run Ulo, S_oS A g 594 (5o >3 clear text wygo A 5,9 ol
Job 55 00 AS W0 4 3900 aS welwi ol b .awl (so enable password islos :Secret Password
. 390 cswou 03> Gawlos clear-text ws.0 4 g 3940 (sw 0,455 startup-config ¢ Running-config
Router(config)#enable password cisco
secret password Usg Jl=d Ul U (S Lsw oulaii |, secret password aS (swolEid il ails asgi
a4 g0 3y « Priviledeg Mode o 5959 pL5i8 ol (5w 9 3l (sw 5> Jled ,ue &yeo @y enable Password .

. AuS >)lg |, Secret Password
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Configuring a Router Password ( continue)

I il Ll I Cisco.com

Console Password

Router (config)#line console O p
Router (config-line) #login ’

Routar {config-line) #password cisco 4

] 4
Virtual Terminal Password
Router (config) #line vty 0 4

Router (config-lina) #login I
Router (config-line) fpassvord sanjons peje ’

Enable Password

r 4
[Routes Yhensble o l_,e
Secret F d

[mu:{een!iﬂ} Fenable secret unrrnm|

Disable Commands

Routar (config) #ne login
Router (eonfig) #no enable

2002, Cisco Systems, Inc. Al rights reservec 1eND V20

: (ll) Lpil Us,S pabiii 09 9 59w Elsdl

ol - ol o Telnet ulod L, Virtual Terminal ,5g, au (s—wyicws Slpal, 5l S, :Telnet Password

. 3gi 5,18, bls)l « Authentiction o 9 (sow 0 5l A cowl sw « 23S sw Telnet Lig, S @ aSyije0,s

1S v 3)le | o5 ulo,8 9 0auw global mode )l telnet password ws,S pulais sl
Router(config)#line vty 0 4
o 1S (sw Wyglbw I0S aS (s Line slaswi o3l au cul by 5940 s ,1,9,0 Session < Telnet bls,l L8 Syl @
a8 L9, Telnet Session aulgs
. 250 SeS Help 5l cowl (O 1S (sw wygulw 10S aS (syla Line slass us sy
Router(config-line)#line vty 0 ?
<1-4> Last Line Number

<cr>
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Configuring a Router Password ( continue)

Il |l I Cisco.com

ol 1

Router (config) #line conscle O y
Router (config-line) #login I
Router (config-line) #password cisco

Virtual Terminal Password
Router (config)#line vey 0 4

& -
Router (config-line) #login I
Router (config-line) #password sanjose ! '
e

Enable Password

[Routax Y#enable p mcul_,@
Secret Password

[mu: {config) #enable secret sanfran |

Disable Commands B

Router (config) #no login ]
Router #no enable password g

1eND V201

1 (wldl) Lgil US,S pubbii 09> 9 > 9 Elgil

390y « device ol ay vaiw telnet w0 5> aS 1 ysS (o Uloyd ol L 38lg > . ol sw login o wloyd
9 0w )y
Router(config-line)#login
390y « device ol ay vaw telnet w0 55 aS ey « N0 login Wlo,d WS, LS @ L Ulgi (w0 iyl Luod U
Y WU X VWY
Router(config-line)#no login
bl 0 Syguy s 3l al> e
Router(config-line)#password sanjose
.39 (s 03wy User mode a, user uas s,)lg 5l L8 telnet password acwl awls a>gs
L, Lol 51 S ,d wsgy connect Uloy Wi g 01,8, Sl session swloi Llgi (s Show session Ule,8 oS
.38 oadline

Router# show session
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Configuring a Router Password ( continue)

il AT Cisco.com

Console Password
Router (config)#line console O

Router (config-line) #login . i
Routar {config-line) #password cisco 4
—_—

Virtual Terminal Password

Router (config) #line vty 0 4 ;
Router (config-line) #login

Router (config-line) fpassvord sanjons peje ’
Enable Password L s
[ ) , @
Secret Password

[mu:{een!w} Fenable secret asr.tnm|

Disable Commands

Routar (config) #ne login
Router (sonfig) #no enable pasaword

: (ll) Lpil US,S pakdii 09 9 Sy9ms Elsdl

Ulo,d wowl 8IS jekhio ul Sl . 5,8 ghd Jig, L | ol session bl « disconnect ulo,9 SoS @y awlgi sw o
S e sy wngo ) 5
Router# disconnect connection-number
.3S disconnect |, syl connection aSiul wgy LS wS,> e connection ¢ Jwlgi s resume Uloyd L 8 b 5l
Router# resume connection-number
:AUX Password
05wl oo AUX @0 5l oslaiwl g, « remote bli)l ;L8 s ol 51 )0y Sy 3l sw aS jghilos
iy ulSel Ul @ remote w90 Ay Csawpiws § awl 000 Juaie dial-up b @y p3ge Sy (ab Sl L yigy gy ol
L 394 (5w 0wy User mode au Wi ,lg 5l Ju8 aS ol 39y « Aux password ool (s
Router(config)# line aux 0
Router(config-line)# login

Router(config-line)# password cisco
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Configuring a Router Password ( continue)

ol 1

Router (config) #line conscle O
Router (config-line) #login

Router (config-line) #password cisco

Virtual Terminal Password

Router (config)#line vey 0 4
Router (config-line) #login

Router (config-line) #password sanjose

Enable Password

Router ) #enabl

Secret Password

[mu: {config) #enable secret sanfran |

Disable Commands
Reuter (config) #no login

#no enable password

Cisco.com
=7 %
| %’

51 a2y ululiy wcawl console port 5l oslaiwl dil (s pudaii gy aS g, b bli,l ol Lo ai aieS aS ghilos

pudais Us,S Browser U telnet (as,b 51 L Of o=y @y ol 5l 9 0305 518 ol Sl S s | g, Awler (s wloghis plzl

39 (50

o pabii 5 g W g 9l sw 0wy User Mode av vasi sl 5l i aS wwl Ss,9uy « Console Password

Router(config)# line console 0
Router(config-line)# login

Router(config-line)# password Cisco

1eND V201

1 (wldl) Lgil US,S pubbii 09> 9 > 9 Elgil

Slw ,—wsys admin Sy shdl sowyiws Cudgd=o 9 35y Gimwlu aS sl awls asg bl

:Console password
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Other Consolue-lLin.e Commands

Cisco.com

Router(config-line)#exec-timeout 0 O

Router(config)#line console 0O |

* Prevents console session timeout

Router(config)#line console 0
Router(config-line)#logging synchronous

« Redisplays interrupted console input

: Console w,9; 9lol Wlowbii

ol U @ ad Wen auisw U Lig, b console bla,l S,158, los wae . auaui Luwl console uad il b el a4 b
0 L850 bl (ul aS (il wae wlei (o s sgiws SoS bl o ABds V¢ U2 Uiuw Wigo @ bl
Soiis Jas 95, pudsiial Gal 51 siVsb Ulos Wi Sk sul packet ;31 g8lg 5> .S ayyei 59320l Wygo @ |, S

o adlgss gl byl ol
Router(config)#line console 0

Router(config-line)#exec-timeout 0 0
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Other Console-Line Commands

gl |l | | I Cisco.com

Router(config-line)#exec-timeout 0 O

Routersconfig)#line console 0

* Prevents console session timeout

Router(config)#line console 0O
Router(config-line)#logging synchronous

» Redisplays interrupted console input

: Console v,9) 9ol Uloabii

command prompt 3 siloyd o aS cawl gl g axlgo Of b cowl (S aS (soMSLiwe 5,30 Sy

> o Sz ply abaz) ool 5> s Ol azss Haiie 9 Show run Oleyd Jlie jeb @) 1S (o 3)ls awisaw b s,

ol 9 Vlisgs Uloyd Az G woldsi ilgs (sod bl 390 (o Lol ol 00 UP W pundsiiul 51 Sy asil

o Uloyd 9,3 5l dsy |y aa> ol 3 00Sy 159y U Ailei (o 5oy Uloyd SaS @ g azgio | oas ,alb aS

Router(config)#line console 0

Router(config-line)#logging synchronous
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Configuring an Interface

W Cisco.com

Router(config)#interface type number
Router(config-if)#

« type includes serial, ethernet, token ring, fddi, hssi,
loopback, dialer, null, async, atm, bri, tunnel, and so on

* number is used to identify individual interfaces

Router(config-if)#

Router(config)#interface type slot/port |

« For modular routers, selects an interface

‘ Router(config-if)#exit |

* Quits from current interface configuration mode

: Ul pubii g Interface Mode

SLa ©jey 9 e pudsrsil Bub 5l byl ol @818 5> s Luwl yig, b byl 5185 S ol, gleil b el @ b
il ey Ul s, Sg) 50 3990
il csvo O S Gt il 311w 3 £95 59y Ll SLSo 5l (s aS il acils asgs aSs ol @
s slat wsslaes slhls a0les (o 49, s 9,b 5l Lol ¢ a—wls built-in o )50 @ Jig) Sy, cowl (Sow uwd il S
S padyiil Slasi 9 £95 sk 51 B0, Gl + 2683 513 Ul s 9 03,5 S)lag,s | abgse Jgsle auilss (e aS 1wl
b v wylasio 1GS s wyglw as
o B i |y 0l 25L Slipy U g sy IP Address ol @b Jlio b @3S jaudais | pand il o @Sl Sl
> ol |y pundsiil Ol @ bgyye wlewhi ugaw 5 0. interface Mode s,lg 5 03l mode s il couul
35S pubaii | Ol 9 000 5hai 3,90 Gand il 3,l8 Olgi s sy Ulosd SeS @

Router(config)#interface type number

Router(config-if)#
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Configuring an Interface

T Cisco.com

Router(config)#interface type number
Router(config-if)#

« type includes serial, ethernet, token ring, fddi, hssi,
loopback, dialer, null, async, atm, bri, tunnel, and so on

* number is used to identify individual interfaces

Router (config-if)#

Router(config)#interface type slot/port |

« For modular routers, selects an interface

‘ Router(config-if)#exit |

* Quits from current interface configuration mode

: (wldl) Ul pubii 9 Interface Mode

L serial Guyiil 3dlgs 5o Jlio sob ay il | Ol o)lois 9 Gusdyinil oU 13U LS Gul Sy amsl ansls asgs

2SS 3l 1 5y Uleyd Guw 9 020w global mode  s)lg awl. awS pudhis ) ) o)lowis

Router(config)#interface serial \

Router(config-if)#

o Lyl £55 b 1l &S il g0 ol A 138 ob 15,8 (s k8 s o slat s aS (suls Jgilo sl

AwuS b)lg IJ U.u.aS).uJI O)LQ,GJ U 9 slat O)LQ,GJ [grIvew]

serial owgS s Ll Us) 1as Shy Gululy sl asls sg>9 serial gy 95 + o,lou slat 55 1S (5,9 Jlie job @

.serial 0/1 L 4 0/0

. 3o csw oslaswl Exit ulo,d 5l interface mode ;1 vaw g, sl

Router(config-if)#exit

Router(config)#
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Enter Global

Configuration Mode

Specify Interface

Set Clock Rate

(on DCE interfaces only)

Set Bandwidth
(recommended)

Configuring a Serial Interface

Cisco.com

Router(config)#

Router#configure terminal

Router(config)#interface serial 0
Router(config-if)#

Router(config-if)#

Router(config-if)#clock rate 64000 |

Router(config-if)#bandwidth 64
Router(config-if)#exit
Router(config)#exit

Router#

: Ul pubii g Serial Interface

.5, oslaiwl serial juyd iyl 5l Ul (so Point-to-Point w g0 au ;55 5, L gy Su bli,l )18, jelhio

il oy e 95 5l Sy w90 @ absi  ddass W)go A gy 95 Jlail gululy

back-to-back .\

O ,9.0 Q\Jb._:l'zo Jog]a)— )| oslaiwl L_:g) ol JoLe.'i)| 9 0>y lizo Q\JL9|).9.> J.zog) PR Y

S wleMbl wol;s 9 Jlw)l ulwsy 250 U b acwb acwls bli)l e b cowl )18 asS ,ig,) 9>

Ssilogil wigo au |y &5 ol putaii ,IS CSU/DSU 390 « il (o (silulieo siwn (sbli,l bghs aS (sl g, 5>

DD (o ,ol:_cﬂ

o sly8, 1, bl ol DTE/DCE sl JulS « 4uS Juaio ,S01S, @y back-to-back wso @ |, s, a5 (sijso s

g0 adlgs DCE ,5,5 B,b 9 DTE ulgic 4y g, Sy wlls ol 5y 2 aisS

AuS pubrii ¢ cowl 0au Juaie DCE LIS au aS (seund il g, | clock rate aS cwl o3V ulwly

392 dlgs DCE & plaS 9 DTE Giusi 5ig) p13S und il a8l (o Gy el Jlgow ol Lol
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Configuring a Serial Interface

I Cisco.com

Enter Global

Configuration Mode Router(config)#

Router#configure terminal |

Router(config)#interface serial 0O

Specify Interface Router(config-if)# |

Set Clock Rate
(on DCE interfaces only)

Router(config-if)#clock rate 64000
Router(config-if)#

Router(config-if)#bandwidth 64

Set Bandwidth Router(config-if)#exit
(recommended) Router(config)#exit
Router#

:( aldl) Ul puboii 9 Serial Interface

9 o8Te Serial Sla Gud iyl Lsgs DCE | DTE I il (s 55 Uloyd SoS a

Router> show controller serial 0
1S v Joe 5 wygo @ serial guud sl Sg, clock rate ws S eulais Sl

Router(config)#interface serial 0

Router(config-if)#Clock rate 64000

dS i 505 Uloyd SaS |, Ul aulgi (sw aS Ll (o serial guwd il SleaSiie 5l S0 (S, Bandwidth

Router(config-if)#bandwidth 64
asS 1wl o s SWo g 5,1 (sulglyd 3,8 W routing protocol s 5 aS 3Ll o SlpSWo 5l (6o L sligy
10les Ll (uss @ SWo ol Caxodl b FOULING o 55 + 43S v Ll | coulins Sinits aamto oorips sl 5

b (s 1.544 Mbps L sligy Shls 6,9 iuw wigo a serial guud sl 1auss
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Ethernet media”—type” Cpmmand

Cisco.com

Router(config)#interface ethernet 2
Router(config-if)#media-type 10baset

« Selects the media-type connector for the
Ethernet interface

: Ul Lloalaui 09w 9 Interface Fast Ethernet g Interface Ethernet

S ay g, Jlasl s l 5,58 aS s Fast Ethernet o Ethernet slpuwnd il Gadrinl lol 51,808 Sy

10/100/1000 Mbps wic,w U, Fast Ethernet as JI> ;> 1S sw LS 10/100 Mbps we,w L Ethernet yauud ol

239 (s o3laiwl LAN aSiis @y azis 55 9 audow A iy bli,l Sy 95 18 5l 9 1S (0 L8

£ 2lgi o oasdsiigl Gl @S cowl (simo Ul ol LS s LIS 10/100 Mbps e b Ethernet g il

U Lud il 395« Ul US,SH pudhais Wyewo,s 1S S e w oIS b aSiyl 5 100 we,w b od 9 1S L8 10 cacyw b

10 Mbps cacyww b Jass aS 1S ol Sob | Gaandiiol ool 2wilgs (o Lot Lol .+ 405 (o panidis Swilogil @90

AS (o 3l 1 505 Ulo,d g 0an abbgy o G il 3)lg sedhio ol Sy L S LIS

Router(config-if)#media-type 10baset
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Disabling or Enabling an Interface
I U il

Cisco.com

Router#configure terminal

Router(config)#interface serial 0

Router(config-if)#shutdown

%LINK-5-CHANGED: Interface Serial0O, changed state to administratively down

%L INEPROTO-5-UPDOWN: Line protocol on Interface Serial0O, changed state to down

« Administratively turns off an interface

Router#configure terminal

Router(config)#interface serial 0

Router(config-if)#no shutdown

%LINK-3-UPDOWN: Interface Seria0, changed state to up

%LINEPROTO-5-UPDOWN: Line Protocol on Interface Serial0, changed state to up

« Enables an interface that is administratively shut down

Do il S US,S Jledue 9 Ul

iowd (Shut Down) Jledue default o je.0 @ ig) S Guud il solos
3l sebio gl Shoy S Jled | Ol eyl (o lacial asS oslaiwl pund il S 5l 1dlozy aS (il bl
PSS s 3lo |y 55 Olosd g 0o alogy o urd il
Router(config)#interface serial 0
Router(config-if)#no shutdown
35,5 (s ,olb cowl 0sls state ,uei 9 0aui UP Lud il aSiul 51 (i ol ¢ pandsiil Sy U,S Jled 5l asy
oS (s oslaiwl 5 Oloyd Sl (siws Wigo W Gl USS JIed e Sl Sl

Router(config-if)#shutdown

S s dls b g Jlul |y (i g ud il shutdown aS (soundyiigl 1auss
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Cisco.com
.7. 172.18.8.1
172.48.0.2 <7 "OR|SAIPAIDATA | 475 16,0
10.13.00 |192.168.1.0
104304 1724704 1724702 192146811

« Unique addressing allows communication
between end stations.

« Path choice is based on destination address.

: IP Address 9,20

Ll uadyiiol S S, Lol 03,5 Jlsb 050 o bandwidth iile T pge SlpSins 5 b Lusdyiol lol b bl @ b
aS (sdlgw Lol « ol 0y sy 550> Sladyig, 5l Jaiume 9 culpis 4 W yig, 5l plaS Ho Ll @y U g3lg)s .+ ik
SaS b3y blol pa b ales (o g, WsS> « oisl 390 (w0 2alao Lxil

. console <yey 5l oslaiwl Weay 9 Telnet Luug,—w Sl oslaiwl U 9 aSui S b 5l yig, Ko @y Ulgi s S
€558 pubais |, Ol g 03,5 L35 bl

aales Gusi Layig, o blisl 5 )% Slasiel,l ax cawlio sbli)l iy Usysl adld 5 ogMe ile g
.ol

L ,Su0s Layig, Ul SaS @y aS e gyl ol @ Syiohl 5929 o2 Ul 9 305 3959 WVlgw Gl soled Sy Eowly
L @S ,olic S5 S5 @ empiws UlSol 9 859s 3,8 paxio gl ol - 35S (o Lb30 blo)l $0aS b g ausliw
aSu i ;s Jlin o b dl ¢ a il ss oliio v lite SLa Aasd 55 5,9 @ paio Gl ol « 1S (e abld
. 390 Adlgs> IPX JSigu b g IP JSGg, wlwly aswliow ol « TCP/IP

.59 Aidlgs 3,8 A yuazio (g wolaie Slpw,sl Shls aSui swolic swlod aSiui Sy, Gulul
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Cisco.com

10.13.0.1 17217.01 172.17.0.2 192.168.1.1

« Unique addressing allows communication
between end stations.

« Path choice is based on destination address.

: ( awl>l) IP Address 59,20

) 02,8 Lwydl g (source address) osiiwyd Luysl Shls aS cwl Sl aol 1l aSi i H> Sy o g8y )
o Loy 9 039 3,8 a4 ya=io e Luysl swlod Syp i Hlisbw 5> aS jghiles . 1uil sw (destination address
9 05,5 Soyw ,islw ol 5l aSui 55 50 La IP Address « auS oy als 95 Sho 1) oSy (svan SW awles
. > Ldlg> 5,8 4 Laxio

L3S ol ceal iS5 ol aliwe alolBW « Ll (o Gy lwysl Usgr 3,9 paxio 5l cumo aS silo;
il e el il Saaie 5550 S Wi 5> 0590

9 W IP . oU Sy, wusuin 9 w,lls aadsg (Internet Corporation Assigned Name and Number) ICANN gélg >

b eypcaly b JSug

e Lo region gl 5l elaS 58 9 1S (o Sy pwands (Region) a=U zi 4 suldbe> sbi sl Gees 0,5 ICANN

. cdls aelgs sape @y |, il 5l plaS L g, e 9 @yl g IP wsls
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Cisco.com

10.13.0.1 17217.01 172.17.0.2 192.168.1.1 1
g

« Unique addressing allows communication
between end stations.

« Path choice is based on destination address.

:( aol>l) IP Address 9,20

il e s 2ot 4 AU iy ol

by Gundgy i ) 5850 Slewl ¢ @ileogls g, aslio : RIP NCC
S)ls Gusigs w1 (sJloo SIS0l ashhio @ ARIN

Sls Gasigy e | awgildl 9 (58, Slowl adhio @ APNIC

Sy Gudigy w1 8,81 ashio 1 AfHNIC

Syl gy e | w8 ulb> 9 gV SIS0l aslaie @ LACNIC

A

Y
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IP Addressing
I T il I Cisco.com
+ 32 Bits >
g:::tifndal l MNetwork Host |
Maximum | 255 | 255 | 255 | 255 |

i 8 9 i6 97 2

9 4 2
Binary 1111111$|11111111|11111111]11111111|

BINESTNT BEHESINT RIHESTNT sggesIec
Value of 172 16 122 204
Binary

Example 10101100 00010000 01111010 11001100 E
Binary i

: IP Address ,L>Lw

@i 5 JSian ool L o IP Address L aolsl s « oo bl aSuis 55 BSy csds wunsl caodl b il @ b
Ao adles lowl i ol wylsse Sla Saw

oab JuSui (octet) caouwd Hle> 51 Gl oul + il (swo s YT sl Sy < IP Version 4 (so)le a4 L o IP V4
Aol (o A aS 39 s @isS Octet S Couwd L @ 9wl

L ow wed silie 4 b g bl annls 00 5lasoe iy aus) 9 S5 slase Shls oy S octet S s @S (g0,
Octet ,laso « 1wl (o Sy lado Shls aS (siw Ol &> b wowliso « il 39>90 480 Hlado by Sy 9 ) lado
%0385 A g Y ¥ ANE LYY ST YA Lpslio blgi (s 05 Sluo s

Ulgi so Caoaud 5 . abl (oo Caonwd Hlp> Shls 9 (s YY Gyl S IP Address s aisS aS ghilos
T Cowl oonw JoShis sol G 9o 51 IP Address awsuw s JSow 5y aS ghiled .ol YOO U+ 2u, > Svac

. host p93 Lz g network Jgl Giuwzw
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IP Addressing

Cisco.com

4+ 32Bits ——— M »

B::t‘:tiﬁal | Network Host ‘
Maximum | 255 | 255 | 255 | 255 |
1 8 9 16 17 24 25 32

Binary |11111111|11111111 |11111111 |11111111|

ggg‘lgmvnh- §5ggﬂvﬂr gxggwwn-— gxmmvr«-

Value of 172 16 122 204
Binary

Example 10101100 00010000 01111010 11001100 E
Binary 3

:(awol>l) IP Address ,U>Lw

§ 3gui (o o U9 Lpil 039330 9 Ak il 5l elsS 48 &S il 1l o i @S lgw

sla station plos ;> coawd ol el ccowl aSuw SO ansiw « Network ulos U Jgl jius :Network ID
< d9s 1dlgs OlwSy A Sy, 9>90

172.16.255.254 5 172.16.1.1 zu, ,> IP Address S, sbls plas ,a Lo station aSuw S s 2uS 4o,9 Jbo ygb @
Lp—wyd] swolod 5> Jgl Cound 95 15+ il (50172.16.0.0 « aSes Aaxaiw vlesd | network wlls ol s .ol
owl 05,55 5 g 059 LSy

IP 5ulos «wlwsS, network ID U aSici Sy 55 oululy cads (s wlaw |, IP Address o sulod yiuss ol :Host ID
. 3,58 s wygo HOst ID Ulad b IP Gusl pgs s bhwei 1o Address

Seowl ,aa> Host ID g network ID Jgb aS caowl ¢l 3.0 (s 2ok il aS (sJlgow

by S W IP Address GwMS @ « Usgs yusio ol 9 vl ju2io o316l ¢l

5 Network ID + o;la01 U wamwlisio 50 host ID ¢ ol octet acw b 95 L Sy network ID aS cwl Swow (susy

.58 aslgs>
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Bits:

Class A

Bits:
Class B

Bits:
Class C
Bits:
Class D

IP Address Classes

T Cisco.com
1 8 9 16 17 24 25 32
ONNNNNNN | Host Host Host |
Range (1-126)
1 8 9 16 17 24 25 32
10NNNNNN Network | Host | Host |
Range (128-191)
1 8 8 16 17 24 25 32
110NNNNN Network Network | Host
Range (192-223)
1 8 9 16 17 24 25 32 5
" Group | Group Multicast Group %
Range (224-239)

i resorved 1eND V201

: IP wliceo SlpawMs

$ o IP GMS aS ol s90 sw 2oko aS lgw

Lo 9 35S (oo S3L GwMS g6 Guaswi )3 | yuess oy ppo e Cuoow Sl Jgl (Octet ) iuse IP Address s s

g Hxio (vilizeo S oy iwd A Dlgi (s 3,8 (s 393 A Giusy ol &S alizo

ay Sy Liwd

o=l L3 so oslaswl ol 5l Jled Wyg0 @ aS s,ls s9>9 IP Address aiows ¥ s,laubowl jgb @

HEWY) N0 ) Tl

ClassA .\
ClassB .Y
ClassC .Y
ClassD .Y

0> Sl s octet ¢l aS S uslen ulply ool w00 Hlase Shls Jgl octet 5l Jgl e ywMS (ol ,> & Class A

gy g YYE U 2u) L5 Sxace 5,5 593 @ vlgi sw
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IP Address Cllasses”

T 1l Cisco.com
Bits: 1 8 9 16 17 24 25 32
Class A ONNNNNNN | Host Host | Host |
Range (1-126)
Bits: 1 8 8 16 17 24 25 32
Class B 10NNNNNN | Netwark | Host | Host |
Range (128-191)
Bits: 1 8 9 16 17 24 25 32
Class C 110NNNNN | Network | Network | Host
Range (192-223)
Bits: 1 8 9 16 17 24 25 32

R
Multicast Gmupl%

Class D 11 | Group icast Group
Range (224-239)

: (@l>l) IP walizo SlpawMs

Juds , >l octet alw g network ID Giuwds Jol octet « auiwd A (S 2y, 55 aS syl IP Address (swloi 55 ol
.S sw s |, Host ID

20,15 518 network 5 5> aS b o vl IP address zu, S, aaziiw < Network ID

05,5 Wzl 10.255.255.254 (sJ1 10.0.0.1 zu, 5l |, ¢ sla IP Address La station « network <, s 3uS ,6,9
03.S (9,20 9 0iylos AS puiS (58,20 e IP Address ¢l Sloi Sl aaxirw Sy pudlezs S| oubuly 2wl
©5,S Wb SIS ax b il (wolos

9 05,90 L el Ginses ol s usio W octet ausy g 0595wl Lol (swlod > Jol octet 3w (sw aS ghilos
P> 50,18 y00 Hlade s Slpioawd Sl «

9 (swo Wil host Ulgic @ s juusio aS (sulpioaud g network wlgic ay wuli octet ¢ululy

. 2wl (sw 10.0.0.0 « network ID Jtwo ¢l )

Ut Jol octet ciwd A GwMS g, s aS sula IP Address (swloi )y aS S Ulgi (s IS wiso a4 bl

.S sw 3L |, Host ID s 551 octet b auw ¢ network ID


http://www.txt.ir

94

IP Address Clgsses

Cisco.com
Bits: 1 8 9 16 17 24 25 32
Class A ONNNNNNN | Host Host Host |
Range (1-126)
Bits: 1 8 9 16 17 24 25 32
Class B 10NNNNNN | Network | Host | Host |
Range (128-191)
Bits: 1 8 8 16 17 24 25 32
Class C 110NNNNN Network | Network | Host
Range (192-223)
Bits: 1 8 9 16 17 24 25 32

)

,
Class D 1 Gruup| Group | Multicast Group g

Range (224-239)

: (@l>l) IP walicko SlpawMs

oy il o y0 0 Hlase Shis o9y v 9 So lade Shls Jgl ey «Jgl octet ;> (wMS ol )5 : Class B
Aol Gw YA BOYYA 2uy L Saac 3,50 395 4 Wlgi (sw 05 Sl s octet ¢l aS s slao
p9> octet U g5 ¢ network ID s Jgl octet U 93¢ dssowd B ywMS zu, )3 aS suld IP Address (swloi > s9,b

S sw ;U |, Host ID s

Aeab o Leo jlase Shls pgw w9 SO labe Shyls pgs 9 Jgl e «Jgl octet s (ywMS (il )> = Class C
b (o YYY B )1AY 2u) L5 Saac 5,50 395 @ lgi (sw 05 Sl 5> octet ¢yl aS S,uslan ululy
L1 octet g network ID s Jgl octet U aiw « diwsd C ywMS 20, 55 aS (suld IP Address (swloi 5> (s8,b;l

S s S;L | Host ID iuss
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IP Address C_Iasse

T Cisco.com
Bits: 1 8 9 16 17 24 25 32
Class A ONNNNNNN | Host Host | Host |
Range (1-126)
Bits: 1 8 8 16 17 24 25 32
Class B 10NNNNNN | Network | Host | Host |
Range (128-191)
Bits: 1 8 9 16 17 24 25 32
Class C 110NNNNN | Network | Network | Host
Range (192-223)
Bits: 1 8 9 16 17 24 25 32

)
Multicast Gmup!%

Class D 11 Group | icast Group
Range (224-239)

1(@olsl) IP walisko Slpawls

o o0 Hlase Shls pyle v 9 S Hlase Shls pg—w 9 09> 9 Jgl iy «Jgl Octet 5 (ywMS ¢l ,> & Class D
Aol G YYA U YYY 2u,y 5 Saac 3,50 395 4 Llgi (sw 05 Sl s octet ol aS syuslao Gululy ool

» Loy S bl LSl g8l 5> .3gi (s 03lasiwl aSuw > multicasting wldoee plzil Sy GwMS ol Sl
o ¢ S @l | Sy ol diinad lods 5 dh 3,90 aS (sula station ;| acws Ol aS Sygb ) AuS Gy aSaud
ezlio 55 Ul L g auils GoS ol 3,08 OS5 4 518 D gl 2 > pansl S 1) Ol xaso sl ol
o (s isS 30 Mmulticast Group 31 octet aiw @y GuMS ¢ul 5> Gows,s .+ dwgai s Ll Routing

QU 5908 S Csulzsl 5l GwMS ol sdg 394 (o 03,01 d Sy aiws 5 w class D el @y GwMS aiws S 1 asss
b Adlgss aisS Jled Sla S (58520 55 3,0 s swols 3,058 g 39 (sws oslaiwl Ul 5l ulp> a0

o8 lino aS jghilod .auS wds wowl @aid,S 593 a; Jgl octet aS s,uléo gu, U 9 AuS axgi B LuMS 9 A LS «
oul.ccwl 00 9535, (seols HLS Sl sae ool wwl auis 0058 LwMS 5l S gud > 1TV sac A4S sw
S 9 394 (sod 035568 B g A LS 95 51 S zud 5> 394 o aisS i loopback Addressol @, as 127.0.0.1

o csw oslawl Ol 5l aSiud W)lS o cap> aS Cowl 030 9,5, sl
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Cisco.com
1721622 , 106.24.27 ' 10114
7 E1 ‘ 7
4 E0
172.16.3.10 ’ 172.16.2.1 - I 10.250.8.11
—— r 7’
172161212 _'— __' 10.180.30.118
l 7’ r 7’
Routing Table
17216 | . |12.. 12 Network Interface
Network Host 172.16.0.0 EO 5
10.0.0.0 E1 é

:Host Address

15 39>9 wolase IP Address zu, b aSuaw 9> .S a>gi 999 JSow @

05 35>9 B LuMS L35 Wb 53 9 A GuMS TP 2u, b aSieds S cowl,y onw 5>

owl 000w 03y s 5,9 4 a=io IP Address S s station i plaS ,a @ g

el ¢ s ueie e octet aus 9 ol Jgl octet wwl; cow aSii 55 1S (a0 0adlius aS jghilosd
Sla IP address (swloi avxiiw Ulgic @ 172.16.0.0 56 > Cwoow H3.59s Adlgs> 10.0.0.0 aSew ol network ID
5030 lgi (sw diiwd (siluSy network ID shls aS ssula station (swlod (s8,b 5l il (o aSi > d9>90
172.16.12.12 u,sl U sl station U sl aolgi (seo 172.16.2.2 Guwsysl U sl station Jbo jeb @y« e |
vl station @y g 595 aSuw Sl 2l @ |y (suSy adlgsy 172.16.2.2 Luysl b station asS auS (5,8 .S wleMbl Jsbs
55 plaS 58 aS Sl aSui (i Ulgi (s WS> g8ly 1395,,8 s wygo Jail ol e asw,sy 10.1.1.1 Gw,ysl b
¢ 35S L3, blo)l 15038 b s IP wliso o zu)

9 s osdzo aSb pil vt aS ulpsSy @ Osly cp> susmy . 3bl e Routing wldes « Jlgw ool @ gowly

aSuw pd Hig) &3lgy> .ad> s pll ugs @ | aaudby (ol yig, . deub wlas L5)§._J_) S Caoow U ol Lo
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v

Cisco.com
21622 L 106.24.2 __| 10114
r = E1 - =3
) E0 .
172.16.3.10 y 172.16.2.1 = |’10,250,8.11
= —
172161212 __| 10.180.30.118
l =/ S
Routing Table
17246 |. |12_. 12 Network Interface
Network Host 172.16.0.0 EO 5
10.0.0.0 E1

:( aol>l) Host Address

oo A (il b 39 (a0 3)ls Ul @ @S (siwlesss Gl mli - wliods (o s> @ | Laio aSii ad 9 slawe
o iy WLSal g, Sy, 01 VS Uled 9 ulpwaro LSl S s SoS LIS Gl LS (o Culad Lade A
Slpal, 9 wliso Sla aSw gwlawly ulasysS, Joluws aS syl Table i3l wul SoS @ g, wulgsys - il
A2 (o bl b sulpeame wlidac g aislu [ aal (o il 5l p1aS 5o @y (swpiows
b oo s oleMbl ol table ol
network L aSicw 95 Jlio ol 5 . aiowd Jasio pubiovun Ojg0 @ Lig,  aS suld aSew Network ID 1)
Aiiwd Jaio yigy @ 10.0.0.0 5 172.16.0.0 . ID
L aSui ol yigy ol 9 Jiwd Juaio pudius Wiygo 4,50 S Lig, @ aS suld aSow network ID .Y
>S50 S g,y wleMbl @S> iy, aS 1gd (o agio (il Calo 53 .+ wowl @l Wl b sl

. S Lsw 2,d 93 routing table ;s | il Guew 9 05,5 @dl,s |,
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Cisco.com
21622 L 106.24.2 __| 10114
== E1 | oV
. E0 }
172.16.3.10 , 172.16.2.1 = I 10.250.8.11
B g
172.16.12.12 _'— __l 10.180.30.118
l — S
Routing Table
17246 | . |12.. 12 Network Interface
Network Host 172.16.0.0 EO 5
10.0.0.0 E1 %

:( aol>l) Host Address

L S oo |y csawiws connect ¢ U g connect Sla aSus @ il SoS @y aS (suld pagdyisl .Y
a E1 Gund, iyl SaS @y 9 172.16.0.0 Gupsl U aSi i @y B0 gand il SaS @y gy «JSoi @ asg
S (s |3y Csawiows 10.0.0.0 GuysT b aSeis
oo Lol iy (sdzoyne S aSiuw 5l wslinh 09= cuizxod ¢ Routing Table wai,y 0= L Routing duzao 5>
VISV
9 Network ID ulgic ay |, (s Lo LawMS 5l olaS 58 55 . 3o lwl ol ,slw o IP Address U Leil @4 U
-l 48,8 ©jg 0 s SWMe A pulwly SLSes (ol psSy aSil U puwidS i s Host ID Olgic @y |, sz
i8S 000 58 Gl sSWo ax b g aigS aS il s94i o 2rko aS (slgw
50350 5l L) Comnd 95 ol Ulgd (5o Subnet mask S_oS @ g38ly > . Al (s Subnet mask Jlgw ol 4 duwly

.5 SuSas
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Cisco.com
- Network L Host N
P
Address | 172 ‘ 16 [ 0 | 0
Network Host
Default 255 255 0 0
s';l;"el: 111414141 11111111 00000000 00000000
as
= Also written as “/16," where 16 represents the number of 15
in the mask
P Network . Subnet . . Host
s8t | 255 | 255 | 255 0
Subnet

CNGRGA 1

Mask - Also written as “/24," where 24 represents the number of
1s in the mask

:Subnet mask

So LSS (o pasio IP Address s |, host g Network iusw 95 o sules a8 cowl Sl aaxuie Subnet Mask
. Subnet mask g8lg ,5> .15 Lasaivi ;515 ;| |, Host ID ¢ Network ID wilgi (s Subnet mask <SS «, station
aAdlos SO w9 Sy lade U sulpsiw sl olsio adlos Jols cowly @ Gax 5l aS auil o oo TY @i, S
Ui idowd S lase Shls aS (suld wouwd subnet mask s ulul .l o 00 jlade U ssulpsiw Sl (lgso
default w50 as subnet mask.auS (s pazwiw |, host iusy disowd 00 Hlabe S aS sulpioawd g network
g Al 5 wigo  IP SlpwMS sl
01iS Laguio ,>] octet aw g NEtwork ouuuS jasio Jol octet (i Luwl A (S b aS jghilos :Class A
Lpsiw audy 9 Su laso a0)ls 51,8 Jgl Octet > aS slgsiw subnet mask s aS cowl (suso Ul ¢l .2l s host
1590 dlg> 05 Wiygo 4 Ve Sluo )3 9 T Sluw > subnet mask ¢ululo . cosls Judlgs a0 Hlaso

Binary: 11111111.00000000.00000000.00000000

Decimal: 255.0.0.0
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Cisco.com
. Network L Host .
P
Address [ 172 ‘ 16 0 | 0 ‘
Network Host
Default 255 255 0 0
BI#;HQI: 11111111 11111111 00000000 00000000
as
= Also written as “/16," where 16 represents the number of 15
in the mask
P Network . Subnet . . Host
s8t | 255 | 255 | 255 0
Subnet

Crron_TH

Mask - Also written as “/24,” where 24 represents the number of
1s in the mask

:( aol>l) Subnet mask

01iuS Lagaiin ,>| octet 95 g network oauS Jasiioe Jol octet 95 GwlS ¢l 55 2ls (sw aS jghilos :Class B
13gs AdlgS> 05 Wygo U GwMS ol sl default w90 @ subnet mask ¢l by oLl s host
Binary: 11111111.11111111.00000000.00000000

Decimal: 255.255.0.0

01S Lazaie ,>| octet g network oa S Lazaiio Jgl octet b aw (wMS ol 55 2uils (s aS jghiles :Class C
5gr g 505 Wyge 4 GMS ol sl default w90 @ subnet mask ¢l uls .auwl sw host
Binary: 11111111.11111111.11111111.00000000
Decimal: 255.255.255.0
s Lol W GwMS 5l plaS 58 Sl (6,8 Giuw w90 9 subnet mask [lisbw b eyl 4 U
[, ol network ID . subnet mask S_aS @ adlgzs 9 1wl i wls |, station <L ay bgs o IP Address 3uS (o,8
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Subnet Mask
[T Cisco.com
Host °
P T T 1
Address | 172 | 16 | 0 [ o |
Network L Host .
Default 255 255 0 0
Subnet 11111111 11111111 00000000 | 00000000
Mask * Also written as “/16,” where 16 represents the number of 1s
in the mask
P Network . Subnet _ _ Host
s8it | 255 255 | 255 0o |
Subnet o
Mask - Also written as “/24," where 24 represents the number of 3
g

1s in the mask

:( aol>l) Subnet mask

5 0l @ bg 0 subnet mask ¢ 172.16.12.12 . station S a bg s, IP Address 1uS o, Jlio 4o b au
172.16.0.0 ol @ bg 1,0 network ID aS sls jasksiv wlgi (s subnet mask SoS @y ¢ululy « bl 255.255.0.0
RWVIE VY
:Prefix Notation
.05 Sliwe 53 Giwslos 9 95 Sliww ,d Giwles « 3uaud Luwl subnet mask Liwlos Slpsod b eyl a4 U
D auwl vy Wy 4w A LW MS sl IP Address sl subnet mask Giwglos Jlio jeb a4

Binary: 11111111.00000000.00000000.00000000

Decimal: 255.0.0.0

09,5 518 Jlos ay cululy .ol (s host g network Giuzse 95 0ausS |a> subnet mask xya.s a>gio aS ghilod
host couwd oauds wliu aS wunls pudlss J90 Hlase U v alos S« Sy Jlaso b csulpsin 5l (sJlgsio adlos SO

A
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P
Address

Default
Subnet
Mask

8-Bit
Subnet
Mask

Subnet Mask .

Cisco.com

. Network L Host
| 172 | 16 0 0
Network Host
255 255 0 0
11111111 11111111 00000000 00000000
= Also written as “/16," where 16 represents the number of 15
in the mask
P Network Subnet . Host
| 255 | 255 | 255 | o

* Also written as “/24," where 24 represents the number of

1s in the mask

Crron_TH

:( aol>l) Subnet mask

subnet g 65,0 | S Slpiw slass coyd ol >+ pud> alyl subnet mask sl | ,30s slos Sy pwilsi (s 1)

. pads Giuglos Ol SeS @, |, mask

Octet |, .59 adlgx (/8) « s,luliwl wjg0 auy A wMS sl IP Address sl subnet mask Giwlos Jlo job @

o> Uli vy wuid slaei gulpliy. 3ol (oo Host oauss wliau ,31 Octet auw ¢ Network oxias wliw Jsl

. 391 Ilgs> Network coowd

23S (89,20 /249 /16 /8 iy aw |, Co B« A sla yuMS sl « Subnetmask Siwlos Olgi (s (8IS W90 @4
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Decimal Equivalents_ of Bit Patterns

| Cisco.com

1

(-]
-

e Y — Q)
4 4 a2 A aa a0 o«
4 2 a2 a a a0 o0 o+—8
- A A a a0 0 0 o Fg
- 4 a2 0 0 o 0 0 +®
4 a4 a4 0D o 0 o o otk
- 2 0O 0O 0O O O O O 4N
- o0 o o o © o O o 4=
l

EEEEEEEE-

Cawl) U ol i Egoxo 9 SaS slacl

LS v Sl SoS Decimal @ Binary Juiwi Guixed 9 SUbnetting casas 53 lood @y Ol 5850 5 Jga= ol
U a0 b Sy lade ailei w g 5l e1aS 48 aSyyely bl v vy wois Jols Octet 1o auils o aS jghilos
BEVIRLERNES
D paiS w0 e 3S 95 LSl sl b

owb 4 xSl pig gsaxe )

e 4 ol Sl iy ggee LY
P Gl U el i Egoxo
9 S0 s as ol 05,5 sloul Sld,a0 9 Sy 395 L8 L el coid « 1S w oxaline JSob Sg) aS ghilos
sl Ulgs o x00 9 S L aS sulpidls (solod (siso @ oal) 1l @851 08w iy lsie ©jso 4 B0

NEWIE VAN
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Decimal Equivalents of Bit Patterns

W T IV I Cisco.com

16

|

1

i
0
1
1
1
1
1
1
1
1

4 2 a2 a a a a0 o0+—f
S N N Y e N — I - Y - ] 4—%
B - - - - ]

- = A a0 0 o 0 O +—®
4 a4 a4 0D o 0 o o0 otk
- 2 0O 0O O O O O O 4N
- o0 0o o 0 0 0 o o %=

[}

EEEEEEEE-

(b)) Guwl) U > )l i Egoxo 9 SauS dlacl

sy s g (seo 05 SLuw 5> Octet au aS s)labo « 3wl oo Octet S lpsiw (swlod aS salls)s @ a0 Hlase
-l s 00 lade

a4 as SHlasoe ¢ aowl awls ;oo Hlase lsw auss 9 Sy Hlads Octet Lo 5l poid ww aS sl 1 1TVA Hlass
Ll o YTA laso sl uws Ulgs (w03 Sliuo > Octet

awly ;oo Hlase Loy aus) g Sy jlaas Octet , 8 5l (pied 9 psid ) Jgl w95 aS sadl>)s 1 1AY lass
. 2wl 0 1Y oo sl s Ulgi (s 03 Sl > Octet @ asS s)laso ¢ auwl

a4 as SHlaso ¢ uwl awls je o lase iy ausy 9 Sy lasoe Octet ,a ;1 Jgl v avw aS s>y @ YYY lass
Ll o YTY oo sls wuws Ulgs (sw 03 Sliuo > Octet

U as SHlaso ¢ uwl bl jeo Hlase g ausy 9 Sy Hlase Octet ,a 5l Jgl e Hlp> aS s>y @YY+ lass
Ll o YFe lado sl uws Ulgs (w03 Sliuo > Octet

a4 asS SHlase  uowl awly e o Hlabe s sy 9 Sy lasoe Octet o 5l Jgl ww guy aS sadl>)s @ YFA laso

Lol o YYA lade sls wuws Ulgi (sw 03 Sliuo > Octet
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Decimal Equivalents of Bit Patterns
| T Cisco.com

1

(-]
-

e Y — Q)
4 4 a2 A aa a0 o«
4 2 a2 a a a0 o0 o+—8
- A A a a0 0 0 o Fg
- 4 a2 0 0 o 0 0 +®
4 a4 a4 0D o 0 o o otk

Il
|
0
]
0
[]
0
0
]
1
1

- o o o0 o o o o o =2
Il

EEEEEEEE-

1 Wwldl) wawl) U >l i g9ox0 9 Sauls dlacl

ay as S)lase ol anwly oo Hlase iw aus) 9 S Hlase Octet ,a 5l Jgl caw yiud aS sall>)s @ YOY lase
Lol o YOY laso sy cunws Ulgi (sw 03 Sluo > Octet

g as S)lase « Lol acwls ;oo Hlase iy aus) 9 Sy lase Octet 4o 5l Jgl ww wad aS sl @ YOY lass
.l swow YOY Hlado sls wunus Ulgi (sw 05 Sluo > Octet

o 05 Sbuo 5 Octet a4y aS )laso ¢ aiwl awls S Hlase Octet ;o 5l law swolos aS sl @1 YOO lass

. b (o YOO oo sls wuous wlgs
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Decimal Equivalents of Bit Patterns

U (UL Cisco.com
128 64 32 16 8 4 2 1
0 0 0 0 0o 0 0 0 =0
0 0 0 0 0 0 0 1 =1
0 0 0 0 0o 0 1 1 =3
0 0 0 0 0 1 1 1 =7
0 0 0 0 1 1 1 1 =15
0 0 0 1 1 1 1 1 =31
0 0 1 1 1 1 1 1 =63
0 1 1 1 1 1 1 1 =127
1 1 1 1 1 1 1 1 =255

o A Guwly sl i g9ex0 9 Sauls slacl

0 aS 350 o Jools Salael Bgd Jga> asiled puds plel v 4 wewl) Goow Sl ) wlowlxe aS (g0 >
5,5 dles Sl SwoS lew @ Subnetting wlowlxo
:Subnet
i8S 518 Jlos au Gululy .ol csw host g network iuss 95 0aiS la> subnet mask yyaui a>gio aS jghilod
Vlis dsowd S Hlase Shls as sulpsw - woals pudles 00 Hlase b aw alos S« S lase b ww dlos &
590 Ll host s 0aids ulin Jewd a0 Hlabe Shyls aS sulpsw 9 Network s o>
Dlaso 5w U g asuS e ailes (sw ¢ disawd IP Address ;> Host oasas wlin aS (sulpss 2uls sw aS jghilod
¢ i Subnet mask ;> ;6.0 ,lase Shis aS Gulpin « L3 iblie @y L o dudlgs syl Saas Slpwsl il
Ll aslgs | IP Address s jbliso Slpiw Hlabe s o=l
1S a>gi ;5 subnet mask L network ID a, Jlo ,9b @

Network ID: 192.168.1.0

Subnet mask: 111111111.11111111.11111111.000000000
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Decimal Equivalents of Bit Patterns

il | | TR Cisco.com
128 64 32 16 8 4 2 1
0 0 0 0 0 0 0 0 =0
0 0 0 0 0 0 0 1 =1
0 0 0 0 0 0 1 1 =3
0 0 0 0 0 1 1 1 =7
0 0 0 0 1 1 1 1 =15
0 0 0 1 1 1 1 1 =31
0 0 1 1 1 1 1 1 =63
0 1 1 1 1 1 1 1 =127
1 1 1 1 1 1 1 1 =255

1 Wwbdl) > 4 wawl) jl Liw g9ox0 9 Sauls dlacl

. subnet mask ;| ;80 o ;- Sl a4 Galuliy « 3ol sw y00 laso Shyls subnet mask s H31 oy coid Vs
IP Ulgs soo Lpiw ol Llaso ,ues U aseis;s ool a0 U S Hlase sShls wlgs sw IP Address s jblso ww
el oy | (suslaio sla Address

90 ol 5>« 1wl e octet ol 5l b e auss 9 ) laso subnet mask 5l o,lp= octet 5l Jgl ST Jlio job @
Subnet mask ,> o,Lp> octet 5l Jgl way ,31 Jlio 4o b ay | g cisls oudles> |, 192.168.1.128 Lu,sl 0l b ,blio
I, 192.168.1.127 Guysl 0l U ,bliio w)go oml 55 il Sy Hlado Sbls octet ¢l 5l lpsw aus 9 00 Hlado Shls
waowls pudles

95,5 55 4y a0 Ly 9 S laso wlgi (s IP Address s Lpiw plaS 15 Ulgi (sw subnet mask oS @ oululo
g suglasio Sla IP Address sl a4 j=io

Slade (s ¢ pudd labo s | Ol Slpiw 5l Salasi g oLl Subnet mask > host Sleiy Caouwd 3,l9 531 &8lg,s
Cobls pudles |, IP Address s ,blio Slpiy Hlaso Husi 03! bo wyeo Gul 55 « pusS Judw Sy Hlado @ |, sl o0

Lol Ldlgs uss weleie Sla IP Address ¢uusi )3 9 030 (83,20 host wy Ulgic @y )08 Slpiy asis)s .
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Decimal Equivalents of Bit Patterns

|l Cisco.com

1

128 64

-

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 1
1 1

16

-—

=15
=31
=63
=127
=255

sas000000 +—8
A aaac000 O
Msaass000 e—a
MM AAanas00 e

0
1
1 =3
1
1
1
1
1
1

- - E-E-X-)

() > 4 wawl) )l i Egoxo 9 SauS dlacl

51 Ll Hlacso 9 00 (9,20 SUbNet cuy Vlgic @y Mg sw i8S Lo,8 Subnet mask s host Gz 5l aS (sulpin
Sl w0 Jad SO @ a0
. owls pudles host slasi g network 5 « oS LIS s)lubowl Ojeo 4 b aS (g0 55 A4S asgi aSs il @
1S a>gi ;5 subnet mask L network ID ay Jlo ,9b @

Network ID: 192.168.1.0

Subnet mask: 111111111.11111111.11111111.00000000

+ e cswo L] idin aSiui S5 s Subnetting og= b Guys ol aolsl s
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divide network 192.128.129.0 to 2 networks

[T TITITT L Il Cisco.com
172 128 129

Network Host
Network D {11000000/10000000 [10000001|do000000
Default mask [1111111111111111 [11111111/doo00000
11111111 10000000
Network Host
Network D {11000000/10000000 [10000001[00000000
Default mask [11111111/11111111 [11111111][10000000

Subnet mask = 255.255.255.192 (/25)

:Jlo <y > Subnetting 9,20

¢ Caowl 00 03,91 505 subnet mask L network Address Jlio ¢l > .+ S asgi B9 JSiw

Network ID: 192.168.1.0

Subnet mask: 111111111,11111111,11111111.100000000

G sl aw SO ojlasl @ g8lg)s L eul 05,5 Sg iy HOSE caoow a0 S5 051061 @ auS sw sadlius aS jghiles

S 9 G wadd Host Gy Slpsy sl ululo, cowl 0aus Juaw S @y 800 5l Ol lado g 0o aid,S ,o,8 host

g v wlkol subnet e Ulgie a4
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divide network 192.128.129.0 to 2 networks

Cisco.com

Subnet mask is : 255.255.255.192 (/ 25)

Network Host
Network D [11000000/10000000[10000001/00000000

0
If subnet is 00000000 then J
Network ID : 192.168.129.0
First valid host : 192.168.129.1
Last valid host : 192.168.129.126
Broadcast address : 192.168.129.127

If subnet is 10000000 then
Network ID : 192.168.129.128
First valid host : 192.168.129.129
Last valid host : 192.168.129.254
Broadcast address : 192.168.129.255

i(aol>l) Jlo < > Subnetting 9,20

el 9y 1wl awls xlgi o v Sy aS ulpdls sl g ol o s S5 ojlal @ subnet Giuss Slpiw slass
C 00 9 Sy el

So Jlio ol 5y +osls pazas 1) eaw syl sbe network slacss wlgs (so subnet slpiw slasi SoS 4 ol il
ol 000 Juawd pwydl e VYA slasi b olaS 5o « network o> @y guysl sac 256 L network

9 Sowlao 4 axgi b waluly 5050 180 Hlas0 08 9 Sy lade b Klgi (o p,lpx Octet 5l piiid wor Jlio oubs
D enaly pudlgs 1) 5u5 cdls 95 3,8 395 A ilgi (s oiiad Cay AS Sk

o

oo aS ol IP address gui, ibili « 15,650 393 O L80 9 Sy lade Jiilgl (0 LS> iy ubD 9 H80 PIID Cay
el ool 5> .5e adlgs 192.168.1.127 (sJI 192.168.1.1 « piiad an U3 b0 Llatinl b il aiils ol

owl 05,8 Hus W IP Address zu, aS wolai (ol U 3g adlg> 192.168.1.0 wlod g 05,55 ,uuss network ID
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divide network 192.128.129.0 to 2 networks
T I T, Cisco.com

Subnet mask is : 255.255.255.192 (/ 25)

Network Host
NetworkID  11100000010000000 ([10000001/00000000

0
If subnet is 00000000 then
Network ID : 192.168.129.0
First valid host : 192.168.129.1
Last valid host : 192.168.129.126
Broadcast address : 192.168.129.127

If subnet is 10000000 then
Network ID : 192.168.129.128
First valid host : 192.168.129.129
Last valid host : 192.168.129.254
Broadcast address : 192.168.129.255

i(aol>l) JUn < > Subnetting 9,20

sy

byl b aS (ol IP address gu, oubil « 3,80 593 ) 500 5 o lade 2ilgi (e LS> o LD 9 S pind
gy adlgs 192.168.1.254 (J1 192.168.1.129 « piind v User Sy wlwis| b puil ascils pwilss (o i
Oogs adlgs> ax el ol > network Address aS cowsl 390 sw goloo aS Jlgw

Host oauds wlis asS wlpiw « IP Address > couwnl so Network Address s Sl ails sw aS jghilesd
.59 adlgs 192.168.1.128 ¢ piciad wuw Uder Sy wlui>! b network Address 13 . 15,80 j40 Hlase Jiiwa

9 Network Address @y g, yo Slpidl> Us,S Wi L 5,8 oslaiwl aSii ¢l > Vlgi sw aS suld IP Address slasi o
. 590 Adlg> Lw,>l 126 . Broadcast Address

Uaw aowSaw b 8,k 5l 9 0w Juaws network U 9> @y network S, subnetting ;1 oslasiowl U Jbo ol 5> oullo
.odls adlgs 39>¢ host sac 126 slaei Network ;a8 5 9 030 pususi o W host slass a network

ok lowl Sxgas b ol szl 0g=s 9 subnet b Lyl a4 b
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divide network 192.128.129.0 to 2 networks

Cisco.com

Subnet mask is : 255.255.255.192 (/ 25)

Network Host
Network D [11000000/10000000[10000001/00000000

0
If subnet is 00000000 then J
Network ID : 192.168.129.0
First valid host : 192.168.129.1
Last valid host : 192.168.129.126
Broadcast address : 192.168.129.127

If subnet is 10000000 then
Network ID : 192.168.129.128
First valid host : 192.168.129.129
Last valid host : 192.168.129.254
Broadcast address : 192.168.129.255

i(aol>l) Jlo < > Subnetting 9,20

U b swlilio ax gy il 9 3,05 5929 LS wul il Sl (ijgro ax aS cowil s4d o 2rko il @S (Jlgw Lol
Seowls adlgs ol o
T e v vlas |y wygro ol p 0dee wle auw

S ublS alidl g Sl Gusls )

iy osulsy JISLil asis )5 9 aSiui Sy, (i Ulgs Gwgldl LY

. aSw Convergence we w38, YU a=wi)> ¢ Routing table o1l vans S¢S .Y
13 s)ls iy Gauols @y 5Ls JuVs ol syel aS (sulsl 5l g il (s 59590 50 S35 JuVs « cowl)SS o3V
+ 390 (5w l38lg Cisco s ;b zehiw @ £9.090 Gl 3590 5> i Ly
JBil 9 e ameis 53 5 00 oS aSui So > La host slasi ¢ aSdn; oudir @ S oS b oally
o o il A ol Se;y suls;
aolez 5,50 LS5 aSii g Sey aSai; Sy sla broad cast aiys « Ml w13 (e g U Sl 8sb Sl

. Cawlis
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Subnetting in C_Iass C

T T Cisco.com

Binary Decimal Shorthand
10000000 = 128 /25

11000000 = 192 /26

11100000 = 224 /27

11110000 = 240 /28

11111000 = 248 /29

11111100 = 252 /30

11111110 = 254 /31 | (Not valid)

T

\_'

One bit can not be use for host

:C ywlls > Subnetting

Caow | Liied 20l aS ewMS 8 > Subnetting s . oo losl aSos S > Subnetting ogpéo b Ll a4 U
a9 59 (o i8S Uo,8 wly Conw 3l G BSolaei Aiied (i 23,5 Aadles S>> lps So,y vewly 4

sla Network a= 9 Subnet mask a= o asd,S (6,9 wuw 8 Sl @y WS L 55 3,5 o Ulgi (o oulaly
-l (o 9590 Suax

slaei aS (9,90, C ywMS )5 Jlo jeb @ . 28> s vlaw |, Subnet mask g, aSow Slpdls o B9d Jga>
Ol U LbLi s 9 3w asles /25 3ua> Subnet mask clls gul 53« il e S5 o3l @y oaui aid S (o,8 Slesw
. coils audles uss IP Address zu) s 55 9 03ui wlksl Host slpsw Ulgie @y e s bad IP Address s
Ulgie au wy Jiuw 9 host slpiw Ulgic a4 w95 13J « 2wl /30 © 9.0 @ subnet maskasS (si,9.0,5 C JwMS s

slas cosgy wdls [l wowls Ulgi (s w93 b aS (sulpidls slases asuis 5> . diguis (s @il Subnet slpaw
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Subnetting in Class C
1l Il

I il L Il Cisco.com

Binary Decimal Shorthand
10000000 = 128 /25

11000000 = 192 /26

11100000 = 224 /27

11110000 = 240 /28

11111000 = 248 /29

11111100 = 252 /30

11111110 = 254 /31 | (Not valid)

T

\_l

One bit can not be use for host

:( awl>l ) C ywMs ,> Subnetting

oid> Ul 505 5,90 95 9 3l cuwss o station @ Valid IP Address Olgic @y Ulgi (s |, 3,90 95 béd slasi ol

. >s Ldlg> Broadcast Address ¢ Network Address
SO L aS s 95 9 1le (o (88U Host onwd Sl s S s ol Dy bys - il sws Joud LB /31 s9,b 5l
Shls cw S ol aS (9,805 1 sls s Host &G a4 IP Address ulgic @b Ulgi (swi | 3,5 sl Ulgs (s e
Lo 2wl So Jlase Shls vy SG ol S (s9)5-0)5 9 wils pudlg > |, network address Lo sl o0 Hlaso

. wuwls pusdlgs |, broadcast address
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Subnetting in Qlass B

255.255.128.0  {/17)
255.255.192.0 {/18)
255.255.24.0  (/19)
255.255.240.0 (/200
235.255.248.0 (f21)
298.295.282.0 (/22)
255.285.354.0 (/3%)

255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255. 240
288,298,298, 208
255.255.255.252

(7213
[FF33)
/26)
[fF4)
0/ 28)
29y
a0}

Cisco.com

:B uwMS ,> Subnetting

ai8,S JSow Host waonutd 5l sulpin 639,35 2,9 U aS « B LwMS > Subnet mask walizo Slpidls slasi « g9 JSow

L Ad> sw yalos | 2l
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Subnetting in Cla
i

ss A

I I Cisco.com

255.028.0.0 (/9)
295.192.0.0 (/10)
255.204.0.0 (/110
255.240.0.0 (/12)
288,245 0.0  (/13)
255.252.0.0 {/14)
235.254.0.0  {/15)
235.255.0.0  (/16)
285.255.128.0  (/17)
255.255.192.0 (/18)
235,258 204.0  (/19)

755.255.240.0
255.255.248.0
255.285.252.0
255.255.204.0
295.295.285.0
255,755 255,038
255.255.255.192
255.255.255.2M4
255.255.255, 240
255.255.255. 248
295,298,288, 202

[¥))
oy
[FF3)
23
[¥F15]
{128
26}
ey
(/28
29}
(/30

02012, Csco Systoms Inc. Al rights reservd.

:A gwlS ,> Subnetting

59,8 JSw Host o 5l (sulpin 39,3 0o)8 L aS « A GwMS > Subnet mask welizeo Slpdls slass JSoo ol

L8> w vlaws | il
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Computing Usable Subnetworks & hosts

T Il I [T Cisco.com
Number of host address = 2"m -2 (m is the number of host bits)
Number of subnets =2" (n is the number of subnet bits)
Increment of subnets =2"p
Example : n M. P
Class C:

11111111 11111111 (11111111 ‘llOOOOOOJ

Network Subnet  Host

Count of hosts = (2" 6) - 2=62
Count of subnet = (2" 2) =4
Increment=2" 6 = 64

:Network g Host >laei auwlxo

. Subnet mask slgin L ol Us,S JblLio ¢ Binary a Decimal wJl> 51 IP Address ws,S Jpaw U eyl au U
S a1 plaS 58 Sl yuw)sl zu, 9 W Subnet work jeusoulss

& Subnetwork slasi Subnet mask SwoS @ Vlgi (sw aS 3,15 39>9 Sy w Yug, - bl v y Uloj Ligy ol Lol
5,8 pasiw |, Subnetwork ,a ,> Valid e IP Address slass o

S5l ey Solae ¢ il oo /24 ,las0 U subnet mask shls C ywMS Default wdl>)s .« aosS a>gi Y99 JSob @
slzyl subnet Llgic i (sioswd ulliy « 59 (v a8lol NEtWork caoaud @y g 0aub aid,S Lo,8 HOst Conuwd
ol v 0aui a8, Uosd Slpiw Uled ol aS s asles

: Subnet Network >laei quuwlxo

35 9 05,5 awlxo |, 1wl o Subnet oo d oaids> Ul aS (sulpsw slaei cowl SO s ol acwlxo sl

> LS 5 Jgoyd

Number of subnets =2”7n (n is the number of subnet bits)
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Computing Usable Subnetworks & hosts

1 T Cisco.com
Number of host address = 2"m -2 (m is the number of host bits)
Number of subnets =2™ (n is the number of subnet bits)
Increment of subnets =2"p
Example : n M. P
Class C:

11111111 )11111111 (11111111 \11000000‘

Network Subnet  Host

Count of hosts = (2" 6) - 2=62
Count of subnet = (2" 2) =4
Increment =2 " 6 = 64

:Network g Host >lasi auwlxo

: Subnet work il ;91 AW 0 Auwlxo
9192.168.1.0 /24 Lw,sI L Network 95 cuu alold Jlio yo b a . 390 (seo aisS Subnetwork 9s ¢ alold a
il U S oslaiwl aSiii ;s subnetting 5l Lo aS (sidl>)s bol . il (o G256 olsl @0 192.168.2.0 /24
02,8 Sl slasi jehhio ol Shy .+ puysl Cows | wlizo Sla Subnetwork ID wlgi (s Subnetwork gs ¢u alold
5l sl Octet 55 Giuylos ol Lol « puds (5o 518 505 Jg 0,9 55 9 05,5 auwlxo |, Subnetmask ,> oo 9,3
5,90 Slpiy dlasi C uwMS s Jln yob @ . il ,80 9 S o Solasi Shls aS 5,8 o wys.0 Subnetmask
. ail v So Host slpiw slass JS U Subnet Gius sl jbs

Increment of subnets =2/p
: Subnet Work ,8 ,> d Host slasi auwlxo
o0 ,lado Shyls g Host waowwd oasds uliw as Subnetmask ;| (sulpiw sl cowl O slawi (ol awlso sl
REVENNS I SURTVIUEN PRV PR WSS PR WA TRPYS

Number of host address = 2~m -2 (m is the number of host bits)
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Example 1

Il HTHTFRRIT I Il I Cisco.com

Subnet mask =255.255.255.224

Network =200.10.57.0 ‘

‘11111111 11111111‘ 11111111‘ 11100000‘

Network Subnet  Host

Count of hosts =(2n5)-2=30
Count of Subnetwork = (2" 3) =8

Increment =205=32

:Jlo & > Network g Host >laei duuwlxo

255.255.255.0 w,5-0 ay Subnetmask slyls as aas (s yiwlos [, C (wMS ,> Network Address < « B JSow
Aol e

slasi auS Subnet ( 255.255.255.224 0,9 Ly aya> Subnet mask S_oS au |, aS i adlgx aS (sije-0 o
o 018Liio aS jehilod . 390 Cwy sl g, SeS @ Ulgi (s |, Ll 5l plaS e ID g o Host ¢ Subnetwork
5l plasS 58 slasi lgy (sw A aisS Azl SoS @ . sl v Subnet sl cay aw ¢ Host ey guy Shls /27 s
135S Al 505 ©neo 4 |y Gilsl 4o o Ll

.G A : & Subnetwork slasi

LBYY  Gwlssl ey e

. b Y+ : Subnetwork ,& ,5 >9>90 Sla Host sl
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Example 1

il T TR |l Cisco.com

Subnet mask =255.255.255.224

Network =200.10.57.0 ‘

‘ 11111111 11111111 ‘ 11111111‘ 11100000‘

Network Subnet  Host

Count of hosts =(275)-2=30
Count of Subnetwork = (2" 3) =8

Increment =275=32

i( aol>l) JUo <y 5> Network 9 Host >lasi auwlxo

Lesl 5l plasS 58 0SS Laxio Sl aS « o a5 Subnetwork b A @y 200.20.57.0 aaxiwo b Network ¢,l,Ly

Subnetwork g5 , 8 G Adold Gubuly . il o YT Jlio oul Shy Gl @iy« ounS (o SwoS Liwl38l a5l
Tl v ) wygo U ua> Sla Network ID 1 plaS 18 g 0590 YT Giwl3d8] @i SweS a (Jlgio

Subnet 0 : 200.20.57.0

Subnet 1 : 200.20.57.32

Subnet 2 : 200.20.57.64

Subnet 3 : 200.20.57.92

Subnet 4 : 200.20.57.128

Subnet 5 : 200.20.57.160

Subnet 6 : 200.20.57.192

Subnet 7 : 200.20.57.224
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Example 1

Il HTHTFRRIT I Il I Cisco.com

Subnet mask =255.255.255.224

Network =200.10.57.0 ‘

‘11111111 11111111‘ 11111111‘ 11100000‘

Network Subnet  Host

Count of hosts =(2n5)-2=30
Count of Subnetwork = (2" 3) =8

Increment =205=32

:( aolsl) JUo <y 5> Network 9 Host blasi auwlxo

Sy adlgs aya> Network &, aljin @ Subnet work ol 51 S5 L8 ululo
. w, s Abogyyo W IP Address zu, Us,S Lok U Cug > Sla Subnetwork wals pasiw 5l aes cululo
2o, Adlgzy 36S 5,9 L e pazaie (sJlgie Subnetwork g3 ol (sw 1ol W IP Address gu, awwlxo Sl
9> ol (oo ol . 3sS pasdis |, 200.20.57.0/27 awvazeiw U Network bowsi oaui passiv S gu,sl
D 3wS awlo 1) 405 Jlgie Subnet work
Subnet 0 : 200.20.57.0
Subnet 1 : 200.20.57.32

. 3940 (w0 oz IP Address ¢,u,51 Subnet 1 oS @ ¢ IP Address ¢,Jsl Subnet 0 <SS a
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Example 1

il I Il Il I |l Cisco.com

Network =200.10.57.0
Subnet mask =255.255.255.224

‘ 11111111 11111111 ‘ 11111111‘ 11100000‘

Network Subnet  Host

Count of hosts =(275)-2=30
Count of Subnetwork = (2" 3) =8

Increment =275=32

1( awlsl) Jlo S ;5 Network g Host dlasi duawlxo

1 3940 (w0 Auwlxo IP Address sl Ol @y S Llade Us,S aslol g Subnet 0 (8,3 Lbai,s b ulul
First IP Address : 200.20.57.1

1 39l (s Laseiiwe Broad cast Address ol 5l Sy lase ws,S 6S g Subnet 1 i8,8 S bg
Broadcast Address : 200.20.57.31

§ 30 (s oz IP Address ¢, o Subnet 151 Y laso Us,S oS L g

Last IP Address : 200.20.57.30
Subnet 5 S5 Sy ululo L Al pasiw Subnet 0 @ bgy 0 Broadcast Address ¢ IP Address zu, el @ b

Do o pasaiw elaS ,e 4 bgyye IP Address gu, g 05,5 Joe wuiyi ouod @ d work
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Example 2

Il VAT I Il I Cisco.com

Network =172.16.0.0
Subnet mask =255.255.192.0

‘ 11111111 ‘ 11111111 ‘ 11000000‘ 00000000

~

Network Subnet Host

Count of hosts = (2~ 14) -2
Count of Subnetwork = (2"2)=4

Increment =2"6=64

:Jlo & > Network g Host >laei duuwlxo

255.255.0.0 w)g-0 au Subnet mask slyls ¢ululu 3wl (s B (wMS > Network Address <o Jolw Jlo ol

slaei auS Subnet (255.255.192.0 o8 b aya> Subnet mask SoS @ | aSicw audlgz aS (si,90 5> .« 390 adlg>

Subnet 0 :

Subnet 1 :

Subnet 2 :

Subnet 3 :

Subnet 0 :

Subnet 1:

S w9 Awlxo sl Giugy SoS @ Llgi (s |y Ll 5l 0laS ,a ID ¢ W Host 9 Subnet work

. bl w Y Gwlidl adie 9 ¥ e Subnet work slasi 3uS (sw oadlite Bgd JSi s aS shilosd

172.16.0.0

172.16.64.0

172.16.128.0

172.16.192.0

1 5las,Le W Subnet work ool 5l elaS 4o ululy

T S o Joc 55 wygo 4 Subnet work 5l olas e sla IP Address g, Us)S Gus Sl

172.16.0.0

172.16.64.0
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Example 2

il I Il I I Cisco.com

Subnet mask =255.255.192.0

Network =172.16.0.0 ‘

‘11111111‘11111111‘ 11000000‘00000000‘

~

Network Subnet Host

Count of hosts =(2"14) -2
Count of Subnetwork = (2"2)=4

Increment =2"6=64

i( aol>l) JUo <y 5> Network 9 Host >lasi auwlxo

. 398 (w0 pasino IP Address ¢,51 Subnet 1 oS @y o IP Address (sl Subnet 0 SoS
1 5940 (w0 Awlxo IP Address sl « Octet o3l a4 Sy lase ws,S adlol g Subnet 0 ¢i8,3 S, U oulubo

First IP Address : 172.16.0.1

Broad I Octet sl YOO ,lado 38,5 ki 55 9 05w Octet 51 S jlaso WSS S 9 Subnet 1 19,3 ,his b g
1590 (s ek cast Address

Broadcast Address : 172.16.63.255

Last IP T Octet sl YOY laso 18,5 ,hi 55 b 9 pew Octet 51 Sy ,lado ws,S S g Subnet 1 18,3 ,hi,s b g
. 3940 s pasiw Address

Last IP Address : 172.16.63.254

D940 (W s Sasy Sla Subnet work 90 5> W IP Address gu; vy Guod @


http://www.txt.ir

Yo

calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

I I A | Cisco.com

172462460 10101100 00010000 00000010 10100000 Host ()

255.255.255.192 Mask

Subnet

Broadcast

First

Last

: IP Address SwoS @ aSuuw S S IP Address gu) daawlxo

5l plaS - Slpwysl v, US,S Laxuiw 9 Subnet work x> @y Network Address Sy ws,S @iz Giugy b gl @ G
Subnet work . IP Address < S, | sdlaz 9 3uS b puSe,y | ablssg, sudlese 31 s . oo lowl Wl
o J-og @gSx AuiS pasio |y el 0w g3ly Ol s Gupsl ol &S sy 1l b9 AS Guai | Ul @ bguso

R
Network aslgi (s Subnet mask S_oS @ « 39w osls Class Full w,5.0 ay IP Address <, lowiws @ aS (53,90,
Network Address Lo ;| g 59 o3l 192.168.1.1 /24 Ll lomis 4 1S 05,8 .« 3sS Guasi |, alogs o Address
o Class full g0 a9 0595 C GwlS 55 (sw,ysl IP Address ool Ug > wdls ol 53, 39ub awles Ul @y bgyyo
b 89 g 005lo (SOL s wga IP Address 33 A5S (so yaius |, network ID aS (ssoowd oululu ¢ b
U900 4y aS (siloy oululiu . d9b so L Hles Lol o IP Address > Host ID ouuuS jaxiiw aS (sioawd
390 o i a0 au oyl Octet sSlpin b g 0aile (58U i Wes Jsl Octet alw 1S (sw LIS Class Full

. 39 Adlg> 192.168.1.0 /24 abgs 0 Network Address ol
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

I Il A | Cisco.com

172462460 10101100 00010000 00000010 10100000 Host )

255.255.255.192 Mask

Subnet

Broadcast

First

Last

:( aol>l) IP Address SoS @ asSiui S S IP Address gy, Guaawlxo

Subnet work  Ulgi (5o oy ol U g 03w yazuino Host g Network «slpiw Subnet mask S oS a4 ol uly

L3S pasiw |, abgs o
Gl o 9 wwl 00w osl> classless w90 au IP Address SO JS—w ol 5>+ asS asgi 999 JSow @
S paseio | cowl 0ai @8lg Ol s Guysl oul aS Csulpwysl 2u,y 9 Subnet work ol sl

DS JWs | e Johe O 0s,S Lasiw Sy

1) al>ye

. 2sS Jaw Binary w8 @ |, ean osls IP Address lawl
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

Cisco.com

172.16.2.160 10101100 00010000 00000010 10100000 Host ‘

255.255.255.192 11111111 11111111 11111111 11000000 Mask.

Subnet

Broadcast

First

Last

©2002, Cisco Systoms Inc. Al ights rosarved. 1cNDv20-13

'Y al>,0

S Jyaw binary wwyd a1y guwssl ol @ besso Subnet mask

. 3l saudS uwss Subnetting slwo,> Subnet mask aS aowl acwls asg aSs il @
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

I I Cisco.com

172.16.2.160 10101100 00010000 00000010 10100000 Host o

255.255.265192 11111111 11111111 11111111 11000000 Mask @)

Subnet

Broadcast

First

Last

1Y al> 50

o Host g Network ju s 035uSla> aS cwl j80 9 S Slgiw 51 Sl alus Subnet mask awls sw aS jghilod
L aab

23900 02,isS (o g (s 3> 530S0 5l yeo 9 Sy Slpsw S uls Sl Ao Gul 5> culbuly

. 390 (s i IP Address ;> Host g Network slpsw w50 58 ul b g8lg)s
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

Ll I Cisco.com

o

172462460 10101100 00010000 00000010 14100000 Host ()

255.255.255.192 11111111 11111111 11111111 11000000 Mask@

172162128 44111111 11111111 11111111 10000000 Subnet@)

Broadcast

First

Last

:¥ al> 0

. 3940 s pasiw Subnet Work ID al>j0 ¢l >
+ A d 80 lase Shls ($Sed disiwd Host wouwd > aS (sulpiw « Network Address s auls (swo aS jghilos
B2 y8 0 ,lase 4 aiwd Subnet Mask > Host wowwd U jblus aS (sulpsw IP Address s al>,0 ol > onlnlo
Network 1S Jsas Decimal wao,d ag | LS azwi 31 s . alo (oo (58U 5aai W9 Lo 035lowdl 9 00

A bl 172.16.2.128 ,lase Address
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

| I A | Cisco.com

172462460 10101100 00010000 00000010 14100000 Host @)

255.255.255.192 11111111 11111111 11111111 11000000 Mask @)

172162428 11111111 11111111 11111111 14000000 subnet@

172.16.2.191 11111111 11111111 11111111 10111111 Broadcast

First

Last

10 al> 0

shls IP Address > Host cuowd (sulpias cswlod aS cawl (seuw,sl « Broadcast Address auls (sw aS ghilos
slal Sl azyi;s 9 059 HOSE o oauids Ol 55T e Giud Jio ol 5> oulnlis + 2l (o S Llado
2 il Sy LT G Giusd Gowl (8IS Broadcast Address

T cowls pudlgs Decimal wwo,d @ Juas b ol ulo

Broadcast Address : 172.16.2.191
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

Ll I Cisco.com

o

172462460 10101100 00010000 00000010 14100000 Host ()

255.255.255.192 11111111 11111111 11111111 11000000 Mask@

172.16.2.128 1111111 11111111 11111111 10000000 Subnet°

172.16.2.191 11111111 11111111 11111111 10111111 Broadcast

172462129 11111111 11111111 11111111 10000001 First

Last

fal>,0

Slpiw aS siluS )i swoled cowl (s3I Subnet Work 5 s W IP Address gu, us,S oy Sy a6l aS jghilos
03 yasio IP Address (sl asis,s 9 <l el Bgd JSiw 55 558 paseiw | aicwl ascwls awles sw Host

. 595 Adlgs 172.16.2.191 05 Sliwo L5 Gl Gudsl ol
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calculate Network ID, First IP Address, Last IP Address, Broadcast Address
from IP Classless

Cisco.com

172462460 10101100 00010000 00000010 10100000 Host (@)
255.255.255.192 11111111 11111111 11111111 11000000 Mask @)

172.16.2.128 11111111 11111111 111111 1&000000 Subneto

172.16.2.191 11111111 11111111 11111111 10111111 Broadcast

172462120 11111111 11111111 11111111 10000001 First @

1721462190 11111111 11111111 11111111 14111110 Last @

. Alights.

1V al> 0

IP ool oabuliy 3 (5o patain Jidl asidls auilgi (sw HOst Giuss Slpiy aS sulls Guusl ad>yo ol >

. 59 Al 172.16.2.190 zu, 0l ,> Address
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P pole>r pwyd

© 8 Sid alia Gy pida
Cisco Device
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TRV

ey Sy s Shixl w820 )

L9, VA Wy J>be g WY
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Router Power-On/Bootup Sequence

[ Cisco.com

Perform power-on self test (POST).
Load and run bootstrap code.

Find the Cisco I0S software.

Load the Cisco 10S software.

Find the configuration.

Load the configuration.

No kb2

Run the configured Cisco 10S software.

15J9) Vauw wey J>lw

load @ie3> g =S 51 I0S aS wyl sy 595 5l Jb> @y U Ul . syacw Lewl (10S ) g, Jole piuw b il @ U
load aigS> Al 05,5 0,,>3NVRAM  akadls> s g 3yl osls olzil gy Sg, aS |y (silowkais swolod aSiyl b g g (swo
Ca9 w0 SHAS,L xS 5y 9 0

aSiul b oow b wwiyi s J2he s e b3 on s s | g, power 1S lads (sidy IS wjg0 @
.AsS (sw oadliw |, command prompt Uled b g, Ul s e

Olosd U POST Ul @, aS al>o ¢l + Mg (o S Usgs plluw 4 51 i, Lo, 1381 catew alyo sl 5> 1) Al
il v Jgl o8 Ulgic ay Jigy 53 0B 9 Euisw L oD deuis (s axaS power-on self-test

0925 9 11 ol b awlsl s ails 0bS5 . sei s >l Gasw 9 9> bootstrap L1 al>jo ¢l 5 1Y al>,0
o adles Lowl i ol L8

default ©ys0 @ I0S 6,55 (sdhol Jxo ils (s aS ghilosd. 394 5w gxinu 10S Juls al>po ol s iY al> o
S5 Sl L Ol b g 05,5 0,u33 Flash aadls s3> a4 5,505 Sls s |, 10S lgs (s bol .auil (sw Flash alasls .

. 5)S Load aSuw >
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Router Power-On/Bootup Sequence
gl T I

T I Cisco.com

Perform power-on self test (POST).
Load and run bootstrap code.

Find the Cisco I0S software.

Load the Cisco 10S software.

Find the configuration.

Load the configuration.

Run the configured Cisco 10S software.

Nooahkob=

i ldl) Hig) VAL wey J> e

(RAM) |18 akdl> ;> g oanw load (s paxiw 10S Vaw 0,033 J=o aSiyl 5l w9 ad>jyo ol s ¥ al>yw
29 s SIS

J=o d>so ol 5> bl \ g s x> 1l oanw 0033 W aS (wilowdas « I0S waw load Sl puw 10 >0
390 (o paddwo b v Lig, wleahii swled Sgl> as startup-config Juld waiw 0,53

L Ol Uoois 0,x55 J=o Awlgi (s Lok (sJg 3940 Lsw 0,45 NVRAM aladl> 55 5,8 Jiuw wygo 4 Startup-config
absl> s ol 18,0 ¢ load @ cugie startup-config Ll Lalh 0,33 Jmo Uid ot I g 1F al>se
3wy o(RAM), L9

BB ol Shal @ cugr ol vaus load Luy g startup-config Juld Uanw 0,3 J=o UL Lassiw | puy 1V al>e
L= RAM absl> ;5 wlowais (swlod cululy + 590 (o S,138,L RAM aladls ;s Jibb ol al>ye cubs + 2w s

9.0 (sl 35lg 4ig, A @ alaz) ¢l 5l &3lg 5> 9 0aLl
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nts
1l Cisco.com
NVRAM
RAM | |7 T T T 7
Configuration
Register
ROM Interfaces
Flash cPU ;
5

1 ig) S Wl sl

B oIS 1)ls s JSaw ol 55 &S (bl Sl Lol . ayasis Loal (IS g0 @ iy, wass boot J>le U eyl @ b
$3GS w Jot UeS> 9 diiwd

e Lol g, (sdsls 9 csduol s>l b Ll « startup router JSaw csawyy 51 Jud oululiy

w8 adles w5l B Gl Olgize sax0 bOOL g yig, VAL Gugels b iy il (s g, L% aldl> :RAM

5l 9 594 (s S)1A8,L RAM abdls> s 9 oo )l (85,08 w5l « Flash adasl> 5l wasw load 1 asy g, I0S
asgi Ul @y yb aS sl asi Gudgl wulul ausl Csw sw startup-config Jubb s,138,0 Jxo abdls il ,Ss Wb
S 0,055 (swdls 9,19 e aladls S s loas | O ¢ ig) 5> Whaasi b g Olowhis plsil 5l ay aS il 558
.l wlizo (sulmun Sl piy,e3l Sh=l J=o g routing table o,lapS Jxo abdls ¢l s9,b Sl
o dles Loal ol S wss 5> pudles oul b awils ol

a8l catew S)lapS 5 s Abuby @S ol g Jolis abdls ol . ol g, (ssilss bad alsl> :ROM

Ao adles Lowl Wl 5,8 lee 09 g Ul &ilgi g ROM U awlsl s . 5,05 sape @y |, g,
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Router Internal C_q_mponents

I Cisco.com
NVRAM
RAM | |7 T T T 7
Configuration
Register
ROM Interfaces
Flash CPU ;
i

1( @l>l) yig, S 15 Sl

03 Siy, Wl 9 bbb Intel WS, bhwgi 9 il sw I0S S)lapSs J=o 9 cowl Jigy swils adasl> :Flash
owl

w9, adlgser G 5l Ol Clgizeo « 4ig) Uab Lugals 5 aiigy b &S il (o iy wadls 9 ,b9 sue alatl> :NVRAM
il swo startup-config Jub os,lapS J=o abdls ol

show Ulo,d SoS ar. )l J,iS auisw b g ,ig, wiw boot g, aS awd S, uslee :Configuration register
S oadliw |, ol lade slsi (s version

A4S wsw zhxicwl NVRAM Sl 1, wlowkais g flash akdls 5l 1, 10S Lig, « duwl 0x2102 S yicwa>; ,laio L3 Jlio job a

o dles Lowl iy S, s b password recovery daxwo >
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Cisco.com

show version |’

ROM
Bootstrap POST
Mini 105
ROM
‘°¥i‘|':a'° Monitor

Console

§
i

» Contains microcode for basic functions

: ROM gilgi

S50 9 o aaby @S cowl  wile Jobs 5 il w gy diles had aladl> ROM peusS aS jghiles

5l 3,Le ROM (slbol gilgi . ausls oape @y |y yig,y LS a5kl uizosd g Wa,138] caew

Bootstrap .\

POST .Y

Mini IOS software file .Y
ROM Monitor .Y

:Bootstrap

SoS a.syls oape @y |, ol ws,S 10ad Gusw 9 I0S 0,053 J=o US,S |ay asuddy g il 0 ROM gilgi 5l (sSy

S oadliw 1) U il U9 Awlgi (s show version wle,d
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ROM Functior_\s _

Cisco.com

ROM
Bootstrap POST
show version | ’
Mini 105 Console
ROM
software i
file Monitor ;

» Contains microcode for basic functions

: ROM gilgi

ol SaS a g8lgys. 3l sape |y Jigy S,18l Casw Szl Cows @by 9 il (o ROM gilgi 5l (sS, :POST
L 39 (o il 9 S Uy el s Sl (g 5 ue)s L8l wsew Sl Gwles &)U

0. Load Lidge I0S pl « d9ui6 wey Flash abdls 51 I0S aS (5,90 5 9 1wl s ROM gilgi 51 S, :Mini I0S
29, 9 S lay JSuiw flash aladls aS S (6,9 ko job @ . agi =l POST b ,50s gilgs aS aas sw o3l o
Ol SoS @ g9 00 UP e b il 51 (583 Mini 10S wons wes 5l asy wlls ol s+ S ghaawl ol 5l 1, 10S wleis
S load asiow 5 L5 sl 5l 10S wilgs (s

a5 Ug> (silldoc mode ¢l @ waLw sl b awlei s loww 9 1wl s ROM gilgs 51 (»S; :ROM Monitor
Olouhis aulgi (s Jasd loew 9 LS (5w Joc ROM abadls> sl S giile aile @y &3lg,s. 008> pll | Sywn=,
Sl a8 S s g, | g, @S swol&is Mode ol @ Ui 3)ls Sy iSOkl 39290 wloshais s Sl ) ol
mode ¢l L password recovery o S L dliney Ulojes [, Break g ctrl slaalds ¢ I0S was Boot
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:Router Startup

Vs wer Joho U aaz) ol 5y sy loal Bxo @ygo a0 1)l Giuds wass boot 5 aS (suld aslgo b iyl @ b
Slaaz] U ayds (o ,1,8 0N cusbg ) | sig, power 3l aS sl alax) 5l S)lygns SoS @ g A W90 U g,
. b aedles Lusl augais (sw CLI sylg aS

g9 0w >l 5)ls 51,8 ROM  alhsls> ;> as POST gl auds (sw L8 0N wusng ) |, g, power S asil 5l sy
C 39 s S wdgs Pl sk Sl e, L1381 s Sl Gwles

39 o bl 3wl (oo ROM ahdl> gilgs £5> aS bootstrap U « usgs pdlw 5l Uluobl 5l oy

5 aS SHlase W asgi b al>yo oul 55 . il (s Ol LSS 10ad Gusw 9 T0S 0,55 Jxo WS |y &b Ll asubg

. 390 ww plxl 858 paoai 3l 1,8 Configuration register
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Cisco.com

:( aol>l ) Router Startup

15,15 599 10S Wik Wes Cap> SuS puwonai Sl > aw Az )d 9 Syun>; Sy Hlase aw
0X2100 .\
le yig, 9 oauiw load syl ,1,8 flash adasl> s aS (ol I0S ¢ awl 0x2100 S > Hlase aS (sG)e0

.39+ s ROM Monitor

0X2101 .Y
wils o aS jehilod .5gub sw x>l I0S sSls @ Mini I0S (awl 0x2101 Syiwn>;, Hlase aS (sijgo >

g olgs flash alhsl> 51 I0S aslgzs aS 3¢ (s >0 ol 3)l9 g, silo

0X2102-0X210F .Y
ww load oo 0,035 flash adasls 5> aS ol 10S « acwl 0X210F U 0X2102 S i) ,lase aS (sijg0 >

39U


http://www.txt.ir

VY

Cisco.com

iue
Tes / [ s
y At
Yes
Fi 1o Gt
Run
() i
You, P Yox [ 1ee Fide om
No ? Habwosk
v
o

:( awl>l ) Router Startup

:0x2102
I 95 bl + 398 s 9w Ll s I0S g 398 (o sl oSS flash abdls a lawl wlls ol s
1A &) Gowl ySew

Cowl 3990 flash alsl> ;> I0S .\

o o awl I0S Us,S 10ad Llesd aS a2y al>jo 3)lg 3,5 |ayy flash aksls s |, ol @S (sijg0 >

Coww 39>90 flash aladl> ;> I0S .Y
TETP &So, |y wsul 10S ,S1 .S (s g3 aSuds s Ul « S5 |y Flash abasls s |, of aS (g0 s
¢ I0S Vo 8,035 Jxo WALD law 5 B8 J>lo wans (b 5l amr .S sw load |, ol xS | Server
aS iy Az ol W b sy ) (e gy wlewhis 4 cugi al>se cul 5l = .S G load | ol i,

S b el 0391 39590 Jud 51 Csoudais Ul
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Cisco.com

:( aol>l ) Router Startup

lizo CJl> 9> Az Hd 9 Sy, Sl wlio Hlabo 95 9 3040 (w0 o S sekaio ol Sl

ronils adlgs se>9

0x2142 .

.39 e setup mode sy Ol wlhgize 9 NVRAM a; 0s,S olS5 by yig, wull> ¢l 5
35S 50 558 NVRAM abadl> > g 9 539, Slosbis 215 (o aS ssbilos

« NVRAM abadl> 5 39290 wloshis @ axgi gy yigy « bl 0x2142 oS yiws>; Hlaio S|
3548 _swo Setup mode ,ls Loséiao

0uE 9 390 9 pU alo> 5l g, adgl wlowdais 5,90 55 Nlgie Wye0 4 siVlgw mode ¢l 5>
390 (W0 0wy

user ,ly lowtsiwno 9 0t 2,1 mode ol 5l ae setup dialog sl asil Lea awlsi sw

3wS JgSg0 5,505 (sudg |y wlowdaii 9 0o mode
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Cisco.com

:( awl>l ) Router Startup

0x2102
x> 0l s |, startup-config Jud 9 551561 (s sa& NVRAM akdls> a; yig, wlls ol >
135, RAM absdl> s 5 05,5 load I, of « 1S |y NVRAM L3 I, 0f aS (siygo 55 .S (o
G oauw setup mode s)lg 1wls 39>90 NVRAM 5 (swudhis gud aS (sdjgo > .S sw

o plil s, Se, adsl Wloylais

9 s DOt JolS 90 @ iy 398 J>bo v b b ulilis
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Loading the Cisco I0S Software
from Flash Memory

Cisco.com

4

—Flash_ Console
Cisco

108 | show flash

* The flash memory file is decompressed into RAM.

: RAM absl> ) 10S \S)I.'\f)l_a

absl> ;5 I0S  .auS (sw l0ad |, Ul Gugaw 9 5925 (s 0BT I0S oaiis 0,055 J=o 5l Hig, lawl « i, vas pKis s
9. Lswo decompress gélg s 9 oL S,1iS,L RAM

S e 03 03,48 Wy A g (.biN) Ngwn b Ll o wygo @ 1, 10S « ig, aS sl anils axgs

S o S,1A8,L RAM akasls> s |, Ol w9 05,5 decompress |, ol gl « ol 5l eslaiwl ois ¢ululy

AwS oadline | flash akdls> wlhgixo dlei o ) Ulo,d SoS @

Router>show flash

.owly>l B privileged mode > o ¢ user mode > pd Ulo,9 ¢l
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show flash Command

Cisco.com

wg_ro_a#show flash

System flash directory:
File Length Name/status
1 10084696 c2500-js-1_120-3.bin
[10084760 bytes used, 6692456 available, 16777216 total]
16384K bytes of processor board System flash (Read ONLY)

: Show Flash ulo,9

ax bl . pus,S oslawl show flash Uloyd ;I flash akdls> Wlhgixe s Sy VW asgio aS jghilod
alasl>;s 1, I0S i i, « auiw aisS aS ghilod § 5,8 sadliw Olgi (sw Ulod Gul (=95 5o | (sileMbl
Sl gy auiw Adlgs> 0,033 393 Lols Ngwwy 9 U U JB ol cululy .S (5w 0,055 TFTP Server s | flash
pU :12.6S asgi Show Flash Ulo,d (s=g,5 @ .S (5w Sgym wwols> o,d 9 Lols weld 51 I0S LB )18 U
9 wuzo ax Ul 5> 58 aS Cowil 390 sw 2rkio aS (wlgw . bin es Ol Wguwy 9 €2500-js-1-12.0-3 Ju6
§ 5,l> swgpeo

il w2500 w5l Lig, S, device Jlio ol 500wl sw device )l oL Ulod (oL ] :C2500
ol w(enterprise) o)l asws S5 10S | azews ol aS cowl il S IS

9wk load sl osbel g.5ls 518 flash akdls s 05,68 ope Juld S wigw 4 10S aS ol ol Ly 1L
il v RAM adasls> s s,la8,L

S oadliwe | I0S U39 awlei (s aouudd ol 5> 112.0-3

2S940 (s 0,u3>d Syl Wyge @ g bin gy L I0S L :Bin
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i T Cisco.com

RAM NVRAM

Config
Cisco
108 » | +
show show
running-config __’ startup-config
/
Console

Setup Utility

« Load and execute the configuration from NVRAM.
« If no configuration is present in NVRAM, enter setup mode.

:RAM 5 Ul S,145,L 9 NVRAM | Wlowkii Load

)y o Ul l0ad Gloahais Us,S lay @ g « Ol 10ad Gagaw 9 10S 0,55 Jo LD pasiwe 5l A=
. A4S (5w 0,5 NVRAM aladls> s g startup-config Juld wg,s |y wlowkii yig, oiuis aissS aS ghilos
ww SHI8,L RAM aldl> s w9 000 0xlgs NVRAM abdls 5l wlowbais ¢l « I0S waw load 5l asy ulnlo
.3wS 0adliwe |, NVRAM s 59>90 wlewhhis awlgs (sw 505 Ulo,d SoS @ g

Router# show startup-config
Olouhis ul a8 cowl wde ol @ 9 3wl sw oslawl LB privileged mode s> bhsd Ulo,d (ul awl awls asgs
oadliw JB . clear text  wygo U 5 oS 920 |y Ll Jd colio 55 a8 il o culd 3y eloil Joliss
o mode ol 3,ly wlgiy aS x| Ll 3L (oS bhisd ool b, s
Al G 5l gy LALL Uugols b g 3l 18 RAM abadl> )5 s sw pll Lig) Sy loeds @S (silowlais (swolos
aladl> 5> 39290 Wloahhis Jlgi (o 515 Uloyd SoS @y . 3uS 0,055 1 e abidl> & s b il b ulnly e,
S oadliw [, RAM

Router# show running-config
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show running-config and
show startup-con_fig" Commands

TN Cisco.com

In RAM In NVRAM

Wg_ro_c#show running-config wg_ro_c#show startup-config
Building configuration. .. Using 1359 out of 32762 bytes
Current configuration: ! _
! version 12.0
version 12.0 1

]

- More —-
-- More -- ore

- Displays the current and saved configuration

: plas,D Wlgixo 9 NVRAM g RAM L0

Ulgi s show running-config ulo,d SeS @ aS auusgol 5 sy luil NVRAM g RAM absél> b eyl a4 b
.5,S oadlinoe |, NVRAM absl> wlhgixo wlgi (swo show startup-config ulo,d 5l oslaiwl U g RAM ahdl> wlhgixo
Sl 5o weles ol e looi b @ o UlwSy L8 95 ¢l Wligixo aS 3uS (sw oadluine 399 Jlio >
O (S 5l a2 ol 00 0,u>5 NVRAM alasls> s RAM aladls lgizo 590 aS ol ede ol @ @Misl ol
BB 95 il Use VLSS axgio abdl> 95 H Wlhgizo (sowypw Wigo 3 9 NVRAM absl> ,s> running-config J,b
05U |y Ol aguiv yoaz0 U 3uS 0,055 NVRAM s |, RAM Wlhgizo o> igy ws,S pubais 5l a2 9,8 0lly s @ ass
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Determining the Current Configuration
Register Value

il Cisco.com

wg_ro_a#show version

Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-JS-L), Version 12.0(3), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Mon 08-Feb-99 18:18 by phanguye

Image text-base: 0x03050C84, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (1GS-BOOT-R), Version 11.0(10c), RELEASE SOFTWARE (fcl)

wg_ro_a uptime is 20 minutes
Systen restarted by reload
System image file is “flash:c2500-js-1_120-3.bin"

--More--

Configuration register is 0x2102

« Configuration register value in show version

HUS T L ST S ST

9 il o Shiuu>, ig, Wi boot ) ppe Sa S I S LD Lol ol wasw Oy oo g IOSL el 4 U

0,15 Csubiaun 5wl Lig, VAL Wes X9, > Ul walio sl

setup mode s,lg 9 05,55 (sg=>9i NVRAM wlgixo @ yig, 1l 0x2142 S >, lase aS (sijgo )5 Jbo jgb @

RAM alasl> 5 Gupw 9 0l NVRAM 5l |, wlowhis laml Lig, 1wl 0x2101 Sjiws>; Slago J31 L g 5o s

S (e S18S,L

S 35lg 1 5 wle,d privileged mode s S iwus>; Slase VS Sl

Router# show version
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Determining the Current Configuration
Register Value

Cisco.com

wg_ro_a#show version

Cisco Internetwork Operating System Software

10S (tm) 2500 Software (C2500-JS-L), Version 12.0(3), RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Mon 08-Feb-99 18:18 by phanguye

Image text-base: 0x03050C84, data-base: 0x00001000

ROM: System Bootstrap, Version 11.0(10c), SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (1GS-BOOT-R), Version 11.0(10c), RELEASE SOFTWARE (fcl)

wg_ro_a uptime is 20 minutes
Systen restarted by reload
Systen image file is "flash:c2500-js-1_120-3.bin"

~-More--

Configuration register is 0x2102

 Configuration register value in show version

1 ldl) Spias) w2y

1S ey g 0adbie [ s 3lee ulei (o Ulo)d (ul =93>
configuration register .\
RAM aladl> o> .YV
NVRAM abdl> p=> .V
Flash albdl> px> .Y
gy gy UP Uloj wane .0
ol U9 9 10S Jb oL .8

Bootstrap J;16 use .V

Ao Adles lowl iy Syians>, 5,0,8 L password recovery dazas 5>
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TR TTITITITATAE (L Cisco.com
« When a router boots, it performs tests, finds and loads
software, finds and loads configurations, and finally runs
the software.

The major internal components of a router include RAM,
ROM, flash memory, NVRAM, and the configuration
register.

When a router boots, it searches for the 10S software
image in a specific sequence: location specified in the
configuration register, flash memory, a TFTP server, and
ROM.

The configuration register includes information
specifying where to locate the Cisco 10S software image.
You can examine the register with a show command and
change the register value with the config-register global
configuration command.

! Aol

by Sl 1380w al>so pulsl 5> g o el e J>ho wsls LS 0N ooy > | g, power aSul 5l as
gl (s S Usgs safe

S w1 S)18,L0 RAM alasl> s g 03, load |y of «ws,S |y 5l a2 9 35,5 (sw 10S Jlos a4 g, « al>yo ol 5l A2y
9 3940 5w oxlg> NVRAM abidl> | wloubais ¢l « 2wl 0w 0,033 wlowdais Shyls yig, S aS (sijgo >
g s setup mode sy igy gl Sueys L 3o (s SH1AS5L RAM aladls s G

« 0x2142 lado @y Sy puai b Jlio jeb @ . 0ds i | g, and wyy J>ho 3l (s S, SoS @
wloudais g8lg > .5gu s Ssetup mode s,lg NVRAM aksls> s wlowhis oails 59>9 b was wey oK g,
3940 (swJ 05193 NVRAM albdl> s s9>g0

. 9 s a>lgo UT L aS sl (s syl Mode sl CLI wes J>lo U, 0L a4 5l as
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Cisco Routers
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o lowl B pund il S5 S Sg, IP we> (sul Routed Protocol ws,S Jled g IP wy,ei 09z b il @y b

Jbio jo b ay .ail (o pusiws J (o wjgo @ o Gandyiial ol 5l p1aS 18 @ Juaie sla Network gdls s
Uliraso aS ssuld packet (swloi g 5,05 (sowiows (il Fast Ethernet juuwd sl @0 Juaio LAN aSici @y « g,
5 il 8805 Bls aase aS Ayl o Uinw ooy JSeio Lol « 3iS s culad (il | auwl Network ol s
Aol sd=o aSuw 5l g, packet @ bgs o destination gslg

Saow v Laio 4 packet agS> &g ol >

Sl 1 alio (sdxo Sla aSdr ld e olod wslins a5k g,

2o i dado Ay Ul Sl aS 10l 3l o .S wulas | packet 1 sewo 0138 5l @S w6l LU e, 8819y
bl o Sy plaS e gy WBaie Gl G Sl 3l S99

a3 Dy 95 (sde aSii ) wilew aS | uld cwls>)s 39290 Sl e 9 aSiods JS wslow b g, el

S (s lad g 0305 518 ewlio suo 53 | Ul 9 3iS (v Culad wosm
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.Routing aJsl pudleo b Csylizal

. ul slgislas g Link-State ¢ Distance Vector sla puy,s3l b sulioil

.Default . Static (oo pin,eSIl b (suboal

.OSPF g EIGRP . IGRP . RIP _suljuuio ko JSign b (subiwl

HECEV-Y
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What Is Routing?

Cisco.com

10.120.2.0 1721610

To route, a router needs to do the following:
- Know the destination address
- ldentify the sources it can learn from
- Discover possible routes
- Select the best route
- Maintain and verify routing information

Y Y B, 1 8 it I

Sle aSui A sowiwd Sy e lsail auwg,y Routing « auaos Lol Routing egpée U il 4 b aS jghilos
SLeMbl ol )15 8 IS 10 W Vannwy Sl aao o b Network 5l sl b gy, culnly bl (o (sl pue
35S o piuds Sleyl Olawe SO Ulgic a4 Joa> S )

S g Wb vl gaio @z 5l L sd=o ue Sl aSi wleMbl aS sl b g,

ol 39290 prwo iz (slxo sue S a5l plaS He A Vaw, Sl as Kl WL iy,

Al v pipr Sy plaS (lxope aSil Sy A Ui Sl 39290 Sldsue woled Ul 5l aS Kl AL g,
Labo gl aS WSy K agys U b 1S 6,13 Database S s 1 03,91 caowy wleMbl counl (o igy wulps 5o 9
25585 90 GSow Uloj Gy > ulad bl o dxosue Sl asiw ol

. 59 (s aisS Routing Table 1S (o S511pS5 1) (sdxome So aSuis @y bgyyo wleMbl aS (sl Databese «,
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Cisco.com

10.120.2.0 172.16.1.0

Network |Destination  Exit

Protocol Network  Interface
Connected| 10.120.20  E0 | Routed Protocol: IP .
Learned 172.16.1.0 S0 ?

* Routers must learn destinations that are
not directly connected.

T3 Lswo 5,135 Routing Table ;5 (syld Network ax aS cowl gul 3l v giuw S (sJlgow
S (s 03l |, Wyig, 5l Sy @ gy, Routing Table .auS a=>gi JSow @
a4 E0 Luwd il oyb 5l as 10.120.2.0 ug> ig) 593 v Juaio Sl aSuw sl Network address Jolw table ol

wsewiowd Ol a4 SO Lud il susb 5l @S ((Connect ,ué ) 172.16.0.0 aSii Guizod 5 ol 0200 (89,20 g,


http://www.txt.ir

yod

Identifying Static and Dynamic Routes

Cisco.com
Static Route Dynamic Route
Uses a route that a Uses a route that a
network administrator network routing
enters into the router protocol adjusts
manually automatically for
topology or traffic
changes
[ P — [

:Dynamic Routing g Static Routing 9 ,=0

2l oo Gy Lyl @S (lsw I aiwliows (o 593 JLed SLa pugd iyl SoS ay |, connect sla aSi g,
Sawlivin Wlgi o WeSx | (sdxo jue Sld aSds yig) aS oyl
13,05 39>9 Giug) 95 A 5> yig) Sy U =0 et Sld aSLw (8520 Sy

static routing .\

dynamic routing .Y
o AES 9, A 8rm0 (siwd g0 4 il Sl IS LB A syt ol 5 o sue Sl Network Jsl g, >
90 9 9 IS 8 A Oy Slsein 9 1 gy S S5l el b aSe admin Olgie @ Lo g8la)s « 39
oo pll | (sdxo ue Sl aSiuw 5l p1aS 10 a4 @3 e Wldec Vlisgs « aSiuw JS Llislw 5l wslbow b IS
D>
& Obws L g a8 suluwbow Sulogil wygo @ 1y e 393 aS 5,10 S5Lo 1505 gy « s (iws 59,20 b
il 5o @S sghailod 3,0 ,Sos Sl g, 5l |, aSuis 4 Network < v adlal b (is Ugs aSuis ;5 0aub o3l

Jwles Routing Table > connect sla aSew bad « acwlicin 1) 383 a4 Juaio Sd aSew had jig, aS s )
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Identifying Static and Dynamic Routes

Cisco.com
Static Route Dynamic Route
Uses a route that a Uses a route that a
network administrator network routing
enters into the router protocol adjusts
manually automatically for
topology or traffic
changes
[P — [

:( aol>l ) Dynamic Routing g Static Routing s\9,=0

aS Cowl (a0 393 aSw admin . static iug, au (sdxo e S aSii 4y (swiwd Sl L gl s ol
PSS 18 a4 Viaw) e 9 B aSu S S5 Wb aSew admin g3lg s L S JweSS |, 39, Routing Table slas ¢S,
S (59520 39, A 1y e Gl i g0 4 a3 9 il | il Sl

L obaws oul e g, S5 ST Sy aS ol (oo 595 ¢ 3940 Bi> L g adlal sl Network aS (sij5.0 55 ululy
. g Lo &ldae aSiid s 0w 03l & Whus 5l Suilegil Whge 4 g, aS cuwl (sueo Ul il LS Jlecl
oslaiuwl Axpiys ¢ 39 (w0 i L Sy S A 5> Cupie (B gy, S iws puhis @ asgi bl il

2940 (0 Awogi Al w0 sy UlSel (sitws g @ Ul oo aS 5iS2eS Sl aSw s | gy ol Sl

BRI SV W WU W W NNV W Lwl l_g.;i L aolsl )5 aS syl umuo aSLB,o._g.'i)gi” SoS @ wbow oul pos Gvg,) 5>

3588 s plel Silegil Wz W sl ldoe g, ol b> 83lg
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Identifying Static and Dynamic Routes

Cisco.com

Static Route Dynamic Route

Uses a route that a Uses a route that a
network administrator network routing
enters into the router protocol adjusts
manually automatically for
topology or traffic
changes

[ P — [

:( awl>l ) Dynamic Routing g Static Routing (9 =0

25 1ol akd 5l vasy ;s 5 05Y Uiusla 5l = 9 a9,S 150 Sl s, Sl | aSew wleMbl iy, aS wuwi ol @
i A i Wl Gl A F) S 55 Sy AS (80,820 L, Geixed 9 ALS (s S,1apS5 Routing Table
.2 aslgs> Routing Table

2 bl o U aSuud 53 9290 Shus wled Sl Guyglxe S g, 5l suld update ol b s, g8ls b>
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Static Routes )

Cisco.com

Stub Network

WCNDOGA_150

« Configure unidirectional static routes to and from
a stub network to allow communications to occur.

: Static sl uwn Jvg) 9 =0

29y A ) dzo,ue Sla aSi (swlod (svimwd W0 A pwilsi (s Static route SweS @y aS 14,59,3 s eyl 4 U
29 (w0 3luswys eSS S aSiu 55 Giugy ol 5l esleiwl aS puiwils 9 euiS (58,20

il v ol g sl Bla asiuw U stub Network <G bls)l 518, gy ol ol 5,058 gdlg)s
Gyl g 580y Sle aSud Ay U, Sl (gateway) (s=g,5 ol, S aad aS cowl sl asus Stub Network
3980 S8 sehio ol Sy e Jaie iyl @ cwl Hb3 S, S local aSies S 4os% Jlie sob @y )l
o Jaiie aSw 5l gyl ) route S SoS @ coanl v aSud ol s

www.yahoo.com .cylow Sy (sicwles)s aSui 5> 3990 Sla station 51 (wSy 2SS Lo,9 . S a>gi Jlio (ul @
510l cowle>)s ol cululo.auwl (s 39>90 172.16.1.0 (sd=o aSicw > wowles 5> ool daso bol ¢ ol awls
9 2l aSd ol

ol Us > 5 puiS eaglad 172.16.2.1 Gudsiul @ |, stub Network s 35250 Sudbi cswlod @S el (5918 ulli
A 539 51 172.16.2.2 byl oo @ S8l bl iy v TP iy S 03 A sy 51 S0 Gunsstally s

[ SRR V) clas
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Cisco.com

Stub Network

ICNDIOGA_190

< Configure unidirectional static routes to and from
a stub network to allow communications to occur.

:( wol>l) Static (wUjawo Uvg) 9,20

as 5,5 wdlys | aSu A gy aS (50,5 LeusS Sslasl ol static route < A g, Sy, aS cwl SIS ululs
o=l oo 5l Sty Gl A uio S Uex L S (s Clad SO Lundyiil @ | Ol 36y 172.16.1.0 aSeis yudado
L3l Gad il

51172.16.1.0 aSuis 9 Sywn S ows Sy Cimwd Wy 9o A Ligy 4 cuwl (s31S static route ws,S i Sy
L 5)ls 39>9 172.16.2.1 Luud il @b

oo Ll Ol b aelsl 53 aS 3wl (s default route Jlow ool @ uwly Seuds plesil b (oukais as B s o, Lol
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onfiguration

Static Route C

Cisco.com

Router(config)#ip route network [mask]
{address | interface}[distance] [permanent]

Defines a path to an IP destination network or subnet or host -

: Static Route pubii

S sw  3)le |, IP Route wlo,d 9 0w global mode sl static route sl ol Sl

1ol w5 Shi=l ol Oloyd (ol

@y o So Ul Shy Lo cawl 518 aS auil (sw (sdxo yue aSiuis @y by e Network addresses :Network
ol 05,5 (58,20 Network cuoowd s | il aS il oo (sdzo,ué aSuis @ bgsso subnet masks :Mask

o=l b Point-to-Point blg,l sbls asS jol=o ;) yuudyinl @ bes o IP Address (9,20 :Address | interface
Aol G gy

S S,l9 1yl 05,8 51l ol static route Ol Sy, aS Syig; 5| Guwdsiil LU « H9lxo yig, IP Sl> @y algi (o S A
il sw Sy lasoe L administrative distance sslyls 6,9 Giuw w90 @ static route :Distance

b Adles Lol 50 pgp80 ol b Gand ol @olsl s aiwls 0l

c2add s | AD lade awslei (s o Oloyd il SoS @ ululy
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Static Route Configuration

Eontar[config)dlp roots orbwnck  [maak]
{addreas | interface} [distanre] [parmansnt]

Oefines 3 pathto an IP destinati on retwork or sobnat or bost

T S e P ey e e ..

i ( a»l>l) Static Route pubuii

bwgi aS vl route « ig, Su j9lxo yig) L sboli,)l Siud wank ghd b g and il SO wasw down L :Permanent
S Wi down sg.>9 L adlez LS. 59 (v 031y iwlos Routing Table s a_il oai way sistatic route
P, permanent ;| s6loy 8L Routing Table )5 o ol solxo 4ig) b csboli,l Sid wonis ghd b g Guusd iyl
Routing Table > asiwod 1uS (5o i aS |, Syuun Gululi . ousS (o oslaiwl static route us, S =i

g s 031> Lales
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Static Route Example

Cisco.com

Stub Network

ICHEROGR_ 161

|Mt|l‘{=on£iq}'i.\p route 172.16.1.0 255.255.255.0 172.16.2.1

« This is a unidirectional route. You must have a route
configured in the opposite direction.

:Jlo & > Static Route

o, YU w,e0 @ |, static route g @i, A ig, S, stub Network aSiow @ (sowyiows Sy .asS asgi Jlio ol @
bl .0l G SO Gud il ik 51 172.16.1.0 aSiids @ (sompiows S pwsSy A g, @ aS cowl (9IS g3lg s
aS 172.16.2.2 Lusd, il SoS @ A g, b pssS s wiyss 172.16.2.1 Gundringl @y 172.16.1.0 aSus 5l panuio Sy

S (s g sewpiws 172.16.1.0 aSiow @ « syl bls)l point-to-point w)g0 @ 172.16.2.1 Guud,swl b


http://www.txt.ir

Yy

Default Routgs

[T 1l Cisco.com

Stub Network

S0
Network
10.0.0.0
@ 172.16.2.2 172.16.21
4+

ICHOZOGR_ 162

‘ Router (config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2

« This route allows the stub network to reach all known
networks beyond router A.

: Default Route

A 59, g, static route e U agS> aS 31y Jud o s . ayaus luwl ol b LlS og= g static route b il a4 U
5o 1y Cruyiws 172.16.1.0 @S @ sunio ol SoS @ A g, 15 55 + pun,S wiuyes StUD ASeds U yato Sy «
S

Sawliin [ 530 sl aSw asgS= B g, aS vl 390 (o 2xbo il a8 (slgw Lol

couniws Sy 03lsys S s B g, 8 il (o Stub S S 172.16.1.0 aSids 1S (w0 oadbise aS ghilos
Lol .acwliciin | sd=o jue Sa aSi (swlos U gy ol bol . 06S (s S5 stub aSeis sl | )50 sla aSuw @
PuS (3920 gy il W ) dxo e Sld A \Su \SU puilei i o S ol JSiine

S J> ol pun

9 03 (B o « Gl (sdzo aSuw Sl we a4 S50 Sls Guraie Lyl aS (S Cowl 8IS e oul Sl
Sy LaBo A 9 0l (@3wn LSS Slayig, e b sk gl aSed ol

ol JSio ool J> ol i sd=o jue Sa aSiii swolod U juwo S5 wyyses L Default route g3lg)s

130wl w )y Shi=l slls Default route
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Default Route§

Cisco.com

Stub Network

10.0.0.0

172.16.2.2 172.16.2.1
—

ICHOZOGR_1i2

‘ Router (config) #ip route 0.0.0.0 0.0.0.0 172.16.2.2

« This route allows the stub network to reach all known
networks beyond router A.

: Default Route

S sw d,lg |, IP Route wlo,d ¢ 0aui global mode »,lg default route s;lal ol sl

1ol w5 Shiml ol Oloyd ol

il v Uloyd ol SeS @, default routing | ¢ static routing ws,S Jles :IP route

o S Lswlod Usls Vi Sho aS b sw Sl oaw 9,5, S IP ¢5> IP (ol auls sw aS j9bilosd :0.0.0.0
b

.l (s 0.0.0.0 0auw g, IP @ bgs 0 subnet mask :0.0.0.0

39, ol U Point-to-Point bls,l SLls aS j9lxo yig), puwd il @ bes,o IP Address (59,20 :Address | interface

o wlad [0y Slayig, Wb s g ouw 2,1 Ol 5l Sudls cowl L8 aS g, 395 Laudsiial U b g sl (sw
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Verifying the Static
Route Configuration

LU Cisco.com

router#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0
10.0.0.0/8 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, Serial0
S* 0.0.0.0/0 is directly connected, SerialO

: static Route > ,Sloc 09> w0

wleMbl ol .auS saslins |, Routing Table s> 33 >g0 wleMbl 2 lyi (5o Ulod (|l SoS a4 :Show IP route
Al w1l oo (89,20 g, @y Default route (s0,b 5l aS suld aSew b g g, 393 a4 Juaio Sd aSoi Jolw
Sl sowiows serial 0 gund il (sa,b 5l connected 90 @y 10.1.1.0 aSicw @ Lig) . awsS a>gi YL Jbo @

owl (ol default route Ulod 5,65, (il wowl 0acw osls Ll S* wwolMe U aS 5)ls s9>9 table ¢l ;> 5,65, S bl
Bub sl b ol (sd=e aSew Sl 2l Vlivraio aS |, SWBLI ¢ sune (il s b Lo @3lg L3 . pus,S s bo aS
PSS s cwlad ugyw @ serial 0 s il

w920 g, au static route g, 5l aS 1) uld aSw swlod « il 05,5 Wy, static route loew aS (sijg.0 s
A S woMe U Routing Table s awslgs (sw | 2us,S

Ulosd (=955 55 | Lesl caomad 3lgi (oo aS 5)ls 39>9 S laizl 45 S s routing protocol 5l elaS ;s sl @

S o lius Codes wowd > g show ip route
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What s a Routing_ _Protocol?

TN Cisco.com

10.120.2.0

1721610

« Routing protocols are
used between _I
routers to determine —— —
paths and maintain
routing tables.

« Once the path is Network |Destination  Exit =/
determined, a router can Protocol 1724730
route a routed protocol. C d| 10.120.2.0 E0

RIP 172.16.1.0 50
IGRP 172.17.3.0 s1

Routed Protocol: IP
Routing Protocel: RIP, IGRP

What is Routing Protocol?

uaui Lowl ol 5,Slec o9 9 static route b syl a4 U

Cwl saieo Ulao Gl Lol o suows e 5 Slece shyls d Dynamic Routing Protocol « Static route bW,
solze Slayis, b sl wslon gl - pusS i w920 1) W 1) e e S Aol ws Wgo W o aS
555 w0 Wye0

G 03,91 Cawy wleMbl SoS @) g Jiwd 395 A Logaxe misedl Shls a Routing protocol ¢l 5l elaS
S (50 S5S puadi uae Wil

95,15 59>9 Routed protocol ¢ Routing protocol o (siglas as aS cowl ol 390 sw 2ok il aS (Jlgow

o (o aisS S sw Joe Network a0V s aS IPX . IP sla JSig, @ :Routed protocol

S A sl abudbg aS 59 oo @isS IGRP g RIP wg> (suliumno Sl JSig,y @ :Routing protocol

Als [y cslope sl
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Autonomous Systems: Interior or
Exterior Routing Protocols

T Cisco.com
IGRPs: RIP, IGRP,
EIGRP, OSPF EGPs: BGP
z
Autonomous System 100 Autonomous System 200 3

* An autonomous system is a collection of networks
under a common administrative domain.

* IGPs operate within an autonomous system.
* EGPs connect different autonomous systems.

2002, Cisco Systams,Inc. Al rights reserved, oD V205

: EGP 9 IGP ¢ AS (59,20

S v wdled asly wy e SO s aS suld g, Sl cewl vl acgoxo :Autonomous system

asS 3ol suldyis, 5l Sl acgozo b g 1S s bl |, IGP JSUg,n Sy aS anil suldsig, 5l Sl acgoxo wilgi (o AS
C S o bl axly wopae S e 1) wlise (sl Sla JSig

. b (50 65535 U 0 o csuw 0355Li sae S5« sae ol 9 590 (s 031> s S3ac AS Ja @

lizo Region guu U )  AS Us)S s>, wudsiww aS 2ol (s Lis 3 W AS wlod o iyl Ssaaie IANA
cad> w plil ¢ @y o piudigy [ oo 05 Sl ssoawd plaS ,a asS

ay as 5,l> 59 >¢ Ld Dynamic Routing Protocol «sl,, Autonomous system pgpao @ a>gi b (ol Sass ascws 95

U TEY VEVIRUST W
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Autonomous Systems: Interior or
Exterior Routing Protocols

T Cisco.com
IGRPs: RIP, IGRP,
EIGRP, OSPF EGPs: BGP
%
;
Autonomous System 100 Autonomous System 200

* An autonomous system is a collection of networks
under a common administrative domain.

* IGPs operate within an autonomous system.
* EGPs connect different autonomous systems.

: (@0l>l) EGP g IGP ( AS (59,20

:(IGPs) Interior Gateway Protocols

25l9,5 9 59 (o WsS « S s oo LA @ |, AS (S, Ug)s S Lig, aS Lswld Routing Protocol (swles @y
Sla J S ol 51 So bl U AS S wg)s Sla g, . aiiS wo culled AS S wgys aS s suld JSUg
S ol b Swie 12008 @4 Uagw; Sl g @i sy 3038 b oleMbl Jsls a4y (sulieo

AS & J3 1 55 aS siwd (sl Sla gy s3> 5Sod OSPF ¢ EIGRP g IGRP g RIP sla Routing protocol

:(EGPs) Exterior Gateway Protocols

BGP (Border . sg i (5o aisS 4GS (5o Juasio ;S0 S0 @ |, walizo AS g5 aS (syla Routing Protocol (swles @

. b s EGP (sulmun Sla S, 5l aig0s S, Gateway Protocol)
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Administrative Distance:
Ranking Routes

LI [T Cisco.com
I need to send a packet to
network E. Both routers B fTer-1-)
and C will get it there- Administrative
Which route is best? Distance = 100
____.\\__/%
RIP I
Administrative
Distance = 120
‘,‘L> ,flx A
3
i

:Administrative Distance

o sulpun wlizo Slp_ig, Ul ,> Routing Ll sl sSWo 9 ,leo AD Ulod L Administrative Distance
.ol

03y pudrii A9 (oo Ll LgsT b alsl 55> aS IGRP g RIP (suliywso Givgy 95 A Lig, Sg, .auS a>gi Vi Jlio @y
S il 390 o ok il @S (lgw Lol LS (o ulwliods | sruaio 93 D g, @ Oy Shy A s,
390 s Wil (ol o Vlgic @ o plaS

.S wlxol | Sy routing protocol g5 ¢w aS euls sSWo @ 5L oululo

U 9 SoLlasoe U AD slyls static route JUio job @y .a5)ls |) 593 a4 yogazo AD (sulunuo S Gug, 5l plaS L,
. b 5w 255 b 0w Ssae « AD il tsw 120 L1380 b AD Sbls RIP (suliymo JSiig

o 03> Giulos ,e0 jlase L AD L connect sl aSui 5l plas ;o « g, S, @ bgs,o Routing Table s> 1asss
VY

gy AIAS L ey « ayls (sealiseo SLa AD aS subipmnio Gugy oo Obo 3 aS oyl 1l (o Gy @S Jlsw

> s pll | ulpo


http://www.txt.ir

174

Administrative Distance:

Cisco.com

I need to send a packet to
network E. Both routers B
and C will get it there:
Which route is best?

IGRP
Administrative
Distance = 100

RIP
Administrative
Distance = 120

:( aol>l ) Administrative Distance

Ulio 55 AD Hlaso GupinS Shls aS (sibg) « 3wl o oudais ig) Su Sgy ulpmure Jug) i aS (90 1>
Routing Table ,5 g 505 (5w @i8,3 ki 53 lado aSis U (sleol o Ulgic @y 9 ooui wlsal bl ,5s sla G,

558 s b8
Ao d (sblizeo AD Shls ¢ o ol 5l p1aS ;8 aS 515 39 >9 D g, au Waw; Sy s 95 YU Jbo s
o Wil swin Garipr Ulgice @ s pal ol - 1bb o (ABD) suuuno 2ol SyieS AD SLls aS Sy

$39U

o 1>lg routing protocol S shls aS suld yig, Vo 5> suwe Gupr kil aadbg as xs)ip Obeo b aolsl s
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Classes of Routing Protocols

1l Cisco.com

Distance Vector *‘/@% ==
—  @Q{ e

N o

e S
: | Link State |

g

: Dynamic Routing Protocol sau aiuw>

A9 (50 Pl w95 A (IS Wy U uleuo S g,
Static route .\
Dynamic route .Y
Se i (w0 920 Wiy S5 Sy AAMIN dawgi 9 cviwd ©ye0 @ 1 sane swolod 1 Luwl ol b aS Jol g,
P38 58 a4 Guwsiws ol 9 (dxoyue Sl Network @y cuu ;55 Sl yig, 5l eMbl S @y 5l Jigy Ugy vl o>
Al ,S0s slayie, wleMbl @ 5l yig, g,y vl »> s ol Ui, SS3lw @ g p93 Livgy ,> -l Ll
SU ST 3, Sloe Sy, pund gl S was down L g up asle aSioi 5y Ohusi uiS=eS aS cewl useo ul @ ol
- 2uds e Mbl 1ayg) ,S0s @ 1y 00 0315 &5 Glms ol (o Wis) 9 3,158 o il A slais,
10900 (w0 oudi (sJS aiws auw a4 @ Dynamic routing protocol

Distance Vector .\

Link state .Y

Hybrid Routing .Y
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tocols

i Ii Cisco.com

IR 198

:( aol>l) Dynamic Routing Protocol sau aiuw>

wleMbl Usls ay Giuyglzo Sldyig, L kad Jig, 4 aS 9. (sw @isS sla Routing Protocol «, :Distance Vector
L3505 Gsw

as Syeb 4 1S (oo e s I3 SO e se W U, Sl gy ¢ Cowliy Giwewl Sl aS shiles ¢l
Aus A yg, Salasi Sl oS g selxe Slayig, 51 Sy sl oIS Sl A= 5 0w B9y iy 393 Sl Llsy ul Shawl
) (0 Labo

Of anyglxo gy M ol (5818 ¢ il sdxo e A S b Spwann Jlos W g, Sy aS (5690 3 Jlio sob @
S Ul b Ginjolo 1ig) aS 1) Spmamto Girigs 8319 13 + dwlios (50 suldruno b 9 o ax 5l 1) sdxo jue aSeis
S Gl 2lgi s by sato crripy @iails ol ey 5l 8 il (50 o oIS 635 Ganseait (alo e

ol acls oleMbl sl Giusglxo gy b basd ol (8IS g, 5o (bl

.35 (89,20 aiws ol 51 1, IGRP ¢ RIP sla Routing Protocol wlgi (sw aig0s Sl
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Classes of Routing Protocols

1l Cisco.com

Distance Vector *‘/@% ==
—  @Q{ e

N o

e S
: | Link State |

g

:( awl>l) Dynamic Routing Protocol sSiu aiuw>

Sl asb U aSes S 51 IS yugai S b il g,y aS 390 (sw aisS sla Routing Protocol «, :Link state

A ol [y ol wldoe (oS s ol Gisdls b w9 aisils 1) ooui g8lg ol s g, aS

e BLS ol S 5l a9 30,00 e 53 19> Uear IS Sy s @ |y A phaiiosee skl ol b JSey ol

DS (w0 gl | (sd=o jue S aSuw Sl plaS W e G

9 wlicw ) isslso 5y 539, 50 aASil 5l a2y Gaw 9 bl (w0 solxo Slayig, wlivss sl 8 W JSigy ol 5>

ol iy ¢ 509, ol 393 aS S (s bbb 1) ILS wleMbl ¢l 5l 39,8 SeS U« wsgol ol 5l | aSiess Siglasgi

35S (88,20 osul Link state JSig,u S Ulgic @ |, OSPF (ol o SS9,y Ulgi (s @igos Sl
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Distance Vector

Classes of Routing Protocols

Cisco.com

IR 198

:( aol>l) Dynamic Routing Protocol sau aiuw>

Distance Vector sls JSig ,> aS wwl ¢l 5 Link State g Distance Vector sls JSig 0doc wolai ¢ululy
& SLo aSi b @y o Garipr Ol S, 5l g bl aiils | aSi i Siolosi 5l IS Srsai g, aS 2,115 )
Al (o Srme ax 5l L (dxo e Sla aSiods Guglxe Slayig) aS Wl cowl (SIS a8 pasis b (d=e
. S Lsw 2,5 595> Routing Table 5 1, Ol g 03,5 Guasi | dado U juio usips 595 Giwils ol So, 5l 9

Distance o Link state sLpS5i0 5l cawl (suS,i wumwlig ol 5l aS jghilosd aiws ol :Hybrid Routing
.Vector

A i 0930 9 35S (o b 5 1,0 S dade Jig) 9 1w Lig) e Us> 1S (sw Joue Distance Vector ailo
S (o S5 puonai Ul @y s 9 digel Giansglee Sy 5l 1 (olzo e S aSlow

O 31905 Gl A s 9 Al aiwls | a5l IS sueai ol (o g IS (s Jae Link state aisle
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Classful Routing Overview
T T |

LU Cisco.com

« Classful routing protocols do not include the
subnet mask with the route advertisement.

» Within the same network, consistency of the
subnet masks is assumed.

* Summary routes are exchanged between foreign
networks.

- Examples of classful routing protocols:
—RIP Version 1 (RIPv1)
—IGRP

:Classful Routing Protocol

1090 (w0 pwndi (IS atws 95 4 « 4 b aS wjglw |, VLSM aSiyl 4 a>gi b o Dynamic Routing Protocol
Classful Routing .\
Classless Routing .Y
I, VLSM (Variable Length Subnet Mask)asS s¢_i (s aisS (syla Routing Protocol a:Classful Routing
S o wygbw
Subnet Ol U oly08 35S (5o )20 S, iy, 4 |y sul Network g, S5 aS swlid «aS cawl (siso 0l ol
.S _swu (Advertise ) Gi,lsS |, Network ol @y bogs 0 mask
bg 0 CIDR , 81 (s> AiS (sw &, Routing Table s 5laliwl wygo @ 1) (sdxosme Sla aSiois gyl gy ol
w9920 S pal 05,5 S5lasl ol Classful Routing « ,ig, Sy Sg, aS 3uS (o,8 il default wigo @ Guysl ol @
« 1S (o Advertise |, 172.16.128.0/17 aSiw aS 1S @dl,s gawld gudysil 51 Sy 5l L wsvl update g, ol aS

1S _sw 2,5 Routing Table ;> 172.16.0.0 / 16 w g0 @ |, ol
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Classful Routing Ove
il I 1Ll

« Classful routing protocols do not include the
subnet mask with the route advertisement.

» Within the same network, consistency of the
subnet masks is assumed.

- Summary routes are exchanged between foreign
networks.

- Examples of classful routing protocols:
—RIP Version 1 (RIPv1)
-IGRP

:( awl>l) Classful Routing Protocol

1a>g
.2l sw 255.0.0.0 ( subnet mask slls A wMS

2wl w 255.255.0.0 « subnet mask sslhls B wMS

.l (sw 255.255.255.0 .« subnet mask «slls C LwMS

s,l6twl Boundary au S_ilogil wyeo au L Gl « 3l 03,5 oslaiwl aSuis 5> VLSM 51,31 suis ol
gl s Summary

s il 39590 505 gl 93 A 5 4uS Uos9

192.168.1.0/25

192.168.1.128/25

S Sy aSuw 9> Sz ay gL 3wl (5o 192.168.1.0/24 5,lasL_wl Boundary shls aSiw 9> ol oululs
. 3. (s Advertise

5,5 9,20 Classful Routing Protocol  ulgic @y |, IGRP ¢ RIP Version 1 (suluuo SS9,y Ulgi (s aig0s Sl
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Classless Routing Overview

T Il I Cisco.com

« Classless routing protocols include the subnet mask
with the route advertisement.

« Classless routing protocols support variable-length
subnet masking (VLSM).

* Summary routes can be manually controlled within
the network.

- Examples of classless routing protocols:
—RIP Version 2 (RIPv2)
—EIGRP
—OSPF
—18-IS

:Classless Routing Protocol

:Classless Routing

. AGS o wygbw | VLSM W JSg, 5l asows ¢l « classful Routing WM,

.S o Advertise 5 |, Subnet mask . Network ,, egMe jig, 1 aS wowl (sumo Ul ol

e cswou Summary s,luliwl Boundary @y W Guysl wdls ol s oulul

wowl iy 25,05 513 Routing Table s aS (suld aSiew slawi wlls cul 55 9

Classless Routing ulgic ay |, IS-IS g OSPF g EIGRP g RIP Version 2 (suluuuo JSig Ulgs (oo aigos Sl

.5,S 9,20 Protocol
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Routing Protocol
Comparison Chart
illl i

Cisco.com

Characteristic

Distance vector
Link-state

Automatic route summarization
.
Manual route summarization

VLSM support

Proprietary X X

L)
Convergence time Slow  Slow Very Fast Fast Fast

ICRORGR_ITS

* EIGRP is an advanced distance vector protocol with some link features.

nc. Al rights roserved. 1eND V2051

: Dynamic Routing Protocols S| auuw s Jga>

.2205 Luwl Dynamic Routing Protocol walizee o Saw aiows b eyl a4 b

b sw wlizxo sla Dynamic Routing Protocol ¢ acwwlas YU Jga>

Link- sla JSig,0 £3> OSPF ¢ Distance-Vector s JSign 5> IGRP g RIP la Dynamic Routing Protocol ulwe 5l
Distance- JSig ) Jga= ¢l 55> EIGRP @ L aS ol 3940 cswo koo bl @S (Jlgow .« 1 (o wlw> @ State
€ ou5,S (58,20 Hybrid sla JSigy 5> L Ol ol 5l Giww a5 (s3Il 55 ¢ oaui awaS aud,iuy Vector

5% w95 Ludo Lol aS cowl (sJSg,y EIGRP s aisS aS jghilod Lyj . ail (s caow,yd aisS 95 ,o g8lg >
59 (w0 isS u aid iney Distance-Vector JSigys ol @ oululy .55l |, Distance-Vector o Link-state  sus;
b sw Cisco 4 yogazo (suluwn S JSig,y 5> EIGRP ¢ IGRP 4uS (5w 0adline aS jghilod

S sw wygibw |, VLSM ¢ IS-IS g OSPF ¢ EIGRP Lpis Dynamic sl routing protocol wlw i

2590 (o S A, (s Llul edls @y Domain Sy, ulseae JSigy aS siloy wae @y :Convergence Time
0 5,255 Database <y 55 1, Lpil 9 05,8 oy | (sdxosne S aSis @y o Gurips 59y 58 <> ol 5>
S
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Using the ip glassles Qom

mand
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Stub Network

172.16.3.0

10.2.2.0

Router (config) #ip route 0.0.0.0 0.0.0.0 10.1.1.2
Router (config) #ip classless

¥CNDIOGR_271

: Ul U,S U9 g IP Classless

Sl a5l Sy pvraso iy AS (85,9055 Gl - wlind (o a1 93 @ Connect sla aSd yig) Sy
S Csw wwglas Ll il Connect

Drop |, &Sy « auil Connect sla aSii 5l ue @ Ol dado aS 1S ol |y (suSy aS (sijgwo > Classful sla g,
g o Drop &S 5L sl easis way,e s Default Route S g, Sg) aS (sdjg0 5>

9 odxo aS b Sl e Yurase pupsl Sy S ig-0 5> bl S e s TP Classless el Sis ol
odx0,u€ 9 (=0 Sla aS b 5l (v @S Routing Table @ wlls ¢l 53 . 1S (s Drop |, ol 1wl Connect
od il 4 Sy abl 39>g0 Table ¢l 5> tase Ul @ Siwo AS (59,90, 9 3940 s Wl s il sw
390 Cwlad Labo 4 U dgd s wwlad abbgs o

Global Mode s IP Classless 0lo,d U wjyg0 ol ;o€ 55 9 cawl JI=d g, Sy, uo,9 Yy wygo @ IP Classless

. 2wS Jled |, ol awlei sw
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Summary
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Routing is the process by which an item gets from one
location to another. In networking, a router is the device
used to route traffic.

Routers can forward packets over static routes or
dynamic routes, based on the router configuration.

Static routes can be important if the Cisco 10S software
cannot build a route to a particular destination. Static
routes are also useful for specifying a “gateway of last
resort” to which all unroutable packets will be sent.

A default route is a special type of static route used for
situations when the route from a source to a destination
is not known or when it is unfeasible for the routing table
to store sufficient information about the route.

.

: Aol

Vg Ay 2SS |y 595 (a0 aSid 5> Lilg aS | uld wowlgs)s 39390 Sa e 9 aSd JS wslis b g,
aisliow | csdzome Sla Network: ,igy oulyly 368 (s ulad g 0305 558 owlio uwo 5 | Ol 9 1S (5w wylas
95 aSais 5 39>90 Sldyig, A (sdxo s Sld A (320 Shy .S (s S,lapSs Routing Table S 5 |, il o
. dynamic routing . static routing :s,l> 59>9 Jiug,

23819)3 . 394 (s (5920 Lsiwd D90 A Ll Sl RS 5B A awsiws ol 9 sd=e 5e Sla Network Jl g, o
clod U S g0 @ 9 0108 50 @ Oy Sl yaio 5 b s, S5 S5 5l eslins b aSis admin vlgic @ bk
Aadd o plul [ dxo e Sla aSiois Sl p13S 58 4 @ mue Bldes Olisgs ¢ aSiow JS Hlisbw 5

23333 (s 90 s oo Ll Leil b alsl 5y aS (suliye So sl SaS @ wuslions ol 9> Uivg) 5>
35S s ol Sulegil wigo W suliewe wlilos g, il 5> g3ls

5l a4 5,50 Sl Guraso pupsl @S (wiSy (sdzo e Slo A (swolod U yue Sy ayye U Default route
U g 03y (@3 paio »S0> Sy, bawgi U auS (o gl aSies ol 5l 9 03, @5 o [ il (sl aSiws

Aawyy Lado
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. Distance Vector syl o Sla JSig, 5,SMae b csybioil
. Distance Vector sla JSig 5l 03lesiwl o5 aSiui ;> Loop wsls &, 0g=i b syl

. Loop 3l s,8el> Sla g, b csulial

HTEV-)
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Cisco.com
Distance—How Far
Vector—In Which Direction
- e e e
e e P e

D C B A

+4— Routing —» |Routing | € Routing —" Routing
Table -« Table L 5 Table " Table

KA

—

* Routers pass periodic copies of routing table to neighbor
routers and accumulate distance vectors.

: Distance Vector S Jsig

oS Wigo a4 . 39 (o @S Bellman-Ford auuS (seo LIS ol L Distance Vector sla JSigyn aS (swiy,e3l @
2,5 0l 505 wye0 A Vlgi (s b eapeSUl Gl 5,Sloc

. gy 4 connect sld aSw swbwlew )

. Routing Table u>Lw .Y

ool Slayg, wlbwlicw .Y

pow o8 ULy Syw 5l amy jelze Slayg, L Routing Table JS Jsbs ¥

.Periodic Update .0
B )y sdas s, S e Connect Jig, @ aS (s e aSiui 9 1aue g, ow « Distance Vector sla JSig, s
oy s dabo aSd @ slxe SO g, 5 Sl GewS 5l ass g ey 393 Ll ol sl L e e i8S
O 39>90 Slpal, Ol 5l pusw g 5,15 599 ol 1 aso aASds 4 Varw, Sl aS Xl 1L 1wl g, cully

A8 ,1,8 Routing Table ,s |, ol 9 05,5 Lauiw |, ol,
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Distance Vector untin_g Pro_tocols
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Distance—How Far
Vector—In Which Direction
- - e -
e o E R

D C B A

+4— Routing —» | Routing | <€ Routing —® Routing

Table -— Table L 5 Table ¢ Table >

%

* Routers pass periodic copies of routing table to neighbor
routers and accumulate distance vectors.

:( awl>l) Distance Vector S J<ig

: »igy @ connect S asiuw wlbwlici

[ ould aSi g, ¢ puwd ol U Up 9 B Luwd il So, IP JSGg,0 we= sl Routed Protocol us,S Jled ;i s
58S Lsw sk s connect aSiuw Llgie ay |y au,ls L3 Ol s up S Gadsiil ol 5l plaS s as

: Routing Table yas-Lw

wulwlicw ,39, au connect ks aSew aS ol 5l a= . 2ol w Lig, @ connect Sa aSew (sulwlicw Jgl al>s0
. Mg sw o3l> uliu Connect sla route w ) 5.0 @y Routing Table s « xaow

1osloe S ug, wvlwlivws

51 L ol Update g, « 239,35 51,8 Routing Table s g (sylwlicis 419, S ay connect sla aS i aS ¢l 5l A=
9, Routing Table ;> 5g>g90 wleMbl Jolw Update ool oS s Jlw)l i) 5l 20l a0 iwld guwd sl swolod
. b (sw g, @ connect Sld aSuw (v ¢ A

95 (w0 ULyl 224.0.0.9 uysT @ IGRP JSien 5> 8 255.255.255.255 (sl @ RIP JSis, s lo Update
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Distance—How Far
Vector—In Which Direction
- - - e
e e P e
D C B A

+4— Routing —» |Routing | € Routing —" Routing

Table -« Table L 5 Table " Table

KA

—

* Routers pass periodic copies of routing table to neighbor
routers and accumulate distance vectors.

:( al>l) Distance Vector s Jsig,»

L S (o 5920 |, ol Update ol aS | Csuliumno JSign Gasaw 9 1S (swo idl,s |, Update ol jolzo Slayig,

S v uglio 393 (sl JSign

o Jwl Routing Table ,5 s9>90 wleMbl JS Jolw aS |, syl Update j9lxo g, « & JSig,n user UluSy )00,

. S sw Jlw,l Unicast w90 a0 00usS cowles;s Jig, @ awb

Jlacl 5l a9 leMbl (ol Sg;y 330 Gl L g audsS Ggy ool a0 b adsl wleMbl Wi, 5l olaS 1o ¢l by

.S Lsw @ Routing Table s o3V wlhusi
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Distance Vector Routing Protocols
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Distance—How Far
|Voctor\—!r| Which Direction
- . - -
E e e E E e

D C B A

+4— Routing —» | Routing | <€ Routing —® Routing
Table -— Table L 5 Table ¢ Table

%

—>

* Routers pass periodic copies of routing table to neighbor
routers and accumulate distance vectors.

:( awl>l) Distance Vector S J<ig

[, 59> Routing Table _si,Lic @y | 9 393> wleMbl aS counl s yig) 5l plaS 18 . 390 swoi pis> el @ L8 bl
. 2,ls a5 Update

Routing g9 au aiwy Connect Sle juud il b 5l puso siloy J-olgd )5 sula Update j9bhio ol Slyy
Saui> wleMbl Jols 1S (o wdl)s Jig, aS (sul Update (si)9.0 5> . 390 s Multicast L Broadcast . Protocol
. 3940 (sw &> Routing Table ;> wleMbl ¢l « b welaio Routing Table whgixo U g 039

G900 A Sy5 SLsie, Sy sy Sy Soy s Sy ulilis + 3,135 (e Ll Gissle Sl sis, Ss) gy 4B > s
Caawd A Caw g0 A Sl g, Sy @y bgswe Routing Table ws,S s b 83l 53 + 3,158 Lo ,uili Sl 0,05
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Sources of Information and
Discovering Routes
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Routing Table [ Routing Table | Routing Table
10.1.00] E0 | 0 [10.200] so | 0 103.00/ S0 | 0
10.200 SO | 0 | | o 10400 E0O | 0
10300 S0 | 1 [[1]  [w200[s0] 1] !
10.4.00| S0 | 2 1 [101.00] so | 2 :

* Routers discover the best path to
destinations from each neighbor.

: Distance Routing Protocol ,> Routing Table Juosi

otz Distance-Vector (sulppmse Sle JSios 51 vSu C 509, 9 B o) Soyum 3iS 0259 .+ A4S azgs JSii ol @
DS LIS @ egyn Wyie) auiy b Syiine JSTo U U 03,8 aSuas 3)ls 50 L A g, pudles e bo g il 00
distance- (sulrin Sl JSigy pinsSl 5,90 55 aS sehilad « b Jled A g, Soy ulpee JSigy aSiul 5l asy
.ol G gy 393 A Juaie Sl aSus clich al>so Gl « A azeS Vector

L Ll 9 05,5 (sulwlivw |, 395 @y connect Sla aSioi diiowd Up aS (suld Lundil 8ok 5l il A Ligy oulubo
A8 (s Giglod ,e0 (e slasi ) S0 L g connect sla route w90 a4 593 Routing Table

T Suio aS ol Ml (o iy bl a8 Wlgw

wswlwliew Routing Protocol S bhawgi aS (suld o G 53 sao upsipy wlbzol Sy sSWo b 9 koo S50
L o8 slasi « lieo oul Jbo oul 53 3uS 0559 .« dwgd s lowl iy pgpéo ol U aslsl 53 il cswo « 35l ooui
591 Adlgs 480 4, Sy @ connect Sld aSd 4 U, Sy e slas ululy .auwl hope count

Route w50 au A ,Jg, au connect Sl aSii « A4S (sw oadliwo |, A Lig, @ bgs,o Routing Table as jghilos

. ol ooui o3y Gilos ,00 (08 slaei ) Suyio b uld
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Sources of Information and
Discovering Routes
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10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0
E0 S0 S0 s1 S0 EO
+— 4+—>
Routing Table | | Routing Table Routing Table
10.1.00] E0 [ 0 | 10.2.00] S0 | o 10.3.00] s0 | o
10200 S0 | © 10.3.00 S1 | 0 10.4.00 E0O | ©
10.3.00) S0 | 1 | 10400 S1 | 1 10200 S0 | 1 q
10.4.00] s0 | 2 | 10.4.00 S0 | 1 101.00) so0 | 2 H

» Routers discover the best path to
destinations from each neighbor.

:( awl>l) Distance Routing Protocol ,> Routing Table J.osi

wwysl ay Update . S; &, « sg> Routing  Table a5l w g Connect sLa aSu i (sylwlivn 51 sy 59,
s @ se3 Jled e und il cswlos 51 9 IGRP JSig, > 224.0.0.9 Lol @ o RIP JSis,y > 255.255.255.255
5l aey B y5g, . a5S (a0 Jlw,yl SO 9 E0 Sla und sl 5l |, Broadcast Packet « A g, Jbo ol 5>+ S s JLw)l
o JLw,l A j5g, aue 1wl o 393> Routing Table slas )95, (swoloi Jolw as |, vl Update « oSy ¢l @il
S5l e @y A yigy aS Gsulssl 5l . S v aunlén 593> Routing Table s s9>90 Slas,gS, U |, Update ¢ul A g, .« 1S
Soyio Ugx o3V Whnsi ol 5l asy | wleMbl cul gululo « cwlios swi | )30 aSeis zua Connect Sl aSew
55+ iy o oo (LS slasi ) Susie U 1, 10.3.0.0 aSiew B g, Jlio job @y .0uS (sw 2,5 395 Routing Table >
.S 2,5 595 Routing Table s aS cowl o3V cullu + 55l aSois ¢l 590 55 S5585; ud A Lig) aS >

€ i lgi s sSuyio ax b 1, 10.3.0.0 aSew A g, Lol

3l o pLS S A g, 9B gy pw alold (s8,b Sl el 031y il5S Ha0 Susie b1, 10.3.0.0 aSies B g,
S 4 1lg5 o WS wSH> PS8 S L bl L )y o B gy 4 id) el ) 08 Sy L A g, 3l9 5o

. 1S Lsw &> >3 Routing Table s> & Suyio U 1) 10.3.0.0 aSes A g, 9« 3wl assils (sowyiows 10.3.0.0
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Discovering Routes
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[ 'Rbuﬁﬁp Table Rbnii'ng Table ] ﬁonﬁng Tahla
10.1.0.0, E0O | O 10.200/ S0 0 10.3.00) S0 0
110.2.0.0, S0 | 0 10.3.00/ 81 0 10400/ EO 0
[10.3.0.0] s0 | 1 10400| s1| 1 | [10200] so| 1 |
{10.4.0.0) S0 | 2 10.1.00/ S0 1 10.1.00( S0 | 2 ;

* Routers discover the best path to
destinations from each neighbor.

:( awl>l) Distance Routing Protocol ,> Routing Table Juosi

.S v Joe il 59>90 393 Routing Table s aS 5,55 Sla aSicis 5,80 1> Gaiyi Guod 4
il Joolgd 55 |, sula Update La g, 5l plasS ;o « ool wdls ay vaw, 9 aSuw vaw Convergence | sy
full Update aS wwl ¢l Distance-Vector (sulpwn Sl JSigy slol 5S509 &8lg 55 + 2SS (s Jluw,l paziwo
ol 5L 2l 0slas &) aSid 5> Sy LS| > S e JLuwl periodic g @ Gusslre S i, oles

S o Jwoss aSiow au ) sSwdls ol 9 g s JLuwyl Full 6.0 @4 Update
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Selecting the
Best Route with Metrics
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IGRP
Bandwidth
RIP peny
™ Reliability
MTU
b
:

1 SULA0 WSS U o gy Wil

20l 0y Gt ulire JSTon S L aS (uldsrue Oleo 5> sme puipr Wil Shy sSWo 9 slise | Supio
Soyio aS 1l oo o, aS i SO U b Sa o Vb > o Gorips Lkl g8lg 55 L bl w
¢ mwl il 5508 o5lasl Ay o aS ghniled g8lg > . cowl woldio @ muo 5l plaS 18 uslio (s LLwS,
wsaizhy ¢ il OlbaSy W swo (swlod 58 8516l axlg aS (siloy Gululiy + 3l (o suuo S5S 0511 axly Syjio
Syie Shls plasS ,» Dynamic Sla JSigy « 3,5 vazaio | Ll Ulwo 55 saao ouips 9 05,5 wlkisl Ulgi (s
iz 9 WS, Suyie IGRP s aS (WJIs )y ¢ suiwb sw hop count Jassd g o ueio <G RIP js Syjio .+ isawd (sigleio
10l o 5 e iy 5l weSHs Susie < IGRP > L auiil e 0o

Bandwidth .\

Delay .Y

Load .Y

Reliability  .¥

MTU .0
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IGRP
Bandwidth
Delay
Load
Reliability

ChnzoR 3

1 SULi0 SoS U o gy Wil

.0l s IGRP s Sy 50 wasi > Delay ¢ Bandwidth (susy « Jgl 5955 95 basd (o,9 G g0 @y aS

Aewb aals S So e aS wwl Shyawo e dynamic Protocol (swolos Ol 55 juuo Guips IS W90 @
- lows o (o pue A 4 Vs, Sy SyieS KB sl aS ol Higy Siewe RIP 55 ululy

2308 puio Syyio bl iy o Sy Wb Sligy ax L8 us L 50> bandwidth b gwgSee alal, Sy IGRP s
bandwidth , %5 Sl o L acuslio 55 aS Shpwn « 2505 Sla,eSl vasle ol 5,8 L IGRP s . 5e.i w0
SLe,giS1 9 IGRP Sjio U . 395 38lgs Syipy suo aseis 5 9 cubls adlgs 5i0S Sujio ¢ dubl anwls )i
L Lol 5850 Sy 9 il 1,055 ol Usgs ppao UL Gl + s audlgs Lusl (suss @ IGRP Cazeo > 0l
g 0l0d o b Jgsle ol WL

2o 95 « B adasi au A adass 5l Uapw, Sl bl Jled RIP JSUg s Wa)ig, S5 S5 Sg, aS (singo 55 YU JSow 53
o 2 5laso b oluwSy Sopio Shls juwio 95 58 9 3il (s hop count « RIP s Syyio aS (sulsl 51 5,05 599

g (s Wil (sdeol juuio Ulgic @ o 95 L8 Gululy < ol
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1 SULAD WSS U o gy Wil

)90 9y IGRP 5 S50 awls (s aS ghailod . 2wl Jled IGRP (suluwe JSig, W yig, S5 S Sq)y duS (o9

aS Sy « Jlio ol > delay ,eiSLe Usgy b Lo, 8 U . 5,y sKiuww delay ¢ bandwidth ,giS1 g5 @, default

Ulgie au T1 a5L Slipy U sowo cululo .+ 90 (o Wil juuno (upipy Olgie @y acal ascwls i 1L sligy
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Maintaining Routing Information
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Process to
Update This
Routing

Process to
Update This
Routing

Topology Router A Sends
Change Out This Updated
Causes Routing Table
Routing After the

Table Next Period
Update Expires

» Updates proceed step-by-step
from router to router.

: Ul aaubg 9 Routing Table

U yuyslzo Slayig, b kasd g, o Distance-Vector (suliwo Sla JSigy 53¢ 3 azgio bl @ U aS jghilos
Wlgizo pasiun (silo; Joolgd ;> 559, « Routing Table vaw aixlw 5l aes g8lg 55 . 35150 (so wleMbl Jsls
wleMbl . Update 59,3 5l a2 5ig) 58 .ad> sw GislS Giusglxoe Sdsig, a4 JolS wyso @y |, Gl Routing Table
Jlocl 5l gy « 23S oadlius |) S,usi aS (53,6-0 ;59 LS (o duulso 593 Routing Table slas 95, U |, o>

12wS axgi JSow il 4 L a6S sw g, 393> Routing Table )s S jio Huusi Ug> ao3V Wlhusi
o @uléo 595 Routing Table ug,> wligixe U |, Update ol ululy . 26S s wdl)s |, vl Update « A g,
o U A g, 4 bgsse Routing Table Sg, ¢l . 1l (s aSid S3olossi 5> (sibusi Jol> Update ¢l .S
bl - e GusliS Ganglzoe Sla gy @ b whassi ol ol (s ¢ 35S Update | 593 A g, aSiul 5l ass . 3158

A5 sw UilsS Gipelxe Slayig, @ | wleMbl ¢l Periodic Update Time ,Uail wloy waew, 0Ll @ 5l asy
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Cisco.com

10.1.0.0 - - <l 10.4.0.0

Routing Table Routing Table Routing Table
10100 EO0O | O 10.200) S0 | O 10300 S0 | O
10.2.00 S0 | 0 10.3.00, 31 0 10400 EO | 0
10.3.0.0| S0 | 1 10.4.00| S1 | 1 10.2.00) S0 | 1 H
10400 s0| 2 | [t0a00[ so| 1 | [w0i00[ so| 2| |

» Each node maintains the distance from itself to each
possible destination network.

: JUo &y )5 Loop Wl &) w0

= 09M e g, 18 S o 0l aS jghiled . 1S a>gi g, 5l plaS e Sla Routing Table g JSow il @

. cowl 03,5 2,5 59> Routing Table ,s |, ol ¢ aislios |, (=0 jue Sla aSew « Connect aSiw
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Inconsistent Routing E
T T

ntries (Cont.)

1L Cisco.com

Routing Tabls | | Routing Table Routing Table
10100 o | o | (10200 so| o | (10300 s0[ o
10.200] S0 | 0 103.00] 51| 0 10.4.0.0] EO [Down
i9.300, 88| i 10488, SF | i | 0.2.00| 35 | i 1
10400| so | 2 104.00 50| 1 w0100 so| 2 |

s reservec 1eND V20—

i(awl>l) Jlio 5,0 Loop usld &)

Lo « Full Update Jlaw,l 5l a2y alLoldly 9 1S Jluw)l Guyslxe Slayis, (soled @ Full Update S C i, 4uS 00,9
9y 9 A JS S, |, network Sy was down ,5U padles 5o . e Shut down I, C g, 51 EO unsd il

PSS sy S0 Sl g,
Lol . vl axliS 550 C g, Routing Table g, aloldWy ,usi ¢l - 34 0lS5 C i, @ bgsre Routing Table a

.26l v € gy b 5l 1 10.4.0.0 aSieis @ Csowpiows 39id ,50s Sla g,
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Inconsistent Routing Entries (Cont.)

R TRTTTTTTTTTATATRTIT il Cisco.com
10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0
E0 S0 S0 s1 S0 E0

—
Routing Table Routing Table Routing Table
10.1.00, E0O | 0O 110.20.0| S0 | 0 10.3.00, S0 | 0
10.2.0.0 S50 | 0 110.3.00| S1 o 10,400 S0 2
10.3.00 S0 | 1 104.00] s1 | 1 102000 S0 | 1 X
0400/ so| 2 | [tos00[ so[ 1| (10400 s0[2 | |

* Router C concludes that the best path to network
10.4.0.0 is through router B.

e — 1eND V20—

: (awldl) Jlio Sy ,0 Loop ushy &) wawy v

Routing ,5 B 39, . il (so 10.4.0.0 aSi Ol duaso Luysl aS 35S (o wdlys |y suSy B gy adaz) ol 5
. 3,15 10.4.0.0 aSow a0 SH Sujio b s1 jund il (a5l e 395 Table

wwloi au Full Update <, B jog, alaz) ol 5> .ail 03w, 1,8 B 5, Periodic Update JLw,)l Uloj auS (o9
Update ol 1,25 . 35S Update |, 5o Routing Table ol (s C ig, ululy . 1S o JLw)l Giujglse Sla g,
ol @ 595 05,5 Wi wl Routing Table 5l as |, 10.4.0.0 aSuw 13U . 1S (sw (9,20 C Ligy @ |, 10.4.0.0 aSi
So U Ly aSds ol C gy 14 ¢ ol 0315 GilsS C gy @0 S Suyio U |, 10.4.0.0 aSics B g, Lol + 1S (s adlol
> ABles 93 Syyie (s yiins 8

ol @St iz 4 Gl W ol « 20l o B oig, sk 5l L 10.4.0.0 @S @ Csoyiows C g, 8lg s

|0 Csewyiows Ul @y Wyig, 51 0laS zud 9 0 Down
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Inconsistent Routing Entri

es (Cont.)

1L Cisco.com

[ Routing Table Routing Table Routing Table
[10.1.00] E0 | © 10200] so | o 103.00] s0| o
10200 S0 | 0 10300 S1 | 0 10.4.00| 50 | 2
10300, 50| i li6488] 51| 5 19.20.3, 50 | i -
[10.400] so | s 104.00) so | 1 10100 so | 2 |

« Router A updates its table to reflect the new but
erroneous hop count.

— 1eND V20—

: (awldl) Jlio Sy )0 Loop usby &) w0

« B ,Jg,. 31S (5o Advertise Giujslxo Sayig, @ |) Wl ol « 593 Routing Table us,S Update yaxo a4 B g,
10.4.0.0 aSi (589 C 409, (ulolu . S (5w auulso 593 Routing Table L .S (5w wdl,> asS |, sl Update
ool awly csowiws ol @y i o S0 L sl asal o C s selxe sy aS B s, « A 95 Sypie b |

s algs 3 Soyie b [ 10.4.0.0 aSies lpl
Slayig, vaw Update 4y ,=io « yig) 5l plaS L& @ gy Routing Table uaw Update wyani a>gio aS jghilod

.>9_a.b‘_5\o)§.1>
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Count to Infinity

Cisco.com
10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0
£0 Y S0 s1 50 E0
—p —p

Routing Table Routing Table Routing Table
10.1.0.0 E0 | © 10.2.0.0 S0 ] 10.3.0.0, S0 0
10200/ S0 | © 10.3.00 S1 0 10.4.0.0| S0 4
10.3.0.0, S0 1 110.400| $1 5 10.2.0.0| S0 1 E
10.4.0.0) S0 | & 110.1.00| S0 | 1 10.1.00| S0 | 2 ;

* Hop count for network 10.4.0.0 counts to infinity.

: (awlsl) Jlio Sy 0 Loop ush &) awy

. 30l sw ol wleMbl Sbls g, aw ,a Routing Table s cawl auwliS Lub aSuw JS g, oluual S 83lg,s
o0l iney JSoiio ool @+ 39 (s Sypio Ay acly 9 analiS Lol Wayie, 5 S5 Sy Supio Lilidl Mgy ol

. 39 sw @isS Count to Infinity


http://www.txt.ir

Cisco.com

RoutingTable | | Routing Table | Routing Table
10.1.0.0, EO 0 10.2.00f S0 | 0 10.3.00 S0 | O
10.200) S0 | © 10.3.00] s1| 0 [10.4.00] S0 | 18
10.3.00 S0 | 1 10.400| s1 | 16 10200/ so| 1 5
10.4.0.0] s0 | 18 10.1.00| so | 1 10.1.00 so | 2 g

« Define a limit on the number of hops to prevent
infinite loops.

: (awldl) Jlo Sy 0 Loop ush &) w0

asS cwl o3V ulobo el Gubdl > s sseae gud Uen Sosie Giwbdl Mg, ol s axgio aS ghiles
¢y o ool a5, S Sey Sosie AS (e 5> U sgud aidyS i 5 Susie iy Sl ke maximum
> 0Ll X9, ol @olsl @y ¢ 0 Count to Infinity JS_iw a>gio g,

16 ,labo Sojio Sl jlase maximum Lol sw hop count S0 Shyls aS RIP (suluwn JSGg,0 5> Jbo job @
BEW PV

oicws Jlbye as o S vlgic @ aSd ol < 4w 16 b Ll Network S5 Sypie iy aS ol (simo Ul ol

. 590 (s Wdgio Sy Jawl38l g, 9 39k (sw aid)S Llas,s(Unreachable)
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| Routing Table | Routing Table | Routing Table
101.00] E0 | 0 10200 so| o [10300] s0 [ o
110.2.0.0| S0 [/} 10.3.0.0 31| 0 |10.4.0.0) S0 2
|10.3.0.0) so | 1 10400 81| 3 |10.2.0.0| so | 1 g
[10.400] s0 | 4 10100, S0 | 1 [10400] 50| 2 | |

* Packets for network 10.4.0.0 bounce (loop) between
routers B and C.

: (awldl) Jlio Sy ,0 Loop ushy &) wawy v

A8 &) Gl Sow a5 aS S, JSio Lol v g Ll culps osu b Sipio Giulsél JShine b eyl a4 b
. 2wl _sw Routing loop

a>gi U A g, . 35S sw @dl,s |5 10.4.0.0 aSuis vaso b oSy U A Lig) 4sS (sw 0adliw JSiw )y aS jgbiles
Routing ay ws,S ol L B g, . 45S sw wwlad B g, caonw @ |, ol « il Routing Table s s¢>g0 wleMbl
Routing Table g 0,S ol L 5w C g, 9 S (s wglad C g,y waoow 4 ST Gundyisgl 5l |, @Sy « Gl Table
9 B gy o Sy R3lg)s L S (s |y Aolsl g, wul - S s wulad B s, coew a0 SO pundysial Sl L Sy« Gl
03 Jwoms aSu i 5 59, 95 ol bl S Sg, Sl osg g SL815 88195 9 3,8 s L3 l0op S5 we,s C i,
ol

9,y aud AS o (a0 Ul Gl Lol . ol (sw distance-vector pue3l wuleo 1 (sSy aSiei s loop wsls &,

3,10 359>9 100p ¢wSoi b g S,89l> iy
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Routing Loop§

Cisco.com

* ™
10.1.0.0 3 10.4.0.0

Cc

— —
Packet for
Network 10.4.0.0 . — . -
Routing Table Routing Table | Routing Table
101.00 E0O | O 10.200 S0 | 0 10300 S50 | 0
10.2.0.0, S0 (1] 10.3.00, S$1 (1] 10.4.0.0| S0 2
10.3.0.0, S0 1 10.4.00| s1 3 10.20.0 S0 | £
10.4.0.0| S0 | 4 10.1.00| SO 1 10100, S0 | 2 §

* Packets for network 10.4.0.0 bounce (loop) between
routers B and C.

2002, Cisco Systams,Inc. Al rights reserved, oD V20517

: (awldl) Jlio Sy )0 Loop usby &) w0

L 390 (s S > 100D 50,0 5l &ilo oy Uivey gus Wy LSS b distance-vector iy ,e31

Route Poisoning
Poison Reverse
Holddown Timer

Triggered Update
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RoutingTable | | RoutingTable | | Routing Table
10.1.0.0 EO | 0 10.2.00| S0 | 0 10.3.00 S0 | 0O
10.20.0 50 | 0 10300 51| 0 10400 E0 | O
103.00 S0 | 1 110400 51 | 1 10.200] S0 | 1 5
10400 S0 | 2 |10.4.00] so | 1 104.00| S0 | 2 §

« It is never useful to send information about a route back
in the direction from which the original information came.

1 Loop U>,S ,lgoe Slpang) Ly

&3lg,s . ad> s & l0op « C 09, 9 B ,uig) o G595 EO Gunnd iyl Wi shut down e 5 aS euaps gl a4 U
3558 5w > 590 0315 s B g, @y pusg> aS Sl aSiw 3,90 55 C gy aS ad> e &) wiles JSuine

oo JSuiwo 5l [ iy ol LIS ol b g s (o Jusx Gwses> @ 590 aid)S C g, 51 W8 as |, (soleMbol B g, (susy
S o > o, (ululu LS

A8 Jigm S @y aid)S K0 gy 5l aS |, sleMbl g, S aS wowl 3S L sl Ol @

Full 55 aS 5,105 | 03Ul el B sy clmlis « cawl 0315 Gin,lsS B s, @y 1, 10.4.0.0 aSiuis C g, JSeib ol 5> Mio
A8y GiuylS C gy a1, 10.4.0.0 aSow « Update

C ;09,55 A4S Uo,9 . 1S s Update |, s¢ > Routing Table « C g, . 9.0 &8 C )59, )5 E0 Suud aS S (5,9
L GiuolsS ol Sayig, @ |y whssi ol U ol 03w, 1,8 Full Update JLw,l Ols;

Uiy B gy aS 1wl sw wsileMbl Jol> Update ¢l .« 3uS (s @8l B g, 5l |, sl Update « C g, adax) ¢l 5>
A3 (s Juezi Gwses @ S | ai9,8 C 5 WS aS |, (uleMbl B g, g8l .+ cawl @i9,S5 C g, 51 1 Lsl ol Sl

. 39 (swod 0313 C g, @y i (5w 100p @ sz Wad aS (suwysb i3S aud 10.4.0.0 aSes 3590 5> ool
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Split Horizon

Cisco.com

l_i;m;‘l_g'lja:i; 1 “l;onthg Table 7 i Routing Table
110.1.0.0| E0O | O 10.2.00| S0 | 0 10300 S0 0
10.200 S0 | 0 10300 51 | 0 10400 EO | O
110.3.0.0| S0 1 10.4.00, S1 1 10.2.0.0 S0 1 £
10400 so | 2 |10.4.00| S0 | 1 10.4.00, S0 | 2 %

« It is never useful to send information about a route back
in the direction from which the original information came.

1 Loop Us,S ,lpo Slpaug) Lawy v

aseS Split Horizon Givg, « 3il (oo aSuis 55 j9lxo 5ig) 95 ow 100 5l 5580l Slping) 5l (5Sy aS g, il
- 9 (o

2599 95 U 9 ADS &) ASu > aS syl 100p 9 LSLiw s | s9lzo g, 95 e l0Op lasd Split Horizon g, @ auss
YRR VARUIE IR PO TIC Y

O 5l A 55 1 0o 03l &, 100p wilgi (swed g, el 183 &5 A s 9 C s, o 100p @S (siseo L> Jlio j9b @
W

W 90 ay Split Horizon (g, « 39w JLed 59, Sg, Distance-Vector (sul s Sla JSigy 5l Sy aS s9jg0 s
59, S, |, 0l algs (seo NO ip Split horizon wlo,d S oS @ .39.b (sw Jled g,y Sy, ki 4 5l gL 9 Syilosil
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A B ™
E0 I 50 S,
Routing Table | Routing Table Routing Table
i10.1.0.0) E0 i 10.2.0.0, 50 @ 10.3.0.0| 30 a
10.2.0.0| S0 o 10.3.0. Ili S1 '] 10.4.0.0| E0 Down
10300 S0 1 10400 =S4 1 0200 S0 1 ;
10.4.0.0_ 50 2 | 10.1.ﬂ.ll:_ S0 1 10.1.0.0, S0 2 ;

* Routers advertise the distance of routes that have gone
down to infinity.

1 Loop U>,S ,lpo Slpaug) Ly

1uwl v g95 aww split horizon g,
simple split horizon .\
route poisoning .Y
split horizon with poison reverse .Y
Sl as 1y caleMbol 509, 5 Giugy ol 5> &8lo,ys « yand linwl Ol b iyl @y U aS 590 (sisg, Simple split horizon
A8 (s Jug=i Sg A s90 i8S i,
§AS w0 Joc WS JSus g, 93 bl
:Route Poisoning
C o, bl .« pusiS shut down (sicws s au |, C g, 3 B0 pundiil aS S (6,9 . auiS azei Vb JSoo @
. 1S (sw Jloacl 595 Routing Table s | juusi ol
|, aSuis il @Sl . 39i WA> 439, Routing Table ;1 « s down sl aSieis aSil 5l a=s 3,65 s Route Poisoning

. .S sw gl 3¢ Routing Table s (infinity) ol v Suyio b
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Cisco.com

10.1.0.0 - - —10.4.0.0

S0 51 S0 E0

Routing Table Routing Table Routing Table
101.00] E0 | 0 10200] so | o 103.00] so| o |
10.200| S0 | 0 | 10300 s1 | 0 | 10.4.0.0| EO |Down|
10300 S0 | 1 | 10400 51| 1 | 10200 so| 1 | &
10400 so | 2 | 101.00 S0 | 1 [101.00] so| 2 | g

* Routers advertise the distance of routes that have gone
down to infinity.

:(awl>]) Loop U>,S , o Slpavg) w0

aS._w wa_w Unreachable . full Update JLw,l ulo; wasw, 1,8 51 Jo8 Routing Table ua_w Update b ool uls
223 o ghS Gslxe Slayig, @ 1, 6w Down

U asl ausS sws Bi> ulw Routing Table I [, Network ¢l « 35S (s w8l,s |, Update ¢l aS jolxo Sla g,
A4S (s 5,155 595 Routing Table ;s Holddown timer wloj Wi, 0l @

358 o ,l,8 Possibly Down ai_igs « o Down aS sl aSuw LS 5> ¢ Routing Table s aS il acsls a>gs

. Caowl 020is B> g, ol Routing Table 1 j9:i (sJg 0395 Unreachable aS i ¢l a8 oyl ,Sky aS
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10.1.0.0 10.4.0.0

S0 81 S0 EO
__’
Poison
Reverse
|_RoutingTable | | RoutingTable | | Routing Table
10.1.0.0) E0 | 0 10.2.00] so | o 10.3.0.0| so] 0
10.2.00, S0 | 0 10.3.00 S1 | 0 10.4.0.0| SO [infinity
10.3.0.0) S0 | 1 10400, S1 [Fgeny 10.200| S0 | 1 ]
10400 S0 | 2 10.1.00/ S0 | 1 10.1.00 S0 | 2 5

Poison reverse overrides split horizon. «

: Loop U>,S ,lpo Slpwivg)

:Split horizon with poisoning reverse

SO 5l network S 5,90 55 aS | s« split horizon BV, Gug, ol 5> 3wl (sw split horizon asé iy aiges
ol v Suio U bl 2158 (s sy Gusg @ 03,8 w8l s,

- Sl Spas vl i M s Vb aS cewl 0dgy ol 31 gy ol Bbio

QM . ads o GiuybS C gy au enles v Supio U 1 10.4.0.0 aSoi >e3 Full Update )s B Jig, Jlio job @y
LA (v wsainlS aud C g, 4y 10.4.0.0 aSiis 3,90 L5 aS split horizon ivg,

Route ¢l Sojio oulnlu . el 05,8 shutdown (ssows g @ | C g, 5l EQ pud il + S asgi JSoo oul @4
cAds (oo UilrS Gaslxo Slayig, @ 1, Route gl was culps (s C gy - deab (o i wulps (v @ C g, 5>
s Sepio U 15 10.4.0.0 aS—w B g, aSiul o (swuno | (vl Update alobb\, 5,5 wdl,s |, Update ¢l asS B i,
iand (s 10.4.0.0 aSiow 5590 55 C gy A ) (swgomwo i B gy @819y . 1l5,S (swo s C gy @ i (s e

a> 9395 03l> Li,lS 15 10.4.0.0 aSs Wik wulps s B g, @ 393 C g,y aS gl 3l (s Giuwy @S (sJlgw

SiS S)0lb C gy 4 b 2,90 ol B gy aS 5,15 (g3l
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Poison Reverse

quil I LI il Cisco.com
10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0
E0 so S0 s1 S0 E0
Poison
Reverse
Routing Table Routing Table Routing Table
10100 E0 | 0 10.200] so | o 10.3.00 S0 | 0
10.200 S0 | O 10.3.00 §1 | 0 10.4.0.0| SO [infinizy
103.0.0) S0 | 1 10.4.0.0| s1 [Ty 10.200] s0 | 1 3
10400 S0 | 2 10.1.00) S0 | 1 10.1.00 S0 | 2 :

Poison reverse overrides split horizon. «

2002, Cisco Systams,Inc. Al rights reserved, 1eND V20—

1(al>]) Loop U>,S , o Slpavgy w0

s GinlbS B ydg, au |, 10.4.0.0 aSi wasi wolps o Update S U C g, aSiyl 5l aey alolb, auS (o)9
Jo8 B g, s .« il i Soyie b 10.4.0.0 aSes @ route o Jobis aS 1S «dl,s B g, 8,b ;51 _sul Update
5 loop JStine aseiss - wwl 05,5 Jlw,l C g, a4 |, Update ¢l 10.4.0.0 aSici wanw culpy (v ws> aiow 5l

ADS s &) Sl Coawd ol
aS.w waw Inaccessible . C ,ug, au sl Update usbizw,d U B jug, wwl o3V ¢ iy Wliuedl Sy ululs

s iylsS C g, s |, B g, sl 10.4.0.0
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-
#)] , Update After

Then Back Down

* The router keeps an entry for the network’s possible down
state, allowing time for other routers to recompute for this
topology change.

1 Loop U>,S ,lpo Slpaug) Ly

Loop jo 5l SxuSed> Slpig, 51,5 Sy« b Ll aSiew 5 Loop wsls & 51 SrSel> gy 1 b el 44 b
. 1wl _sw Holddown Timer aSow >
Wio Jgb 5 9 asd, Hold wdl> ay Saus Say s 531 network 5 5,90 55 1495 (sw g, @ Holddown Timer
a>gi Ul @y Sauw Network ol 5,00 55 1, S,50s 3 55,8 oaub ais,S Lk > holddown timer sl aS (silo
IGRP 5> 9 a4l 180 Ulo; ul RIP (suliyumno JSig,u 5> oululu.auiol (sw periodic Update .l avw Ulboj il . oS5
16 Lsw Joe @98 Holddown timer Lol . 2ol (swo a6l 270 Oloj opl
aSuis 5> oyl network a; 1S o Ll Update ¢l aS auS wdl)s | (sl Update Giujelxo Lig) 5l Syig, ,SI @
possibly ojlg ws, ;LS ay L Update 010,,8 g, wdls ol 5 ¢ 00 guiows 1B jue 0eiS| od aS
o start . Holddown Timer ¢ a3, hold wJl> a, (ol Routing Table ,s network ¢l ;LS ,> down
Lol o aud,S oasiains aSed oml 2,90 55 1) S8 3y i3 58 Oloy ul Vs, VUL @ b oululy e

. LS sw ignore
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Holddown Timers

i [ [T 1l Cisco.com
”» Network 10.4.0.0
—
Holddown Time -—
10.1.0.0 10.4.0.0

e E0 80 s0 s1 s0 E0
0 Update After p
Holddown Time Nalwaghk 10.4.0.0 Is Down

en Back Up _;,
Then Back Down 3

* The router keeps an entry for the network’s possible down
state, allowing time for other routers to recompute for this
topology change.

:( aol>dl) Loop U>,S Lo Slpavg)

29,5l 1, vl Update g, Olejy ol Jsbb 55 9 ol 03w,y UL @ Holddown timer ulo; aS (sij5.0 > .
el by ¢ ool jup Soye booalw 055 woMe network @y S o Syl as S @l Givyglso

. 1S sw Jlocl 595 Routing Table ,s |, Update ¢l 9 00w 2,1 hold <> 5l i,

39 sy QS JS L5 Aot sl 9 383 &) A L> Sy aS (90 L5 Wil w aS ghiles e
aS cwl oSow oaluli . 3gai (s 0BT i cul 5l Ulosed B9, Aod 9 1S (s Jgb (silo) woie
hold wJl> s)lg ol .+ seiin |, network SO wUsg o Guyiws 53 Gusslxo Sy, 51 Sy 5l g, Sy
S s el Ol 5l i b sdid Sosie Olad b Sy iSos jelxo s, 5l Olos ol Jsb 3 5 0ai
I, Update ol ,og) ol cwl oois Gius aSicw JS o 59 s oul aS ol (susmo Ulay ol
. S Lswu axgi ul @ g 03,5 Ignore
uwpicwd JoB e Network S aS (siloj (suss .« 1S sw Joc Holddown Timer L Route Poisoning g, @ auss

Route g, @ a>g5 L Infinity au Network ¢l <Su,s0 Juas 9 3¢5 Routing Table us,S Update ;| a=s g, « i
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-  Network 10.4.0.0
(. J\\ Update Aftor Is Unreachable
P4 Hotddown Timo—| o

A
)] , Update After

c
Eroz001n

* The router keeps an entry for the network’s possible down
state, allowing time for other routers to recompute for this
topology change.

:( awl>l) Loop U>,S ,lpo Slpwvg)

Sol> Update ¢l wg> 1S wdly,s |, Update ol aS Syigy « 485 (sw iyliS Livyslxo Sla g, @ |, ol Poisoning
vl Routing Table ,> |, Network .l 9 2.0 Holddown «Jls s5lg jig, oulmly « cowl i Soju0 U Network ¢l

. 1) wsw wwoMe Possibly Down ojlg b
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Triggered Up_dates .

[T 1l Cisco.com

Network 10.4.0.0 Network 10.4.0.0 Network 10.4.0.0
Is L Is Is L

10.1.0.0 10.2.0.0 10.3.0.0 104.0'05
E0 S0 s0 s1 s0 E0 %

» The router sends updates when a change in its routing
table occurs.

: Loop LU>,S ,lgo Slpang) Lawy v

sla JShgyw ,> La Update usgy Periodic wle ay aSuw 5> Loop j9,0 sdool JSaio 3uaus iyl @ U aS jghilod
o o 03ls gMbl aSiw s ,usb b Network Sy wase Down gél,s . 30il (s Distance-Vector (sul e
luwod Sy, a4 | Giuses (sulmus Joa> Periodic wig.o @y g, « Distance-Vector ouy,630 55 Jloys wygo @y
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Link Up!

:Jlio & > Distance Vector >,Sloc (s,
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g s 2l s Gl 5l asgs ais, Hold wlls ) aS Gulsyig,


http://www.txt.ir

YY)

Cisco.com

- Distance vector-based routing algorithms
(also known as Bellman-Ford algorithms) pass periodic
copies of a routing table from router to router.

When the topology in a distance vector protocol
internetwork changes, routing table updates must
occur. As with the network discovery process,
topology change updates proceed step-by-step from
router to router.

* When maintaining the routing information,
inconsistencies can occur if the internetwork’s slow
convergence on a new configuration causes incorrect
routing entries.
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o« Yl o 5l aS ghiled iyl ol + suais Lusl ol 5,8 lec ¢ Distance-Vector o630l b Gas ol >
88 g, 58 ol . sl w b Gisslre Sl yis, b gy 58 .+ 3,65 (v ki b3 S)ls, Lade aSu 9 1o s,
Routing JS sgl> as Full Update  wsbw,9 b g, 1 8319 5 55150 s wleMbl Usls @y iujglxo S yig, b
wlol (53S9 .+ 1S (o ol8T aSis > 39.>90 Sla Network wus.og i | jglzoe Sla g, 3l (s Gl Table
a9y - &3lg,s . il v walie S aSd A o Syl> aS wwl ¢l Distance-Vector ouy,63J1 5> Update
piss o ($Sie @ b | caliso Sla Network o aS 165 (v Update wsliow,d b isglxo s,

Aol v aSieds 5> Loop 989 Distance-Vector puy,e3)l oM i 5l Sy

Down (sl Network aS (560 55 &3lg,5 .ol (sw ei,6301 ¢l > W Update wsgs Periodic JSaiw ol slol wlde
Gwl38l L se b (oo aSid 55 ewydb s 5 Liil A xio 9 39 (o it ASeud 5> SIS A S ol e
Sl gy @ud pineSl ol a8 s (simo Ul ol @il L ol aSed 5> 100p £98s Gl culp v b Suie
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Upon completing this lesson, you will be
able to:

- Describe the issues associated with link-state
routing and identify solutions to those issues

- Describe the features of balanced hybrid routing
protocols

: Routing glgil u S,9,0

109l Lo e 0d0C Uwd 4w 4 d Dynamic Routing Protocol « ayaui boal eyl a4 b aS jghilos
Distance Vector .\
Link State .Y
Hybrid .Y
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L Leil 5l plaS 58 @y saauio uipr 9 cvlbawlios ) (sdxoyue Sla aSuw aigS> g, aSiul b g 1S o wleMbl Usls
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l Link-State Pac kets

Database
\ Routing
SPF —» | Table
Algonthm

Shurtest Path First Tree

« After initial flood, pass small event-triggered link-state
updates to all other routers

s

: Link State sld JSigyy ww

. uwl sw  Link-state Routing Protocol .  Dynamic Routing Protocol ;| «s,3,s aiws
I, unl Routing Table 0lgi (sw igy pieSdl ol SoS @ 9 il (sw Dijkstra b @y (swiy,s3)l shls W Link-State
1590 sw 03 Table atw )5 wleMbl JS gy ol 5d S JuoSs
Routing table .\
Link-Sate Database .Y
Neighbor table .Y
0 b9 Sibues abyly il b g 1S (o csulawlivis | Giuyglee Slasie, il s9.i (o aSais 3)l9 aS Saya> g,
. S sw 0,u3>5 Neighbor table s | acwb Giuyglse Jig) 0ai6S (88,20 aS (sileMbl ¢l ulo . S
S s Ginglxo Slayig, L wleMbl Usls @ gy 3,5 5180 b Subuwes akul, yig, o aS ol 5l 2=
Link-State > . 59 UlwSy 95 ,-a Link-State Database aS cwl o3V (sSHluod alyl, )l,8, 5l Az g8lg >

S30)9185 1A= 539, (sidg bl 3,15 518 Cowl oaui g8lg Ol s Lig, aS aSuw 5l Sl ausb Sjelgses Database


http://www.txt.ir

226

Link-State Routln‘g Protocols

Cisco.com

Link-State Packets

Topological
Database —\
Routing
SPF > | Table
Algonthm
p

Shortest Path First Tree i

« After initial flood, pass small event-triggered link-state
updates to all other routers
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5%

Link-State Pac kets

Pagats e

Database
\ Routing
SPF — | Table

Algonthm

Shortest Path First Tree

« After initial flood, pass small event-triggered link-state
updates to all other routers

oo 14
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Backbone Area

- -~

== ==
A B
-
e e
C D
F G H
Area 1 A Area 3

Autonomous System

Routing st

+ Minimizes routing table entries

 Localizes impact of a topology change within
an area
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Backbone Area

-~
-

Area 3

Autonomous System [

+ Minimizes routing table entries

oL li impact of a topology change within
an area

:( awl>l) Link State s,lsbw w0

T g (s S puadi (IS aiuws 95 4 W Area (IS W g0 @
Backbone Area .\

non Backbone Area .Y

o Juasio Area ¢l @ e Area (swlod « 59 (sw isS 5. Transit Area ol @, aS Area (.l :Backbone Area

> sw Jiwlod ,80 oloui U |, Backbone Area alinod g (o Jawire 150080 @ Area ool (suub sl g 1gn

Backbone .5,l> ;1,8 Backbone ug)s aS syl g, au uizod .2l sw Backbone Area ulos Area 0 oululy

I, ,50s sla Area wleMbl cunl (o 35S (w0 Hbd Conwd ol > aS Csuldyig, Gululy .« 594 (sw aisS Router

o o3laiiwl Backbone wg,s aS S, . ai,ls (S ,50 Routing Table g Link-State Database ¢ululy . xool acwls

ol sw Core Layer slayig) Syw 5l auS

S9ub sw aisS Backbone Area 5l ,.¢ Area ,a «, : Non Backbone Area


http://www.txt.ir

230

Link-State Network Hierarchy Example

Cisco.com

Backbone Area

-~
—

Autonomous System [

+ Minimizes routing table entries

 Localizes impact of a topology change within
an area
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Backbone Area

-
-

Area 3

Autonomous System

+ Minimizes routing table entries

 Localizes impact of a topology change within
an area
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Network Network
185.134.0.0 192.168.157.0
:
San Francisco Los Angeles
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. 1wl (s A Jig) @ bgs o Link-State Database bl Jga> 3lg)s

Router Destination Next Hop Cost
A 185.134.0.0 B 1
A 192.168.33.0 C 1
A 192.168.157.0 B 2
A 192.168.157.0 C 2
B 10.0.0.0 A 1
B 192.168.33.0 C 1
B 192.168.157.0 D 1
C 10.0.0.0 A 1
C 185.134.0.0 B 1
C 192.168.157.0 D 1
D 10.0.0.0 B 2
D 10.0.0.0 C 2
D 185.34.0.0 B 1
D 192.168.33.0 C 1

Next Hop g wolasio S0 L juwun 95 192.168.157.0 aSuw @ Ui, Sl A Lig, 3uS (sw 0adliw aS jghila
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Benefits of Link-State Routing
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« Fast convergence: changes are reported
immediately by the source affected.

* Robustness against routing loops:
—Routers know the topology.

—Link-state packets are sequenced and
acknowledged.

« By careful (hierarchical) network design, you can
utilize resources optimally.

: Link State s JSig,y jl osliuwl SLljo sy

SS9 U Cas gy ol wl2o 9 Llio Coasd ol > « 3y Ll ol 5,Slec g Link State Protocol U iyl a4 b
. b adles Luwl Distance-Vector sla
. 1wl sw Cost W Link- State Protocol ;> <50 .
JLw)l wl,usi khad Ll Distance-vector OMs 5 g 5.0 (swo siniio aSau ,> Triggered wygo v Whuusi o
Dbl s i cle> gy Gl 0> ubSed wesw Galuly L seb e
)9Sl Az 5> 9 03,5 S=>9S |, Link-State Database 5,Lw Ulgi (sw 0dui Wl 9 (885 s>bb SH L
LS s Jos i w @iy g 03l plsl Gusla g SyieS wleMbl g, Dijkstra
JSe,0 au Ul 9 pusiS s oslaiwl e Link State Protocol ;1 (silo; ax aS cowisl 3940 (s 25k gl aS (slgw
S 5940 sw 05l> pu>,5 IGRP ¢ RIP wg> syl Distance-Vector sla
ASais 5D 53 i Sl Gl ¢ il o S>6S o5lul b sSld aSeis wwlin aS Distance-Vector e jou,631 BV,
. ol wwlio sl oslul e b

-390 Adlgs aSi 53 b GV LIS JSiesn el 8485 9 wewlio s> U L g3lg)s
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Benefits of Linlf- tate Ro_ut'_‘ng

Cisco.com

» Fast convergence: changes are reported
immediately by the source affected.

» Robustness against routing loops:
—Routers know the topology.

—Link-state packets are sequenced and
acknowledged.

» By careful (hierarchical) network design, you can
utilize resources optimally.

:( awl>l) Link State s Jsigyy 5l oslaiawl SUljo saw

Sl siond S, b b asly L sg b sod aSu Sigosgi US e @) smie aSud 5> 3> Whass > Gl s by

.ol csw Area 315 5 9 Sl ausb @ugo @ il ol 8 3,138 (s Ll caowl oo gls O s g, aS aSui
I sl b sl ulnls . aS sw JLw,l Periodic w90 @ |, uliyla Update . Distance-Vector sla JSig
osls &) Jga> ol Slas 68, 51 Su Hs L SO hsd aS (56,60 5> 1S sw Jlewwl Routing Table JS JLw,l sl
0 o aSu—w o |, wluei lhad (sl Distance-Vector sla JSig,y WM, (sl Link-State o JSigp .+ wowl
gy o2l s b aS i 55 30l Shigy cudgaze aS (g0 5> bl - S e il | SxeS 2l Sligy 9 S

. owl J> ol, g
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Caveats of Link-State Routing
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- Significant demands for resources:

— Memory (three tables: adjacency, topology,
forwarding)

— CPU (Dijkstra’s algorithm can be intensive, especially
when a lot of instabilities are present.)

Requires very strict network design (when more areas—
area routing)

Problems with partitioning of areas

Configuration generally simple but can be complex
when tuning various parameters and when the design is
complex

Troubleshooting easier than in distance vector routing

: Link State slpiud9ixo v

S o Ul ) Gugy ol S wusgazo coawd il Js L eus)S Ul | Link-State Giug) 5l oslawl Ll gl a4 U

Sl aSmw 5 Gubulis « 39w S,lapS wlixo sla Table s wlixo wleMbl Ails sw aS jghilos
L5,y Syiiy Memory @, 5L g, 9 ¢ oo sl W Table gl 5l plaS L8 px> S50 o5lal b

aS uld a5 Guged)ls Syue8 CPU a 5Lu suais uyipr wlxil sl Dijkstra i)l sé,b 51 @
Slyo yiusd CPU S a5l « il sus> solb Shls aS (uld aSei b g diiwd 5 03wz 9 558,50
owl 9,0 9 05V Dijkstra eu,e3J sl

sl 0 LS @ b ol . S (oSS pin,sSUl ol s b Table pzs GudlS @y Sl audw (s>bb o
LS ol U aS oy (simo Ulay ol bol . puiS (s 5inS |, Dijkstra ous,s3l (oS sz aSeio 5> o Area
Backbone U I, jiudoli,l el s Area 1o Sl aludw (s>lib g8lg,s .+ ol adlg G S aud
550 sla Area U g, U auwl aiswls Backbone Area b bli,l 5 b alinod 9 3835 cows 5l Area
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Balanced Hybrid Routing
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Choose best paths
based on bandwidth
and delay by default

« Shares attributes of both distance vector
and link-state routing

: Hybrid Routing (sww v

.Distance Vector g Link state slp.S5:9 51 caowl (suuS,i twlag Ginol 5l aS jghilod aws ¢l

Sy AS (50,920,559 3,8 s ki 53 Hla, S dao Lig) 9 hue igy Lw Ue> LS sw Joc Distance Vector aiilo
Full wyso ) Obpss ol adl . sed (o suiaiio solxo SIdLig, G Syl wigo U Wl Gl A &5 S )
L3592 cwo byl S0 Sldsig, @ aSuds 55 (3> Wl bhiad asly S (swoo JLuw,l update

a4 o Slaywe wleMbl g, 2wl acwls | aSw 51 IS ueai ol o Ug= 1S sw Joc Link state ailo
. S Lsw S,l1p55 topology table s 1) (sdxo e Sla aSiw 5l plaS o

. 2wl wsw EIGRP JSig,, « Hybrid routing protocol aig.os
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* Link-state routing uses LSAs, a topological
database, the SPF algorithm, the resulting SPF tree,
and a routing table of paths and ports to each
network.

« Link-state routing algorithms maintain a complex
database of the network's topology by exchanging
LSAs with other routers in a network.

* Link-state routing may flood the network with LSAs
during initial topology discovery and can be both
memory- and processor-intensive.

« Balanced hybrid routing protocols combine aspects
of both distance vector and link-state protocols.

: Aol

5 ol siwd WU ulbSed we,—w shls Distance-Vector sla JSig,y @M, Link-State sla JSig
o=l o ols Galsdl | Link-State (oS wlgs (so Sl aloww (s>hb us 0 L0 L VL e o5l b suld aSow
slayig, 5l wleMbl ;18,8 U |, aSud Siglossi 1igy 58 5 - d9b o S50 (salizeo Sla Table 5> wleMbl i,
1y Ll 9 0sls parsiins (sdzo,ue Sla aSuiw a4 |y dwo g Dijkstra ou,e63l SoS @ g 03,5 JolS ,Sos
. Ad> w8 Routing Table

ALy (w50 Slayig, @ |, e Link-State Database s s9>g0 wleMbl LSA slpsSy wslivw,d U g, ,a g3lg)s
9 Topology Table o;laul « aSui o310l s S50 b oubuly + 5,05 5098 CPU 9 jiinw Memory ay 5lo Givg,y ol
S 5> Area udnix Uy LS Ay g9 a5 Sy eumdi U, LIS b Givgy ol - e sw 438,50 Routing Table

LAy sw guwalS | W Table ¢l o>
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ol 5,Sloc 0g= 9 RIP (suljpano JSigy U wulicwl

. a8 SS9 RIP Gulysano JSUg s pubais o9

. RIP (sulyne JSTop wsulsy JISCwl

TRV
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Objectives

I ITTTTTTRTIe |l Cisco.com

Upon completing this lesson, you will be
able to:

- Describe the features and operation of RIP

» Use Cisco I0S commands to configure dynamic
routing using RIP, given a functioning router

* Use show and debug commands to identify
anomalies in dynamic routing operation using
RIP, given an operational router

: RIP JSigyy 0 S)900

U s IGPs(Interior Gateway Protocol ) sla JSig, aiws s5> aS il (sw swgoc 9 (swoudd JSigy S, RIP
S e Joo AS S 2> s aS cwl sl JSgy 55> 83ls >

. wuwl Distance-Vector sla JSGg, 05, 51 9 3,15 (suVU (sul,S S=>9S 051061 b sla asew ;> RIP

L RIP Ulg5 (sep aigSar aSiul 9 (sdxo e S aSs (ol 3 Ol 3,Slac 9 RIP (vl by pudlen b guns ool 03
g o Lol 5,8 W TP aSes U s

. 355 (o Debug Olo,d SoS @y |y JSigy ol Sl abazd 5,S)ee Ulgi (swo WeS> aS uj00l Lsw 9
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RIP Overview

| i | I
—
» 19.2 kbps >

T ™

I Cisco.com

T

CNO20GR_Z27

* Maximum is 6 paths (default = 4)
* Hop-count metric selects the path
* Routes update every 30 seconds

: (@olsl ) RIP JSigy v S)9,0

2wl o Distance-Vector (sulwuo JSig0 S5 « (Routing Information Protocol) RIP
L Network & @y alizko Sl o Olo L> suwio Gurigs Wil Shy (SWo b 5 ,beo Susie 1ils w aS jghilos
B slasi « RIP S0 g8lg,s .4l sw hop count 5 ousio Sy JSign ol Suio el a1y (ulwao JSigy S
. Distance-Vector sla JSig, S sS59 51 5Sy Auils s aS jghilod owl (sdxoué aSnis Sy @ Uw, Sl
ol ay |, wl Routing table  wleMbl JS ,L So asl ¥+ ,_a RIP. 1wl s La Update wsgs Periodic
RIP 3wl (so @z 95 Shyls IP sla aSiiw 5> RIP J<SUgyy - 35S o JLw,| (Broadcast) 255.255.255.255
. Version 1(RFC1058) ,RIP Version 2 (RFC 1721 & RFC1722)
135S Oly 5 wygo 4 L RIP JSig,0 Sl (58509 Llgi (o oM wjg0 @

.l sw Distance-Vector JSig,y <o« RIP 0

s cewl (o8 slasi) hop cont JSig ol 53 saie Guripy Wil SMo b Sypi0 .Y

aS 5,80 55 9 il (oo 10 Cwl oaui aid)S L )y JSUgsn ol 5> Suyie Sy aS s)lase Maximum LY

3o aslgs infinity g8lg 5> 9 391 adlgs Guyiws JB jue o e i Hlasoe ool 51 Sujuo
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RIP Overview

T
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> 19.2 kbps >

T T

Cisco.com

T

CNO20GR_227

* Maximum is 6 paths (default = 4)
* Hop-count metric selects the path
* Routes update every 30 seconds

: (@olsl ) RIP JSigym v S)90

4 Jasio S yuud,sul 5l Broadcast wjgo au aSuio )5 5L S asl Yo ,a JSig, ol b full update
390 (o Jlu,l solxo S yig) g 030 2,1 s,

I SLdli ¢ asS g aSw S a4 UbwsSy Sujio b juwo 2ix aS (sije0 )5 gy RIP > :Load Balancing
s> Ay sg=g0 AL Sligy 9 aSi Rlio sl > al L bl L 23S (o puindd D a0l o
load g OlnSy Spie L o ¥ osilusiing (ibilsi 49 Uiy ws-o @ RIP 30 (s 0slaiuwl
.5l |, balancing

e, 35S (soi sulsiny |, CIDR g VLSM 1,5 « 2wl sw Class Full Routing Protocol <, RIP vi
S v Jluw,l Network ID b ol o |, subnet mask 1S (sw Jlw,l aS sula update >

3> oelubu. 0uS (so (soliiny |, CIDR g VLSM |5 b sw Classless Routing Protocol <, RIP V2

.S sw Jlw,l Network ID b ol 0 |, subnet mask 1S s Jlw)l aS yldupdate

Y
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RIP Overview
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—
» 19.2 kbps >

T ™

Cisco.com

T

CNO20GR_Z27

* Maximum is 6 paths (default = 4)
« Hop-count metric selects the path
* Routes update every 30 seconds

: (@olsl ) RIP JSigy v S)9,0

1300 v S Saww aws 9> Jolu Load balancing :asgs

Equal load balancing .\
Unequal load balancing .Y
Load Balancing xi—awb network <o au ulwSy S yio Shls aS sl e @l ol > :Equal load balancing

S (v osulwiay |, Load Balancing 5l eg5 oul RIP (suluo SS9y 25030 s ool
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RIP Overview

I il Ll I Cisco.com
e
> 19.2 kbps >
T T
™ g
g
o

« Maximum is 6 paths (default = 4)
« Hop-count metric selects the path
* Routes update every 30 seconds

: (@olsl ) RIP JSigym v S)90

o aSL auawl VlSs Soac Hbi 5l B e wled Syyie aS 5l swey) wlls> ol 5> :Unequal Load Balancing

990 4y ,9iSL8 il L pad> (so i |, Variance ,9iSL sgdhio ol Sy 05,68 5b8 Joud Ul auy Sy o> ol

Wil o Gy Ulgie au awl Soyse eSS Shls aS Sy Gululs « Lol o S5 )lase lyls Default

oslaiwl (sugs> au aSw g1lio 5l asis 5> g awls | i S uuo wlei s Variance ,usi U . e (s

+ 29 s Lol yidny EIGRP, IGRP =0 ,> Unequal Load Balancing g Variance pggéo U
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IP Routing
Configuration Tasks

gl |l |l Cisco.com

Network 172.16.0.0

RIP

» Router configuration
— Select routing protocols.

— Specify networks or
interfaces.

IGRP,
RIP IGRP

Network
160.89.0.0

RIP +—
g
Network 172.30.0.0 |

: RIP JSigyy Sjlail ol

TS o Joe al>j0 95 5 yig, Sy Sy, Dynamic Routing Protocol ws)S Jled sl IS w0 @y
Select Routing Protocol .\
Specify Networks or interface .Y
T ol s Dynamic Routing Protocol ws,S Jled sl ol ul
(OSPF . EIGRP . IGRP . RIP ) .auS wlxil |, ,a5 5,60 Routing Protocol .\
JIP sl aSis (800 LY

AS (9,20 |, wildcard mask . Network ID ,, ogMe il (s OSPF JSig,y 31,845
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Dynamic Routing Configuration

I ITTTTTTRTIe |l Cisco.com

‘ Router (config)#router protocol [keyword] |

« Defines an IP routing protocol

‘ Router(config-router)#network network-number |

« Mandatory configuration command for each
IP routing process

« ldentifies the physically connected network that
routing updates are forwarded to

:(awl3l) RIP JSigw Sjlul ol

. 304w plxsl al>,0 95 4> Dynamic Routing Protocol ws,S Jlsd auw aisS aS jghilos
TS v Mle Iy 5 seiws 9 0auw Global Mode s)lg .0

Router(config)#router protocol [keyword]
9,20 | s9w Jled g, Sg, adlgs> sw aS |, sulad Dynamic Routing Protocol | (sSu waowd ¢l > :Protocol
. OSPF ¢ EIGRP . IGRP  RIP sl JSig, 5l sSu & Jlio job @y .0sS (5w
59, aS Sl AS coswd ol 5> Gululi a0,ls AS (58520 @y L5 IGRP, EIGRP ug= W JSigy, 5l (vass :Keyword
S ol oo uosud ol 3 S HLS OSPF JSigy L S (siy9-0 )3 .30iS (sop paseaiin |, aid)S L3 ol wg)s
Lol (5S3u9 ol U OSPF (58,20 a3 .S (58,20 49, 9 | il (sw Local i S, aS Process ID
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Dynamic Routing Configuration

Cisco.com

‘ Router(config)#router protocol [keyword]

- Defines an IP routing protocol

‘ Router(config-router)#network network-number

» Mandatory configuration command for each
IP routing process

« Identifies the physically connected network that
routing updates are forwarded to

:(Qlsl) RIP JSig, «S;lail ol,

PusS pasaiio Cowal (oo &3lg)s S (89,20 |, Lig, 4 Jaio sla Network couwwl (sw p9s ad>50 53 LY

s pll 1) JSSgy ol @ gy Update slpis, receive g send  wowl 513 g, S Guwd il plas as

LS s (w9,%0 |, yig, a4 Connect sl asiouw network-number  couwd 5> ol ulo.

Router(config-router)#network network-number
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‘ Router (config)#router rip

« Starts the RIP routing process

‘ Router(config-router)#network network-number

« Selects participating attached networks
» Requires a major classful network number

:(awl>l) RIP JSig S;lail ol,

i Laal IS w80 a5 W Dynamic Routing Protocol osslasl ol b el a0 U

L puS bl Gl cswo | 0oni aisS al>j0 95 a8 50 RIP (89,20 Sy

RIP JSig, sdy20 )
Router(config)#router rip
Connect S aSuw (89,20 .Y
Router(config-router)#network network-number

S w920 1S S b RIP JSGgy 55 audlgs (sw aS |, (suld uwd il o Jasio Sl aSiii: asgs
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RIP Configuration Example

gl I Il Il Cisco.com

192.168.1.0

172.16.1.1 10111 10112 10.2.2.2 10.2.2.3 192.168.1.1

router rip router rip
network 172.16.0.0 network 192.168.1.0
network 10.0.0.0 network 10.0.0.0

router rip
network 10.0.0.0

oo s

:Jlio S > RIP JSign ;1 ol

iud 393 4 Connect aSuw 95 Shls plaS,d Co B« A Slaig, & awsS asgi aigos aSuai il @

T S (o oy A ig, Sg, | RIP 51l ol caonud ol s

2wl v Uloyd ul SS @ A Jig, Sg, Routing Protocol RIP ws S Jle :Router RIP

EO Gt il b 5l g, @ Juaie aSuas (59,20 :Network 172.16.0.0

.52 pud il b sl yig) a4 Juasio aSuw (89,20 :Network 10.0.0.0

. 1wl (s Connect aSi 9> shyls A g,

L3S swd solbwiany | CIDR (ul by ¢ acwlue Classful JSGg, o RIP V1 alauwe aS jghi las

2ol (sw 10.2.2.0/24  10.1.1.0.0/24 sla Network ID L Connect aSui g3 Shls g, ol « 3uS asgi B g, @
L3S (9,20 classful wigo @ | 1 aSis ol i « RIP s5lail ol o&id 5 aS (s> s

S (9,20 connect aSo vlgic @y 1, 10.0.0.0/8 aSir waewl (8318 ¢ B Jig, Sg, aSis (sdy20 p86d 55 culul
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Verifying the RIP Configuration

1 T T Cisco.com
192.168.1.0
172.16.1.1 10111 10.1.1.2 10222 10.2.2.3 192.168.1.1
Routechiahow ip pretacals
Routing Protocol is "eip*

Sanding updates every 30 seconds, next dus in 12 seconds

Invalid after 180 seconds, hold down 180, flushed aftesr 240

Outgoing update filter list for all interfaces is

Inceming update filter list for all interfaces is

Redisteibuting: Fip

Default version comtrol: send version 1, receive any version
Interface Send Recv Triggered RIF Key-chain
Ethernstd 1 12
Barial? 1 12

Routing for Networks:
10.0.0.0
172.16.0.0

Routing Information Sources:
Gateway Distance Last Update "
(this router) 120 02:12:18 5
10.1.1.2 120 01:08:01 3

Distance: (default is 120) 3

P Olondbuii oy

. 2 Lowl RIP JSugy ws,S Jlsd g oSjlal ol b il @ U
Routing Table & ;5 (s Sod (sd=o ,ue Sld aSiuisg (((sl=o) Connect sSla aSuiw wleMbl ails (5w aS ghilod
Bob 5l aS suld Luwd il 9 Connect ;e sla aSui ¢ Connect sla aSi oadliwe Shy . Mg (s )15
wleMbl algi (o ;505 s d,b 5l . puss o ,LS au |, show ip route Ulo,d « 9.0 (s udy VSl Csowyiws Ll
- S oadlio | 5,05 gy ol Senn JSign ol @S (selizo Sla Timer g (sulwauo S 393 @ bgiso
.AsS a>gi YU Jlis 5> show ip route wloyd (s>9,5> @
Sla JSign Sla (S50 5l Sy 3ls oo aS shilod vl 00 oudais RIP (suliywo JSion A 59, So)
! aiiwd wlizo Time jlp> Shls b JSig ol il csw il wsgy Periodic . Distance-Vector

Update Timer .\

Invalid timer .Y

Holddown Timer .Y

Flush Timer .¥


http://www.txt.ir

252

Verifying the RIP Configuration

ll Cisco.com
192.168.1.0
1724614 10444 10442 10.22.2 10.2.23 192.168.1.1
RouterAfshow ip protocels
Routing Protocol is “eip"
Samding updates overy 30 seccnds, naxt dus in 12 ssconds
Invalid after 180 seconds. hold down 180, flushed after 240
Outgoing update filter list for all interfaces is
Incoming update filter list for all interfaces is
Redistributing: rip
Default version control: send version 1, receive any version
Interface Send Recv Triggered RIF Kay-chain
Etharnetd 1 12
Serial 1 12
Routing for Networks:
10.0.0.0
172.16.0.0
Routing Information Sources:
Gateway Distance Last Update o
(this router) 120 02:12:18 2
10.1.1.2 120 01:09:01 2
Distance: (default is 120} i

ystems, nc. Al rights reserved oD V2054

(b)) wlenbii aw

0 W90 ay Default whgo a0 JSigp ol 580 55 Uloy ¥ ol (ululy .ol sw Distance-Vector J<ig, S, 5w RIP
ol v

aul Y+ : Update Timer .\

aul YA+ @ Invalid timer .Y

asli YA+ : Holddown Timer .Y

auli Y¥+ : Flush Timer .Y
D sl e il S5 S g aw
a |, ywl Routing table J-S ol cMbl )L S a sl Y+ 8 Sl o5 w90 au , 59, o :Update Timer
Ol b 9 2uil 05l &5 aSeis 5s Sy ,S| (si> .S sw JLw,l (IBroadcast address)255.255.255.255 (sl
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Verifying the RIP Configuration

Ll I I Cisco.com

53 53

192.168.1.0
1724611 10141 10112 10,222 10223 19216811

RouterAishow ip protocols

|Routing Protocol ia "rip”
Bending updates every 30 seconds, next dus in 17 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is
Inceming updats filter list for all inverfasces is
Redistributing: eip
Dafault version control: send version 1, receive any version

Interface Send Recv Triggersd RIF Key-chain
Ethernstd 1 12
Barial? I 12
Routing for Networks:
10.0.0.0
172.16.0.0
Routing Information Sources:
Cateway Distance Last Update
(this router) 120 02:12:18
10.1.1.2 120 01:08:01

& IRORR_IE

Distance: (default is 120}

i wldl) lowbii w0

aSw SO o900 L sl Update zud 9 5,5 o awli YA+ o)lasl a4y, S aS (sije0 5> :Invalid Timer

o3lg 03,55 «udl,s ul 5l sl Update gus asS ol aSuiw Jiléo 55 9 aid, Hold clls au yigy wdls oul 5o « 5,55 wdl,)s

.S _sw z,oRouting Table s I,Possibly Down

¢ 3,55 Wl aSuw ol 5l wsul Update zud 5U 5 3ilo (8L Lo L35 auli §+ Jig, aS (sijso ,> tFlush Timer

a, Routing Table JS wslow,8 U |, ol ol 9 05,5 Wi> il Routing Table 1 IS w90 @ |, Network ¢l

A2 (o JinlsS elxo Sla s,
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Verifying the RIP Configuration

ll Cisco.com
192.168.1.0
1724614 10444 10442 10.22.2 10.2.23 192.168.1.1
RouterAfshow ip protocels
Routing Protocol is “eip"
Samding updates overy 30 seccnds, naxt dus in 12 ssconds
Invalid after 180 seconds. hold down 180, flushed after 240
Outgoing update filter list for all interfaces is
Incoming update filter list for all interfaces is
Redistributing: rip
Default version control: send version 1, receive any version
Interface Send Recv Triggered RIF Kay-chain
Etharnetd 1 12
Serial 1 12
Routing for Networks:
10.0.0.0
172.16.0.0
Routing Information Sources:
Gateway Distance Last Update o
(this router) 120 02:12:18 2
10.1.1.2 120 01:09:01 2
i (default is 120) i

(ldl) wlenbii saw, v

aSaw SO 5,90 55 Update ¢l 9 1S wdl,s ol Update aSieis Sy 5 90 5 g, aS (sijs0 > tHolddown Timer

a9 ai8,S 0l |y s ol Loop wlls s wslisl 5l s,.8el> Sl Jig) Wigw ol 5> « Ads GiulS | Suyie Gl

Jiléo 5 |, Possibly Down ojlg aSly 1S (swv Bi> il Routing Table ;i I, aSeis ol elily .39, o hold eJl>

03U |, Ol 5501 Caawdy aSuis ol 3,90 55 S, s> WS Ld auli YA« oul Jgb 53 9 ads (sw L8 L 3,90 aSui

>)Sd\~°
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debug ip rip Command

[V I Il Cisco.com

ED E& 52 s2 @ 53 53 E0
= Z =< |aez,aaa.m
112_15_1_110_1 4410442 10222 10223 192.168.1.1

P: received vi update from 10.1.1.7 on SeriaiZ

10.2.2.0 in 1 hops

s + 192.168.1.0 in 2 hops

00:06:33: RIF: sending vl update to 255.255.285. 285 via Ethernat0 (172.16.1.1)|

00:06:34: network 10.0.0.0, metric 1 A
00:06:34: network 192.168.1.0, metric 3 |in]
Q0:06:34: RIP: sending vl update to 255,.255,255.255 via Serial? (10.1.1.1) g
00:06:3a: natwork 172 16.0.0, mateie 1 il

: Debug Ulbo,9 SoS @ RIP >,Sloc (s

S,)lap55 Routing Table & s (sSod (sd=o ,ue Sld aSuig Connect sla aSei wleMbl 3ils (sw aS jghilod
S axgi cowl 0aui aid,S A Jig, Sg,y aS Show ip Route lo,d (s>g,5 @ L3948 s
Db oo Loy Sl Jols Table ¢l
s Routing Table ,5 35 >90 aSu_w Usgy (sd=0 e U (s =0 cus g 0> vliw slos ul :ROFC
2wl
o sol=o Sla L, 5| Update wdl,s (sarb 5l g, aS (suld aSts iy il R slos ool aS (sijgo >
9 wlizo Sl aSuw 3,90 5> gy ol 4 Wl Routing Table JS JLw)l U jglxo Sla,ig, 8519, awliow
031> I3 Soyio S i8S i b g, ool 9 S v il Mbl plaS 18 @ bgye Sla S0

S w20 R wwoMe U Routing table s g 05,8 1oy (sdxo,ue Sl aSiois au | o Gujips 0300
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debug ip rip Command

gl I I I Cisco.com

192.168.1.0

1721614 10441 10442 10.22.2 10.223 192168141

RouterAldebug ip rip
RIP protoool debugging is on
RouterAd
00:06:24: RIP: received vl update from 10.1.1.2 on Serial?
i 10.2.2.0 in 1 hops
192.168.1.0 in 2 hops
: sending vl update to 255,255 255,255 via Ethernet0 (172.16.1.1)
network 10.0.0.0, metric 1
network 192.168.1.0, metric 3
: t RIP: sending vl update to 255.255,255.255 via Serial2 (10.1.1.1)
00:06:34: natwork 172.16.0.0, metric 1

£

RO 00H,

: Debug Ulbo,9 SoS @ RIP >,Sloc (sow M

ol v Suyio ,S5blos pg> sacg ADMINISTRA DISTAN ,S5blos Jsl sac 1 120/1 .Y
S bzl sy sSWo U 9 ,leo AD |« oai aieS a Dynamic Routing Protocol (s8,20 55 aS jghilos
U b as sl JSigpy uex wlls by il sw wlixo sa Routing protocol wlwo,> Routing Protocol
o L1 10.2.2.0 aSow g, U 9. il sw VY e Llaso U AD Shls culply 3uab (s RIP oyl 05, ,18

LA s giwlos ) Slade U 1 aSoss ol @ bessw Supio il s S (s o lie yigl> o8

b, point-to-point w90 au 59, il b aS jelxo yig, puud il @ by, IP Address :Via 10.1.1.2 .Y
Sl

1l o aS ehilod 394 oo Wiy Ul o aS 3il cso ,g) 393 5l Lsownd il iSerial 2 ¥

29 (o ai8)S 5 haiys aSw Ol b gy 393 S5l S)lsy 39 (ulwliods (=0, aSiis S @S wolSin

Al s ls,n oul slawl serial 2 Gy 3wl sw Lig, 393 @ Connect Guwd sl 51 5ls,0 oul Slawl
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Summary

d T T T Cisco.com

« RIP is a distance vector routing protocol that uses hop
count as the metric for route selection and broadcasts
routing updates every 30 seconds.

» To enable a dynamic routing protocol, you will select the
routing protocol and then assign IP network numbers.

» The router rip command specifies RIP as the routing
protocol. The network command identifies a participating
attached network.

* The show ip commands display information about
routing protocols and the routing table.

 Use the debug ip rip command to display information on
RIP routing transactions.

1 Ao)M>

Suyio il sw Distance-Vector sla JSign aows 5l suluuo JSGg,0 S5 (Routing Information Protocol) RIP
Wyeo 4 |, ywla Update . Distance-Vector sla JSig,y ailo RIP .ol sw (08 sla=i ) Hop Count JSig,y ol
aSui 5 aS cowl ISigy omllo .auwl s Routing Table wleMbl JS Joluw update (ul 9 2iw)d 5o Periodic
sla Update JLw,l W,0 |, Bandwidth ug > aSiw gilio 5 2wl s s> sublS shls S=6S o5l L sla
o Wye-0 al>,0 95 ;5 Routing Protocol ¢l slal ol ool o3l &, aSicis 55 S J31 (s> 1S swo Sl o)
DS
TRIP JSig (09,20 )
Router (config) #router rip
: Connect sld aSews (88,20 .Y
Router(config-router)#network network-number
debug ip rip ule,8 51 YSign il US,S Hgile Sl g show ip route ulo,d ;I Routing Table sxaliwe Sl Guixod

puiS o 03laiwl
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. IGRP L;\Jb_y.u.\.o JSJg)_g L;\JLuuui
. IGRP JSig,1 pubais 9 SaiuySy
. IGRP s sy JIsSsal

HECEV-)
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Objectives

Cisco.com

Upon completing this lesson, you will be
able to:

- Describe the features and operation of IGRP

» Use Cisco I0S commands to configure dynamic
routing using IGRP, given a functioning router

» Use show and debug commands to identify
anomalies in dynamic routing operation using
IGRP, given an operational router

: IGRP JSig v S)gp0

9 w=>b 1980 aas lawlgl ;> Cisco S ,w lawgi aS wwl sSigy IGRP | Interior Gateway Routing Protocol
L aslyl

+ 3940 RIP (sulao JSign by (ue> oS> aS s el IGRP w508 9 ugaxo

i sles Lewl O 3Lw 03ly 097 9 S50 9 Lswleme JST9 ol b pusd ol awlsl 53

. 3,5 sawy Debug ulo,d SoS @ |y JSig ol 3,5loe Olgi (o WS> aS 1yje0l Lswo
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Introducing IGRP

IGRP
- & @
o ow
e e

< :

* More scalable than RIP
- Sophisticated metric
« Multiple-path support

: IGRP JSigy 9,20

9 w=>b 1980 aas lawlgl ;> Cisco S, w b wgi aS wwl sSigy IGRP | Interior Gateway Routing Protocol
Distance Vector sla S »50s U s b 0 a8 30l (oo sulpaSiug Sy S Shls JSig ol + i il
5l ol aSi09 ol cAiS (s welase RIP wg>
wuld aSw s Routing wldee plsl (syblgi RIP WM, IGRP & Qineaivgy wasxi 0390 a0l o
S N PR 43

Sio s S S suldueio . 3Ll sw composite S yso Shyls RIP BMs,, IGRP & oduwsxw Sy a0 .

10l Giuss
bandwidth .
Delay .y
Load .Y
MTU .¥
Reliability .0
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Introducing IGRP

Cisco.com
IGRP
e = aﬁ‘l [
- e
- e O e
s .
:

* More scalable than RIP
- Sophisticated metric
« Multiple-path support

: ( awl>l) IGRP JSigy 9,20

. 3aS balance jowe 35 Guo | Su8ly wlgi s RIP aisle IGRP JSUg,, :Unequal Load Balancing o
sls S yio LI)&.MLO > IJ \S__g.")b.'i _\_i|33 o aS cowl C)-.’.I)-‘ >)|_$ RIP L JS.'ig),_J_ U-.‘.I as ._S\JSLQJ ol
o wlzul Unequal Load Balancing sl |) juuwwo ,lp=> U Default w90 @y IGRP . .S Balance walizxo

S
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IGRP Composite Metric

[V LI i Cisco.com

19.2 kbps 19._2 kbps

27

Destination

o

Bandwidth -
Delay °
Reliability *
Loading
MTU -

: IGRP > Syyi0

:Composite Metric

Slas,le B jueio ol - ol v s i 5l S, « RIP WM IGRP s Soyi0

Delay .
Load .v
MTU .Y

Bandwidth .¥

Reliability .0
o=l SO SG U Gy ol OLL L ool s Sojie cuas > Delay g Bandwidth o 95 (6,8 i W00 @
a9 0108 o b pus ol VLG b bl « i aslos Lol asusio
5l iy Syyio RIP aS cowl (simo Ul Gul acil (o Susio 5 o8 15 Cusgaxo Shls RIP 1l (sw aS jghilod

Ll v axles aSod casiwy wudgazxo b RIP 1 .5,,8 (s b 5y eulps v 1) 15
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IGRP Composite Metric

1l il il T Cisco.com

19.2 kbps 19.2 kbps
g Source | |
-
Desﬁnaﬂani

Bandwidth «
Delay -
Reliability °
Loading
MTU -

: IGRP > SUu0 w0

>94py Maximum hop Count ,> [, RIP ¢usga=o IGRP ¢ululi . 3mib (5o 255 Hlaso ¢ul RIP M, IGRP s Lol
ol w30 95548 s sk 5 Sppio Gaasi S b suie guaizx IGRP L a8 cawil 9. (s 2xbo iyl a8 (lgw
Sl ) S (w0 WS 1 Suyso Gusi ) i S asd aS RIP @y v ozl

PSS axei s JSw @

I:l 19.2 Kbps

- |

(]
T s | — D_,,b_’
T

-1 "Z—?__

S
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IGRP Composite Metric
| T T Cisco.com

19.2 kbps 19.2 kbps

27

Destination

o

Bandwidth -
Delay °
Reliability *
Loading
MTU -

: IGRP > Syyi0

( hop Count)plS slaei RIP ;5 S0 aS stlxij « 590 Run 59, S5 S5 S, RIP (suljuno JSTgy asS (5,9
23940 o Wil suane Gosips Ulgic @ AD oo bl ¢ il
i85 3 by U IGRP . 55 (5o 0305 2umyi T1 6L Sligy b Sy @y 3,5 5508 1L Sligy aS Sypuno &8lg 5>


http://www.txt.ir

266

IGRP Composite Metric

gl I T Il Cisco.com

— ‘19._2 kbps 19.2 kbps -
g Source | |
Destination

Bandwidth -
Delay -
Reliability °
Loading *
MTU -

! (aol>]) IGRP > S0 w0

:Bandwidth
¢ w0 (olod Sy LS Slasuasio Uses ol (2,9 b s9ui Wil (ulisune JSUgy Ulsic @y IGRP aS (5,90 5>
L oSy A s, aSuing-o 55 (el + 39 (oo Wil o G Vlsie @ 3)ls Syicing 1l Sligy a5 Spane

S s wglad syl Sy 1L Sligy aS ABCD o 5l Ll « 3wl PC-2 Ol xado aS 5,5 wdl,s

:Delay

w29 L oo YOO U+ o ol S)lado 9 1S (o &S ,> o Jgb s packet S aS cowl (silboj 5l sowlisio
90 v Wil oo Guips Ulgie @y 3,15 SyieS delay aS Shuuo « Spyio w5 LS Se,eSB Ule wyl
:Load

G 5> U8 Uiy Wigo A yiobl ol W3 Jiisie gl (o o Syl aS auli )y s pwlbwly S8l px>
YOO vl load aS S o « 35S i 0lgi (50 YOO U o e oul ©ygo ol su€ 55 9 3,105 (swinss IGRP S0
Sopad (Spio a5 5505 e, Lle Cul Uo,8 b .ol Lsw doys Yo+ Ul l0ad aS Cowl e il

39 (s ol Huao Guyigs Ulgie @y s,l> 5,508 load as
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IGRP Composite Metric

[V I I I Il Cisco.com

19.2 kbps 19.2 kbps

27

Destination

Bandwidth -
Delay °
Reliability *
Loading
MTU -

: (awlsl) IGRP > Sujio aw

So v down wleds ug > SLe S .ol (o Juun Sy Use Gioko 9 S)lal Sy wwlso :Reliability

3,138 (s il 0, ol Ss, packet lost U g yuauo
0 YOO & * o slasio ol Wygo Gl su 55 9 35l (seinss IGRP Syyio uasti 5> 09 Ui Wig0 A siolly ol
ai_als iy Reliability as s « Suyio Guegi o L0 Sa,eSB Lilo culi Lo,9 U (ululy 6S s Ailgs

9 o ol e Gusgs Ulgie @y auwl

aSigl U9y 39 o asd,S b )y Sy S Sl as sl ojlail pwwwSle « Maximum Transmission Unit :MTU

10 s Sujie Guasi ) ol cul sy U Wi @ .3gu Fragment

Ui )80 A L Lol aiscdly Guss Syie e 5 @S suldsiobl b byl 4 b

Siiowd 138,00 Suyio s > Delay g Bandwidth yiolly o5 bad (b,9
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IGRP Composite Metric

gl I I I Cisco.com

‘19._2 kbps 19.2 kbps

g Source| |
Destination

Bandwidth -
Delay -
Reliability °
Loading *
MTU -

! (aol>]) IGRP > S0 w0

0 93 AS ()90 5> AS Cewl (sumo Ul ol L sl pusiiwe adayl, Delay b g ywsSeo alal, bandwidth b S i0
1l Slipy aS Spwn ¢ o 95 18 Sy, delay HiolL Usgy VLS, 29 U« puil ails wolaio 5L Sligy L
. cowls Al eSSy 1wl asls Sy
JaSis aS auiwl 39>90 S Destination g Source w aS (59,00 5> aS ol 390 sw oo il @S (Wlgw
Ol 5l (siowund 9 1000 Mb/s 20L sligy U Ethernet ol 5l (ssowwd Jlio job @ « il (salio Sla Type 5l oo
$39.8 w0 Awlzo 98> Susio « 56 k 2L sligy U dial-up
558 wsw by |, Count of Delay 5 Minimum Bandwidth « juwo ol Sujsio Gmsi Shy IGRP wlls ol 5>

:Load Balancing
Tl w95 95 v swlws S JSig, ysLoad Balancing

Equal Load Balancing .\

Unequal Load Balancing .Y
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IGRP Composite Metric
N T T TR Cisco.com

19.2 kbps 19.2 kbps

Destination i

Bandwidth
Delay
Reliability
Loading
MTU

2 (awlsl) IGRP > Syjio (sowy

aS suld o &3lg;> . dg i (8o punudi 1,1y ULy Sy aS uld o G Sudl,5 Equal Load Balancing >
4 U 6,9 iuwy wygo au RIP . 4GS (o S, o load Balancing s 1iil aade aSos U ulwsy o8 slasi shyls
;51 as ghiled Unequal Load Balancing > Lol .a8> (s wS,—w Load Balancing ,»> default w, g0 au |, juuuo
Shls (v Sod Svae b 5l 1S o wS,—i Load Balancing ¢l s aS S e aS 3,105 v cowliw il
a5 wl 0> VliSysie a8 uld e 9 0uS o wpi | Jad b 2oy o o ol 5 Lo il (il Sysie

P (s ol g, Sy Sg,y Variance jusi U L LS gl LS v wS i Load Balancing wldes s> wd,3 1,8
w0 sl 1, Unequal Load Balancing « IGRP ¢ululi . 3us i (oo Lol Ol 5, Sloc 092 9 03ly ul b awlsl s

S
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Configuring IGRP
1 Il UL

|l Il LA Cisco.com

‘ Router(config)#router igrp autonomous-system |

» Defines IGRP as the IP routing protocol

‘ Router(config-router)#network network-number |

- Selects participating attached networks

: IGRP SXis,Sw

b audles Lol O Sau,Sy b coawd ol 5> w3y Ll IGRP syl JSie,0 adsl oudlao b iyl @y b
Syudy s g0 Al>,0 95 5> Dynamic sla JSigy 150 diled JSign ol SaiuySy

olbue S5, Us)S Jled ¥

S w0 L ubsiune JSgsy ol b aS g, @ Connect s aSeis (89,20 .0
25 0loyd sehio ol Shy S Jled g, Sg, |y Ol ol 518 aS 1wl o ulimas JSign £99 9,20 1 Jgl o8
. puiS sw 3,19 Global Mode s |,

Router(config)#router igrp autonomous-system

AS S5 couul (oo xioilb asals information Jslg g 1S LS ,500 S0 U ecwlhd aS (uldyig, plod @ aiss
Aol acwls 5L, ulbws, Number
Sl S (s8y20 |y 2SS, IGRP s el 4158 aS Connect sl aSiuds ig) ,8 U aS oyl o 1 095 pS
LS sw 3,lg Router-mode s 1, 5u5 Ulo,d jglaio ol

Router(config-router)#network network-number
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IGRP Configuratio_n_ExampIe

I I Il Cisco.com

Autonomous System = 100

52 53 53
192.168.1.0
172.16.1.1 10444 104.4.2  10.2.2.2 10.2.2.3 192168141

router igrp 100 router igrp 100
network 172.16.0.0 network 192.168.1.0
network 10.0.0.0 network 10.0.0.0

router igrp 100
network 10.0.0.0

Extion i

:Jlo U ,> IGRP Saiu,Sy

Jled AS (ol sl yig, o, |, IGRP JSig, oudle > (o 9 25,15 51,8 100 o)locs LAS S, ;5 Co9 B« A Jig) aw 8
PSS w0 ey A s, Sg, |, IGRP ws5lul o, Jbo jobo @

LouS L 3,lg global mode s 1 5u5 wloyd sgkaio ol Sy . il (s g, ol Sg, IGRP Us,S Jled Jgl o8

Router(config)#router igrp 100
L9y >S50 @y ) Ol iyl oo JSo ol A4S 3y o S aSis (9520 4 cugi JSion ol Vs Jled 5l asy
a4 oplplo.awl (5o 10.0.0.0 9 172.16.0.0 sla Network ID L Connect aS.w 9> Shyls A g, .06S advertise

oS o 9o | il 5y osg0

Router(config-router)#network 172.16.0.0

Router(config-router)#network 10.0.0.0
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Verifying the IGRP Configuration

I il I I Cisco.com

192.168.1.0

1721611 10441 10442 10222 10223 192.168.41

RouterAlshow ip protecols
Routing Protocel is "igrp 100"
Sending updates every 30 seconds, next dus in 21 seconds
Invalid aftsr 270 seconds, hold down 280, flushed aftsr 630
Outgoing update filter list for all interfaces is
Inceming update filter list for all interfaces is
Dafault networks flagged in cutgoing updates
Default networks accepted from incoming updates
IGRP satric weight Kle=l, K2=0, K3=l, Ké=0, K5«0

Radistributing: igrp 100
Routing for Networks:
10.0.0.0
172,16.0.0
Routing Information Sources:
taway

Iy

Distance Last Update
100 00:01:01
(default im 100)

—

(IGRP )5 Olowbii (sww v

&4 IGRP sy (5o aS ghailowd .ayanis Liowl Ol aiy,S 09 9 IGRP (suliywwo JSig, adsl oudles b eyl a4 b
S ou S)lapS 1) aSw Sigdauei Link-State sla J S, WM,y oululo « ool (s Distance-Vector JSig .
Ulgic v Table Sy s |, Lpil 5 03,5 paziie |y (sdxo,é 9 (sdxo Sld aS i 4 s Girigy bid ashy
asS jehilod . oy w8 @ show ip Route Ulo,d Table ¢l whgizo Vs Sl .S sw S,10p55 Routing Table
oixod .2uS sw Jlw,l Full Update w 6.0 @ g Periodic v g0 @ |, la Update aS ol (sISGg,0 IGRP 1ls (w0

S oadlin |, sl aolss (sw show ip protocol Ll SeS s aS il sw (selixo Sl timer wslyls IGRP
280 « 270 < 90 Wiy A U9 Uuw Wygo 4 aS Flush g Holddown . Invalid « Update ;las,le IGRP s » Timer

« b w0 630 9
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Verifying the IGRP Configuration
1 T T Cisco.com

192.168.1.0

1721611 10441 10442 10222 10.2.2.3 192.168.1.1

FouterAlshow ip protocols

Routing Protocol is "igrp 100"
Sanding updates svery 90 ssconds, next dus in 31 sacands
Invalid after 270 seceonds, hold dewn 280, flushed afesr 630
Outgoing update filter list for all interfaces is
Inceming update filter list for all interfaces is
Dafsult networks flagged in cutgoing updates
Default from updates
IGRP matric weight Kle=l, K2=0, K3=l, K4=0, K5«0
IGRF maximum hopeount 100
IGHP maximus matric variance 1
Redistributing: igrp 100
Routing for Networks:

10.0.0.0
172,16.0.0
Routing Information Sources:
Cateway Distance Last Update

10.1.1.2 100 00:01:01
i (default im 100}

:( al>]) IGRP ;5 Glowkii (sww v

1ol s sy wygo 4 IGRP ;s Syjie Jgoyd

Metric = [(k1 * BW) + (K2 * BW) + (K3 * Delay)] + K5 (256 — Load) (Reliability + K4)

L0l Gus Suyie guasi ) Delay g Bandwidth sl yiol,b 06,8 G wjge @ als s aS jgbiles
show ip protocol ule,d (s=>9,%> ;5 |, el ol dwlgi s . 3uil o K1=K3=1 g K2=K4=K5=0 ul0 ol

S oasline
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Displaying the IP Routing Table
1 T T

I il Cisco.com

S3 53

192.1668.1.0

.172.16.1.1 10414 10112 10.2.22 10223 192.158.1.1I

| B pr——————y

| BoutsrAfshos i 5 souts

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGAF, EX - EIGRF external, O - OSFF, IA - OSFF inter area
WL - OSFF M3SA external type 1. M2 - OSPF NSSA external type 2

=1 - pePr sxtarnat tiome 1. B2 - mepe o
B - O5FF sxtsraal typs 1, B2 - OSFF

|

| Ll
i = IS-IS, L1 - I5-I5 level-1, LZ - IS-IS level-2, * - candidate default

U - par-user static routs, o - ODR

T - traffic snginesced route

|

| Gateway of last resort is not set

10.0.0.0/24 is subnetted, 2 subnets
X 10.2.2.0 [100/90856] wvia 20.1.1.2, 00:00:23, Serialz R
c 10.1.1.0 is directly connected, Serial? |§
1 192 168.1.0/24 [100/91056] wis 10.1.1.2, 00:00:23, Serial2 H

: IGRP ,> Routing Table sww,

o o LS Privileged mode | g user mode > |, Show ip Route wlo,$ « Routing Table whgixo ways Sl
9, au IGRP JS5g,) SwS as aS Connect ,u¢ ¢ Connect sla aSew vy Joli Table ¢l a6ls sw asS jghbilos
il v cowl 00w (8820

. (C) woMe L Connect sla aSuui 9 030 paseiw (I) coMe b (dxoyue Sla aSaw

S ol Julse 53 50 aSeud Ol b oouds auwlzo Syjie wawl 0aui 2,5 Routing Table s aS ol aSis 5o Juléo,s
i Juls 90956 S e b Serial 2 aud il b 51 10.2.2.0 aSieis « YU ugai s Jlio jeb @ .5gud (s )5

Aol s
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debug ip igrp transaction Command
T

I I I Il Cisco.com

53 83 EO

192.168.1.0
1?2,15.1.1110‘1.1.1 10.1.1.2  10.2.2.2 10.2.23 192.168.1.1

'l ip igrp

IGRP protocol debugging is on

Routera#

00:21:06: IGRP: sending update te 255.255.255.255 via Ethernet0 (172.16.1.1)

00:21:06: natwork 10.0.0.0, metrice=BE956

00:21:06: network 192.168.1.0, metric=91056

00:21:07: IGRP: sending update to 255.255.255.255 via Serial2 (10.1.1.1)

00:21:07: natwork 172.16.0.0, metric=1100

00:21:16: IGRP: received update from 10.1.1.2 on Serial? e

00:21:16: subnet 10.2.2.0, metric 90956 (neighbor BES56) %

00:21:16: natwork 192.168.1.0, matric 51056 (neighbor 83056) 1
i

: Debug Ulbo,9 SoS @ IGRP >,Sloc (saw,

UL dg o b pudyinl ool 2o bs 2ol gy walize o pundinl Sl aS (ulpsSy auilsi (o Uloyd Gl SoS @
2wl (s IP-Address ulo,d ¢l slol Jiol,b oS eadliwe wls;>
Receive Update From oLy «a5S «wdl,s solso ey b sl o uiwld pundil 51 S5 5l ) Sy s, @S (singa)s
pU interface 9 jolzo ,i9, Laad il Guw,sl « IP-Address oly ol 5> aS 1S (sw wdl,s |, IP-Address on Interface
b 5l Update casly)s 0loj oly ol 5US 5 wauil (s 05,8 @dl,s ol si,b 5l |, Update aS i, a3 51 Garsd il
ol a |, ol 458 Jlw,l |, Update s slgsy 5 g, @S (8i)90,5 .39 4 (b LAt o s Albgiy0 Lund il
S o Jlwl Guld gusd gl swlos 8ok 5l IGRP JSig 5> ( Broadcast Address ) 255.255.255.255
1 590 wsw 03ls Lawles Command Prompt s 505 ply ol Update JLw)l 5l o

Sending Update to 255.255.255.255 via Interface
Prevailed mode ;> no debug all L ¢ no debug ip igrp transaction uls,s ;| « Debugging us,S Jled,ue sl

PSS s o3 laiwl
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debug ip igrp events Command
I T T T Cisco.com

53 53

192.168.1.0

1?2.13.1.11 10141 10442 10.2.2.2 10.2.2.3 192.168.1.1

RouterA#debug ip igrp events

IGRP event debugging is on

RouterA#

: IGRP: sending update to 255.255.255.255 via EthernetO0 (172.16.1.1)
: IGRP: Update contains O interior, 2 system, and O exterior routes.
: IGRP: Total routes in update: 2

: IGRP: sending update to 255.255.255.255 via Serial2 (10.1.1.1)

: IGRP: Update contains O interior, 1 system, and O exterior routes.
: IGRP: Total routes in update: 1

: IGRP: received update from 10.1.1.2 on Serial2

: IGRP: Update contains 1 interior, 1 system, and O exterior routes.
: IGRP: Total routes in update: 2

: Debug U9 <SS @ IGRP >,Sloc (sww,)

o . 3o adles i wleMbl Jola W Update ¢ululy ool s9>90 Network sl slasi AS s aS (siloj
5> Events aols ;| Debug ip igrp ca=>9,35 Us,S anMs Sl . cowls adlss i Slakhw Debugging (s>g,>
S s oslasiwl Uloyd sl

820 Sl @) aS welas (ul L awl (s Debug ip igrp Transaction ulo,d (s>9,5> dilo Ulo,d cul (s>, ululu
0l s |y Ll slass had o Network

oo w8 @ |, Undebug all b g Ulo,8 ol 55 No aolS Sl 56 Ulo,d (ul Ws,S Jled e iy
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Updating Routing Information
Example

Cisco.com

192.168.1.0

172.15,1.1110.1.1‘1 10.1.1.2 10.2.2.2 10.2.2.3 192.168.1.1

Routerhd debug ip igrp transacticns
00:31:15: ALINEPROTO-5-UFDOMM: Line protocol on Interface Ethernst(, changed state to down|
00:31:15; IGRP: edition is now 3
00:31:15: IGRP: sending update to 255.255,255,255 vis SerialZ (10.1.1.1)

: network 172.16.0.0, metriced294967205
: Update contains 0 interior, 1 systes, and 0 sxterier routes,
: Total routes in update: 1
: Breadsasting request sn Saeiall
: received update from 10.1.1.7 on Serial?
subnat 10.2.2.0, matric 90856 (neighbor BEGSE)
network 172.16.0.0, metric 4204567265 (inacoessible)
metwork 152.168.1.0, setric 91056 (neighbor BRO56)
: Update contains 1 intericr, 2 systes, and 0 sxterior routes.
: Total routes in update: 3

)

:IGRP > Link & Ui gbd il sww, v

S a>gi Scenario ol 4 il (sw Distance-Vector JSig, Sy aS IGRP JSigy U iy suliil sy
A0S L s Al v Connect aSiui 95 Shls olaS L aS g, auw b ol aSw

JolS |, 595 Routing Table ;s il 5l 0118 18 9 05,5 Run Ll S S5 Sg, | IGRP (sul o JSgy0 aS 36S (5,9
owl 00w, Sl s @ asiow g 3l 03,8

oS shut down |, A Lig) 51 EQ Gud il (sviows Ojg0 @ sS 06,9

A S oUW walgs s« (Triggered Update) S2 (uud il (8,b 51 Update Jw,l U A 59, oululo
(00:31:15 ulej).25S 5w pMel B g, (sas j9lxo yig, @ |, 172.16.1.0

@ |, sul Update alLold\ g 48> (s plzul | wlsMol ol Routing Table s g 03,5 wdl,s |, Update .l B i,
S sw pdMela jig, @ |, 172.16.1.0 aSios wasl inaccessible g asiow)d sw A Jig,

U1, 172.16.1.0 aSic aS 35S (oo wwdly,s Serial 2 juud sl (gu,b 5l |, Update « 00:31:16 Oloj; 5> g, olnly

.(Split Horizon With Poison Reverse)wowl osls (i, 153( 4294967295 ) culps v Susio
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Updating Routing Information
Example (Cont.)

Cisco.com

192.168.1.0

update to 255.258.253.255 via Serial? (10.1.1.2)
swlmat 10.2 3.0, matri-=SRoLe
metwork 192.168.1.0, matric=89056
sending update to 255.255.255.255 via Seriall (10.2.2.2)
subnet 10.1.1.0, metric=88%56
natwork 172.16.0.0, metrio=89056
1 received update from 10.1.1.1 on Seriald
network 172.16.0.0, matric 4294967295 (inaccessible)
7 sdition is now 10

metwork 172.16.0.0, 94967295

network 192.168.1.0, metric=80056

: sending update to 255.255.255.255 via Serialld (10.2.2.2)
subnet 10.1.1.0, metric=#i856

natwork 172.16.0.0, metric=d204067295

5.255 via Seriall (10.1.1.2)

& \oama

:( @l>1)IGRP ,5 Link S Ui gbd 5wl Lo,

U ol oo ol .auS w2l | gl Routing Table « A g, 5l Triggered Update wsl)> yaxo @ B yig,
S pMel ) ol ol Gislee Slayis,

o Soio b 1) 172.16.1.0 aSeoi « 3wl w Loop 5l S5,Ssl> weils &, as Poison Reverse ugild ayliy A g, @
o UiwlsS C g, 4y 1, 172.16.1.0 aSi waw Possibly down . Triggered Update & b g a5 (s GinlsS wules
LADD

8 Uloj ol U, OLL a4 U oululsy 59, (o Hold down wJl> ay A i, 5| Triggered Update ,i8,3 L B Jig,

S (v drop g @i8,S oaiu S advertise i Suye b ) aSed ol as 30> Update
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Updating Routing Information
Example (Cont.)

__..‘-Lx_ismsz_, ReIasi S ea s IA- —_p
- w» :

I | Il Cisco.com

ATEi6.1.0)

TEE

c

e 10.2.2.0 in di; A

T 19Z.168.3.0/24 [100/95056] wia 10.2.2.3, 00109114, Seriail
172.16.1.1

:( @l>1)IGRP ,5 Link S Uasis gbd 5wl Lo

. 39, s Down s> a4 172.16.1.0 aSow vasw Down s wasiow b B g,
U1, 172.16.1.0 aSu—w B g, ol plio .ol (so asli 280 « IGRP ,> Holddown ule; auls (so aS jghilos
S swov glad aSew ol @ | S8l aud 9 06le Lo auli 280 wley WLL U g 055 S, possibly Down

DS s @By | ssewly 5wuS Ping 1) 172.16.1.0 aSeds aS (s0)8.0,5 o
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Updating Routing Information
Example (Cont.)

I |l |l AT Cisco.com

7216401 10.1.1.1 In.l.'l.zl 10.22.2 10223 19216811

Reutarbidabog ip TP transssticas
er—

14I0R| IGRP: weoeives updsts from 10.3.1.3 on Beriaid
Ratwsrk 172.16.0.0, sstric 83036 (maighbor 1100

Type mmcaps saquemce te abort
Beadiing 3, 160-byts ICHF Bchos to 172.1%.1.1, timsowt is 3 seconds

Beidmss wate ba 120 parcwnt (5/8), seund-teip infeegieas = J2F10/8 an 5

:( @I51)IGRP 5 Link & UAais ghad il csaw

Routing al_olW A g, « pusiS JLed | pusey 05,5 shut Down (siws &yg0 @ aS |, E0 yuudiul aS (si)s.0,5
)5S o Jlw,l 172.16.1.0 aSioiw wasw accessible  (sowo B 59, @ |, vl Update g 1S (sw Mol |, gl Table
.( Triggered Update

o Update |, sl Routing Table juu—w ¢ 015l , e Hold down ule; vl U Update «dl,s b B g, oulol
S

.lo sw 38U Possibly Down o3l 172.16.1.0 aSew Julso > Hold down wloy wawew, 0bl a0 b cul by

2> b o wse (echo Reply) Ping lg> aS 3uS (s 0adlie 1S Ping |, 172.16.1.0 aSuew aS (s3)5.0 >

.2l s Possibly Down aS.eaw 0l Routing Table s 9 aS (sJl>
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IGRP has several key features such as increased
scalability, a sophisticated metric, and multiple paths.

IGRP uses a composite routing metric that can include
bandwidth, delay, reliability, loading, and MTU value.

The IGRP composite routing metric supports multiple
paths between source and destination.

Use the router igrp and network commands to create an
IGRP routing process. Use the variance and traffic-share
commands to configure IGRP load balancing.

Use the show ip protocols and show ip route commands
to display information about your IGRP configuration.

Use the debug ip igrp transaction command to display
transaction information on IGRP routing transactions and
the debug ip igrp events command to display a summary
of the IGRP routing information.

. Al ghts roserved 1eND v20-5.

1 Ao)M>

ISie, oulwly 2wl o Distance-Vector (suluwo JSig, Sy ( Interior Gateway Routing Protocol) IGRP
JSi9,50 ol 0a0e (58519 .S Lsw 5,105 Routing Table 5 ) 1) (sdxo,ue 9 (sd=xo Sla aSi wleMbl aS cowl
2 aS suldyielyly il oo aunly siobl 1 @ RIP OMs 5 JSig50 ol 3 Supio . il (s 0l Lsg, Periodic
05 IGRP (6,9 Giwwy wigo au aS MTU g Reliability . Bandwidth. Delay « Load jlai,le 250> Giuds Soyio Guus
95 59 S0 So)y JSigs ol WS Jled Sl .ads so wdlss |, Delay 9 Bandwidth el 95 baid Sojio s
P S bl el o |y al>s0

lpaio JSigm 0s,S Jled .0

23S (w0 L8 ubune JSgyy ool b aS g, @ Connect s aSeis (89,20 . F
L Gadriial ol ols b g 30 (o 2ol gy wilizeo LB Lundriil 5l S LulpsSy 1les v Debug Uleyd S a

b w IP-Address Ulo,d ¢l (shol yiol)ly . aS sadlie Wlis> U |, Jgai sw


http://www.txt.ir

282

L P D

e SS9
EIGRP


http://www.txt.ir

YAY

HECEV-)

. EIGRP (vl o JSig, woliool
. EIGRP JSig pudais 9 SaipSuy WY
. EIGRP > (suls; Sl .Y
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Objectives

g T Cisco.com

Upon completing this lesson, you will be

able to:

- Describe the features and operation of EIGRP

« Use Cisco I0S commands to configure dynamic
routing using EIGRP, given a functioning router

* Use show and debug commands to identify
anomalies in dynamic routing operation using
EIGRP, given an operational router

: EIGRP JSigy v S,)90

Cisco S —w lawgi aS 1wl sw IGRP aid, iy asws « (Enhanced interior Gateway Routing Protocol) EIGRP

ol 00 sl 5 aolyb

LS o wdled AS U3 Is 5> aS ail sw IGPS JSig aiuws £5> EIGRP

eyl EIGRP | aSui wes s>bhb o b oululiy ool (s L8500 (sl Media g Topology e9i ,a U JSigs ol

LS w waled s50S Overheads VL, Convergence

A aedles Lusl ol Monitoring o «SsLw osly 09 b Guys ol 0>
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Introducing EIGRP

I AT Ul Cisco.com
IP Routing IP Routing
Protocols @ @ Protacols
AppleTalk AppleTalk
Routing Protocol Ent y Routing Prot
IGRP
IPX Routing IPX Routing i
Protocols Protocols B
i
EIGRP supports:

- Rapid convergence
* Reduced bandwidth usage
* Multiple network-layer protocols

:( al>l) EIGRP JSigy 9,20

15l G s Wyge A Sai Aiws duw Shls Dynamic slpdSigyy awls v aS ghiles

Distance-Vector .0
Link- state .f

Hybrid .V

|, L ¢uips Distance-Vector g Link-State slp.S5:9 51 cumwlan giuol 5l aS johilos Hybrid (o pogaw qiws
2s5lo .awb so Hybrid JSbg, S5 &8ls )5 EIGRP.aLul (sw EIGRP asiiws ¢l 5l JSig,0 digod wcwl 03,5 Ll
Sy AS (5590 15 9 55 50 3bi 53 5 S aio g, 9w Lig) Lwr Usx 1S w Jac Distance-Vector
ol 3,05 3529 Lol @S sl auSii Lol . 390 (o Jiio j9lsen S gy o Sylss Cgo @ s ol B> &, aSunins
k88 asly .39 seoi JLw,l Full Update wys-0 &u  Update (- Distance-Vector sla JSig,y SWUs 5 aS ol

wioals ay 5L g, s il (s Link-State sla JSig, aile (s9,b 5l . se.i (o pMel JS0s Sla Jig, @y wlhyusi

L3S o il |y 1 swasse Gurigs At Siglonsi piannls b g 3l Sty ooy
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Introducing EIGRP
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IP Routing IP Routing
Protocols ey (5= Protocols
AppleTalk -— -_— AppleTalk
Routing Protocol Enhanced Routing Protocol
IGRP
IPX Routing IPX Routing ]
Protocols Protocols B
i
EIGRP supports:

- Rapid convergence
* Reduced bandwidth usage
« Multiple network-layer protocols

:( al>l) EIGRP JSigy 9,20

wleMbl s asly sg i (seos 031> Giwyl3S Routing Table sl Link-State «sla J<Sig, susilo EIGRP )5 oululiy
LA Gsw gl b g, 550 @ |, Topology Table
Gd S |y aS it S8l 9 051> Lawl38l suly ez | EIGRP (ul,Sod wuesw 2lgi (o aSiod Sy wes sobb S
L 30 (w0 510555 9 0,03 (selizo Sl Table > aS cowl (salizo wleMbl slyls EIGRP . 4> (sw
Jolw as Routing Table g ol (so aSuis 399095 Jolio aS Topology Database ;1 aui,Le s Table ¢l
Al s gy gl S g, wleMbl as Neighboring Table g wlixo Sl Network 4 1 juwo ¢uyidleS
tuil s 5,18 @ EIGRP (suliyewno JSas (ol SlpSiue 5l (viasy
Diffusing o951 s, ,LS au U EIGRP 8> &, aSid 1> S, a5 (50,90 55 oulbSod VL cac,w @
L o giwhdl [ aSeis sulSes wew Update Algorithm (DUAL)
8 au Back up o 1im U SO (ool oy 0gMe aS ol ¢l 3,15 EIGRP aS Sl asgi L6 aiss

S s S,)lapSs Topology Database > aS.w
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IP Routing IP Routing
Protocols @ @ Protocols
AppleTalk AppleTalk
Routing Protocol Enk | Routing Prot
IGRP
IPX Routing IPX Routing i
Protocols Protocols B
i
EIGRP supports:

- Rapid convergence
* Reduced bandwidth usage
* Multiple network-layer protocols

:( aolsl) EIGRP JSigy 9,20

Ll aSais ol @y 5305 saaao W,S |y Sk |, Dual a3l s 4igy ol sammo Ls Down b byl

L300 (w0 WS > LwbSed e w Giugli8l el Back Up jusuo Gocils
g (0 gy ol 1S 53 A Sl SxieS ilio ouwiS oo oslaiwl sub see JSigy Ulgic @y EIGRP Sl aS (silos
JSGg,0 aiilo EIGRP g8l . 590 (so Jasio Stable aSicw ;> aS ausowd EIGRP 51 (sSudlys s W Hello Packet
wileMbl ,ig, 8. 35S (s 5L8 elzo iy U ) sSiluwed alyl, Hello Packet ws, ,8 @ b syl Link-State sla
55 9 4SS (sw Wl |, (Adjacency) 05,8 18 o (sSuluwed alayl) il L aS suld i, 51 W Hello packet owsi asl,
. S (sw ;|55 Neighboring Table

aSi 60 > aSl 4SS swieslaiwl Periodic Update ;1 syl Distance-Vector sla JSig,y BV 5, EIGRP o
Jlwyl B0 1) SyieS 16U Sligy ulplu. 1S w pMel | ol lasd ass> ¢, Routing Table > s us

S v JSi9 @ bgsye Sl Update
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EIGRP Terminology
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Neighbor Table—AppleTalk
Neighbor Table—IPX
Neiahbor Table—IP
Next-Hop  Interface
Router

Topoloay Table—AppleTalk
Topology Table—IPX

Topology Table—IP

Destination 1  Successor
Destination 1 Feasible Successor

: EIGRP > aJgl pudlan sy

o wsulbuwsiy 500, Apple Talkg IPX sla JSig, « IP Routed Protocol 5 ogMe aS vl (b juwo JSG9,0 EIGRP
16S L 5,105 Table auw wg)s | GiwileMbl 1S (sw LS EIGRP L aS sig,. 1S

Neighboring table .\

Topology table .Y

Routing table .Y
sl 05,5 513 3 5Silawod adal,y LT b aS el (sl g, 51 ileMbl Jolis Table .l :Neighboring table
. 3,ls point-to-point bl Jig, il b aS ol (sw j9lxo yig, awd il 9 IP Address Joluw wleMbl ¢l
S30do95 & 38lg 5> ol Lo wlio SO daso U b S e swloi Jola Table .l : Topology table
G lizo Sla aSuiw @y |, o ouigs DUAL 00,9301 Us,S RUN b g, 9 1S (sw S,lapS5 Table ¢l )s 1) aSiess
La Feasible Successorg Successor ad>,o ul)s g38lg )5 . a8> o ,1,8 ywl Routing table |, Lpsil g 05,5 wlswl

. b adles Ll oudlao ol b aolsl 55 . digis (s pasice
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EIGRP Terminology
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Neiahbor Table—IP

Next-Hop  Interface
Router

Topoloay Table—AppleTalk
Topology Table—IPX

Topology Table—IP

Destination 1 Successor
Destination 1 Feasible Successor

:( aol>l) EIGRP > aJgl pudlao sy

EIGRP JSig, au yogae aS |, DUAL ,euy,630l 5,8 JolS |, 593 Topology Table asiyl 5l as ,i, :Routing table
. Ad> w8 Routing table s g 05,5 oy |, & uwe g 9 =l il sw

sl Routing protocol Lgss EIGRP JSig,y . a3 Liwl Topology table g Routing Table wlgizo U Lyl @ b
ol o aS ()90 55 9 35S Lsw ki 5> Destination ,a @ Back up o Sy (sdeol o 51 09Me aS ol
I JS5g,0 ol W3es iokao ol 9 36 s gl o 523355 DUAL piy,6301 wanis RUN Wgly 095 suuno 9. Down
S 3,8 o W90 WG9S o 95 il Lkl Lol ads (o wlin

o bl iy O 5,S)oc 093 b b i azg5 u; pusdlao @

g i 03l iyl 9 0aui awlxo Lado U jglxo Jig, bwsi @S caowl (5Susie :(RD) Reported Distance
Hlase GuyieS aS sSuyio Oyl 59>9 daso U gy d93 5l aS saliko SlpSy 0 Ulo 5> :(FD) Feasible Distance
g sw wlzsl FD ulgie @y sl aals 1)

aS S o &3lg;s .3gub (s wlxil Successor e Ulgice a4y sl awls |) FD S ju0 aS S o :Successor

Aol Koy eSS Shyls
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EIGRP Terminology
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Neighbor Table—AppleTalk
Neiahbor Table—IPX
Neiahbor Table—IP
Next-Hop  Interface
Router

Topoloay Table—AppleTalk
Topology Table—IPX

Topology Table—IP

Destination 1  Successor
Destination 1 Feasible Successor

i( %I>l) EIGRP ,5 adsl pudlan s v

G uoo U vzl sy bylo s ol 5> ol FD<RD e > aS (si)5.0,5 :(FC) Feasible Condition
9 39 51,8 5 bl ol ol Lsw feasible Successor ws,S 1o Sl g8lg ,> .59 a8 Back up o ulgic
ww 1,8 Topology table s 9 5e.i (5w @i8,S Ly )5 Back UP juwo Ulgic @y 1S Yo byl ol 5> aS Shumuo

. 5)5
o Yo FC byl o s aS cowl o 9 il (s Successor juwwo Sl Backup .o :Feasible Successor

S
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Comparing EIGRP and IGRP
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 Similar metric

- Same load balancing

* Improved convergence time
* Reduced network overhead

: EIGRP g IGRP JSig 95 quwlio

Cisco (suly samuo JSigy 95 war Gulio 4 oudle> (o Coomad ol >+ 2uaui Lol EIGRP SlpuSiug b eyl a4
31555 IGRPg EIGRP (sus Sl

I,I> Distance-Vector sla JSig, aS (sS59 o 0doc. il (sw Distance-Vector (suli juwo JSig,y Sy EIGRP
ool Ll wsgy Periodic aiiwl Lsw

iy JudlS 9 Sl Ginl33l A Hzio 9 vy we> Ll S5 o5l L sls asiw 55 as sl s Shus
S9b v aSaw > Convergence

o g wwl Distance-Vector o aS cowl (sJSign g3lg, . il (o aid,uiny Distance-Vector JSig,y S, EIGRP
. Link-State

S w0 o 255 s3c 53 0wl Cowiy ,lase badd g ol (sw IGRP silo EIGRP S0

ay g MTU ( Reliability « Delay « Load . bandwidth ;| a.i,le 351> Giuss Suyio awlxo 5> aS (suld ol 8519 )5

0)ls sy S i auwlxo,> Delay g Bandwidth jusio 95 Default o 9.0
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Comparing EIGRP and IGRP
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- Similar metric

- Same load balancing

* Improved convergence time
* Reduced network overhead

:( aolsl) EIGRP ¢ IGRP JSig, 95 quwlio

Wolese Sosi0 b dase SO @ ppmie 1 aS (g0 > bl L3S e iluiiy |, Unequal load Balancing gs,a
.S _sw Balance Ll o | L8l 5 05,5 Glkisl | yunuo Hlp> U Default 9.0 a0 IGRP aile EIGRP aiils 39>
Topology Table ,> Backup ,.wo S EIGRP 1,5 . ol (so IGRP 5l yiiiy (sl EIGRP 5> (sul,S0d wuc,w
( Feasible Successor) Backup auuo. ( Successor) (slool jwo ws DOWN &yeo 55 Gululy .« 35S (o )l
SO ST Sy, JSig,e ((Convergence) sl ,Sod e, w 1id 39w (oo 1350l DUAL pi,6801 sao Sl wgay
Caooad ol 3 33 Lol EIGRP (ulaae JSisn adsl audlin b Leil @0 U .33S o i i8] @Sy s i,
o adles Lowl ol sau,Sw b
Syudy o w0 al>e 95 5> Dynamic sl JSigs ,Sus siled JSigy ol SxiuSa

ovbso JSig 0nS Jled F

S s LS ulbae JSgy ool b as g, @ Connect Sla aSoiw (w920 .V
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* Similar metric

- Same load balancing
 Improved convergence time
* Reduced network overhead

:( @l>1) EIGRP g IGRP JSig,) 95 duwslio

+ S Run | of cowl 51,8 aS ail o ulieas JSioy €95 (8920 1 Jgl o8
. puiiS sw 3,lg Global Mode s | 505 Ulo)d jehio ol Sl

Router(config)#router eigrp autonomous-system
AS &, el (oo 2wl asiwls information Jsla 9 asS LS 58000 U cewlLbd aS suldjig, plod @ auss
3,5 5,18 ulwS,; Number
Router Mode |, ;5 Ulo,® jokio ol Shy .3wuS (88,20 |, Connect sla aSais Hig) 8 U aS ol o & p9> pS
S s 3)ls

Router(config-router)#network network-number
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EIGRP Configuration Example
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Autonnmnus Systern =100
53
172.16.1.0 192.465.1.0
l?zwll 10141 10142 10222 10.2.2.3 19216511
router aig:-p 100 router eigrp 100
network 172.16.0.0 network 192.168.1.0
network 10.0.0.0 network 10.0.0.0

router eigrp 100
network 10.0.0.0

R e

iJlo &, EIGRP JSigyy S Sy

Jled AS ol sl g, S, |, EIGRP JSigp pudlg> (5w 9 25505 ;1,8 100 o,locis ULAS &, ;5 C9 B« A Jig) aw 10

PS50 ey A gy Sg, |) EIGRP 6J|AJ| ol) Jlin)gjoﬂq

ouiS s 3)lg global mode s |y 55 Oloyd jehaio ol Shy .l (sw gy il S,y EIGRP ws,S Jled Jgl 08

Router(config)#router eigrp 100

Laiey »Su3 au [y Ol cowgl tsoo J ST ol S 3wy (o Sl @S (09,20 4 gl JSigs il Vi Jled 5l asmy

a4 ulplo.awl (so 10.0.0.0 9 172.16.0.0 sla Network ID L Connect aSu_w 9> shls A g, .2uS Advertise

oS w920 |y il 5y g0

Router(config-router)#network 172.16.0.0

Router(config-router)#network 10.0.0.0
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Summary
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« EIGRP is an interior gateway protocol suited for
many different topologies and media.

* EIGRP is an enhanced version of the IGRP
developed by Cisco, with improved convergence
properties and operating efficiency over IGRP.

« Use the router eigrp and network commands to
create an EIGRP routing process.

« Use the show ip eigrp commands to display
information about your EIGRP configuration.

* To display information on EIGRP packets, use the
debug ip eigrp privileged EXEC command.

1 Ao)M>

Cisco S ,—w bhwgi aS 1wl o IGRP aid, iy asws « (Enhanced interior Gateway Routing Protocol) EIGRP
LS o wdled IS AS I 5> aS auib (sw IGPS JSUg ) aiiws s3> EIGRP. wowl oanw >)laliwl 9 s>lhb
o vy 5wl, Apple Talkg IPX sla JSg, « IP Routed Protocol 5 ogMe aS wwl (b juwo JSG9,0 EIGRP
. Neighboring table :3.S (s ,lapSiTable aw wg,s |, GwileMbl 4S50 ,LS EIGRP Uy aS (S,Jg,. 2iS
.Routing table . Topology table
Vi down wye o 5,5 U asS so S,11S5 Topology Table ;s Backup juwo S0 (slol yuuuo 51 09Me EIGRP
S lSod ey w bl + 590 Jol o Gu3Sul> 095 suno DUAL oipe3)l saxo Shh=l Leay (sdol seuo
FasS bl il G | al>s0 95 i) S Se,y JSignn ol 03,8 Jled Sl S G g il

lpmuio JSigm 0nS Jled 0

A0S o LS Gulbaue JSg il b as g, 4o Connect sla aSuis (39,20 WY


http://www.txt.ir

296

P PARD YWD

e SS9
OSPF


http://www.txt.ir

Yav

. OSPF L;\Jb)z.u.\.o JSJg)_g Lsub_wi
. OSPF JSiig s pulaii 9 SaiuySy
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Objectives

g T Cisco.com

Upon completing this lesson, you will be
able to:

- Describe the features and operation of OSPF

» Use Cisco I0OS commands to configure dynamic
routing for a single area OSPF network, given a
functioning router

« Use show and debug commands to identify
anomalies in dynamic routing operation using
OSPF, given an operational router

: OSPF JSig )y o0 S99

T U9 (W Sy ewnd’ awd Y ay Dynamic Routing Protocol als (sw aS jghilod

Distance-Vector

Link-State

A

.Y

Y

Ll Link-State sy pgw dicws 31 OSPF JSig, b gwsd ol 5>+ s biowl ascwiS Sl Guys s Jsl aiws gsb

il o AS U315 s o s,8kac @iols el + bl s IGPS JSig, Sy EIGRP g IGRP. RIP silos OSPF

A aedles Lusl ol wsjlasl ol 0g=s o syl Link-State sla JSigy 0lgils 51 OSPF JSigy b locis s ol >

1500w D, iy (S Saiy aiws 95 OSPF sl ol 9 (88520 Sl

Single Area OSPF .\

Multiple Area OSPF .Y
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Introducing OSPF
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0SPF
@ e @
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P @ e e
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« Open standard
* Shortest path first (SPF) algorithm
« Link-state routing protocol (vs. distance vector)

: OSPF JSigy 9,20

AS J51s 55 JSie ol Caowl csuso 0l ol + 3l (s igps e JSg s aiws 5| EIGRP ¢ IGRP  RIP xislo OSPF
.S sw by ;53 i | wliso AS 65 9 05,5 Joc AS 95 G wewl (sJSig aS BGP BMs ) 1aisS 5w Joc
Open Source JSig, o 1wl so Cisco wS i bwgi oauw > luliowl JSGg, aS EIGRP g IGRP bV, OSPF
. Cowl 0acw >)lasbowl YAAA JLw s TETF bowes aS wowl
D Cowl 5o5 58509 95 Sbls 9 caewl oaui lauliwl IP Sla aSis gy 5o S, ol
OSPF Ulgic cuzs Ol U39 o> 9 030 3,losbewl YAAA Jlw s aS owl Open Standard JSig, o )
3wl v ywyiows 8 RFC 2328 5 Version 2
) aSu Sigdosgi aS ol (simo Ul ol .ol (sw vl Link-State slpSg Al 5 JSig, S, OSPF .Y
Dijkstra vlgic vz (swine-SJl 5l oslaiwl L pus—wg 03,915 595 Ugiy dined sy Sy Wygo Ay

.Ad> w8 Routing Table s g 1S (s law | Juso o lisS
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OSPF as a Link-State Protocol
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» OSPF propagates link-state advertisements
rather than routing table updates.

» LSAs are flooded to all OSPF routers in the area.

» The OSPF link-state database is pieced together
from the LSAs generated by the OSPF routers.

» OSPF uses the SPF algorithm to calculate the
shortest path to a destination.

—Link = router interface

—State = description of an interface and its
relationship to neighboring routers

: Link State JSig» Ulgic &y OSPF (59,20

JS5951 9 OSPF (s Aaglio b caoad ol 5> . 3yaui Lowl Distance-Vector JSigy SleaSi9 b aciiS Sla g s
. b adles Ludl i JSg, ol U« Distance-Vector sla
Link- S5 s |, La Link ol 5l plas ,a State ¢ s link Jolw wleMbl 9 ol sw vl Link-State JSig . S, OSPF
S Lsw S,lapSs State Database
o 229 ) jolzxo Slaigy L g, Ul (sSluod bly,l 092 9 Interface 5,90 5 Link S @y bgs,o State gély s
L ADS
bl v s Dlse Jolis pundriil Sy 3,90 > o

uudyiul IP Address .\

Subnet Mask .Y

> L g Multipoint L Point-to-point JUio ,eb @y, cawl 0aui @3ly Ol 55 Lundyiiyl aS sl aSew Type .Y

. 5% Type

. 0uCg Y
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» OSPF propagates link-state advertisements
rather than routing table updates.

» LSAs are flooded to all OSPF routers in the area.

- The OSPF link-state database is pieced together
from the LSAs generated by the OSPF routers.

* OSPF uses the SPF algorithm to calculate the
shortest path to a destination.

—Link = router interface

—State = description of an interface and its
relationship to neighboring routers

:( aol>l) Link State JSigy Ulgic @y OSPF (59,20

Sla JShgn )> 2w pasaino Distance-Vector sls [ <SGg,y 9 OSPF JSGg,0 (o O ol Lol @0 b ol ulo
wldoc 55 8,50 wleMbl « sl o Ld o Guips wleMbl Jolw aS Table &, ;> a, Distance-Vector
wleMbl (LSA) Link-State Advertisement oL au (sulpiSs JLw,l SwS a OSPF s a jig, .55l (sainss (suluuo
S v Jluyl sl 5L8 pazie 4l Ky s aS 8,50 sla,ig, @ |, 593 Link-State Database

Jlw,)l U ) ol ol yig, « Network wai Down ug=ed aas &, au>U ol Topology ,s S usi S aS (sijg.0 )5
Periodic- . Distance-Vector slelSigy, SMs> 5 OSPF (ululy . ads o UislsS a4l ol s ,50s sla g, 4y LSA
5L aaas ¢, aSos Topology s Syusi S| (sa> Distance-Vector slplSig,y 55 auls (s aS ghiles .5l Update
.S s Jlw,l Update Sy e j9lxo Sl i, @ |, gl Routing Table JS g, ,8 yaxuiw Sl s

Routing a bg,0 Periodic-Update JSigy ol 55 aS cawl (suimo Ol ol wnss 463 ol cauming OSPF s Lol

5,10 39>¢ Table
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OSPF as a Link-State Protocol

AT T T Cisco.com

» OSPF propagates link-state advertisements
rather than routing table updates.

» LSAs are flooded to all OSPF routers in the area.

» The OSPF link-state database is pieced together
from the LSAs generated by the OSPF routers.

» OSPF uses the SPF algorithm to calculate the
shortest path to a destination.

—Link = router interface

—State = description of an interface and its
relationship to neighboring routers

:(awol>l) Link State JSig s Ulgic &y OSPF (59,20

.S sw Advertise  jazwiw au>U > |, Ul Link-State Database wleMbl JS ;L S asds Y+ ,a OSPF 1auiss
0 O4€ 9 03 putris La uud, il 5l plaS ;8 Sy, aS (5Sus0 9 Jeaie S Guud il wleMbl ol S, LSA
. aab

idUigS (Dijkstra) OSPF puiy,6 80l ws,S Run SwoS ay , g5 Link-State Database J.oSi 5| a2 OSPF 5 jig, 8
A3 (w8 Routing Table s |, Ll 9 05,5 o | 1 e

Ulgi (5o aS cwl (suo Ul ul. S Joc hierarchical aSiw &5 s lgi (s EIGRP g IGRP  RIP &M ,, OSPF

oS Run 1 wouwd (ul g,y |) OSPF w9 05,5 Sai puawdi S8>9S S asb @y | aSew

$3,l5 3939 aSids Sy owwds 4 Lswolsll ax aS ol Gl 3l o G S Jlgw
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OSPF as a Link-State Protocol

T T T Cisco.com

* OSPF propagates link-state advertisements
rather than routing table updates.

» LSAs are flooded to all OSPF routers in the area.

» The OSPF link-state database is pieced together
from the LSAs generated by the OSPF routers.

* OSPF uses the SPF algorithm to calculate the
shortest path to a destination.

—Link = router interface

—State = description of an interface and its
relationship to neighboring routers

: Link State JSig s Ulgic &y OSPF (59,20

ol oS @y OSPF 0uy,6301 9 auil s aSei Sigdaugi wleMbl Jolis Link-State Database il (sw aS jghilod
Link-State Database ¢l ;S| Jl> . 318> (sw ,1,8 Gl Routing Table 5 9 05,5 1oy ) & juwo GuidlsS wleMbl
58 Wyg0 Wb Sy sy Al Sy

5 aS (Area)sl ay>U ol Sipleigi aS vl (8IS g, 58 ,iS=sS S Al @ aSud Saiu ppwi b aS (300 5>
05,5 Joc iz, w Dijkstra peuy,e3)l « 1l ,iS>eS Link-State Database o5l as,a ¢ululy .l | osui gdlg ol
o o iti Area Ulgic cxi ausU i a4y AS S, OSPF s g3y 5. 59 (swo iy aSaid (sulbSod cucyw g
Al o silizxo sld Network Jolo W Area ol 5l olaS ,a aS s

Area wg,s ;55 Slaig, 5l L LSA bwgi aS cwl (sileMbl (swloi Jolis yig, Sy Link-State Database ¢plnly
o sl ;53S0 U |, 593 Link-State Database au,ls ,1,8 Area 5 wg,s aS (suld,ig, Gubuli. 3o (o bl

. 39w sw sulwsy Link-State Database sl)ls aseis 5> 9 auS
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OSPF Hierarchical Routing

gl LI I I Cisco.com

Autonomous System

« Consists of areas and autonomous systems
» Minimizes routing update traffic

: OSPF sl WY Jaw saw, 0

oo aisS Area S Ll 5l plaS 58 @y aS 4ol s @ 1) AS S caowl 5318 OSPF ayaui asgio il b aS ghiles
109D W pwwdi (S w95 @ Area . uuS (sw puswdi 390

Backbone Area .\

non Backbone Area .Y
S8 50 oyl 550355 b g 0ani Juaie Ul @y L3> Sla Area aS cauwl sl au>U « Backbone Area :Backbone Area
Backbone 15,8 s ,l,8 Area 0 ug,> aS (suld ,ig, a .39 (s 03> Giylos Area 0 U |, Area oyl 2GS sw
. 394 Lsw aisS Router
Sg, Area SU > s Area oy osuls ¢ Hierarchical s>Lb S5 anwls U oululu :Non Backbone Router

L3138 v Ll Sl asb wjee @ haad ash 5158 sws LG AS S
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Cisco.com

\\-_-—/ !

Autonomous System

NOR 2

§

 Consists of areas and autonomous systems
* Minimizes routing update traffic

:( aol>l) OSPF sl au¥ Jao sawy

. Mg v s Ll Area ol sl g, Routing Table g Link-State Database lass ol ol
135S Uly 4y wyse 4 |, AS S Hierarchical (s>bb (IS SLle Olgi s ol by

. SPF ;9301 awlzo ey Giwl3dl )

. Routing Table vaw S=¢8 .Y

S > S8l judlS aswi)s g Link-State Database o;lul g Overhead jusalS .Y
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Cisco.com

___Router A ___RouterD

ICHDRGE 241

« Places each router at the root of a tree and calculates the
shortest path to each destination based on the cumulative cost

+ Cost = 108/bandwidth (bps)

: SPF i 9801 (w0

sl wygo 4 | S Slayie, paw 9 @)y Sy Ay, Vlgie @ 1 gy 8 « SPF pieSl 1ils sw aS ghilos
05,5 awlxo Cost Suyio pwlwhy [ W Node 5l oIS 58 @ juwo GuidlsS Gululy « 358 (sw Lk s> W)y sla
. 18> 5w ,1,9 3¢5 Routing Table ;s |, ol o

. 3,ls Bandwidth b GusSeo alal, usd il Sy au bogs o Cost

10 Mb/s 1L sl U Sod S ar e S Delay g Overhead oslhls 56 K b sligy U Sod S Jlio j9b @
Olgic a4 il s 10 Mb/s Ol 2Ub Sligy aS (xS « 95 el oo WLl L3 aS ol (rpuds Qs L « bl (o
N WRSICST] TRV

S o b 53 sy wiso A pudil S8 Sl Cost awlxe Sl |y (g0’ o8 L g0 @y OSPF
Cost=100000000/Bandwdth (in bps)

..ol (s 100000000/1544000=64 ,las0 L Cost ws,l> 1.544Mbps 1L sl U T1 b ululy
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Configuring Single Area OSPF

Cisco.com

‘Router(config)#router ospf process-id

- Defines OSPF as the IP routing protocol

‘Router(config—router)#network address mask area area-id

< Assigns networks to a specific OSPF area

: Single Area «J> ,> OSPF sSau,Sy

b adles Lol ol aiuySy b caonwd ol 55 auaiis sl OSPF (sulyue JSie adsl oudlén b il @ U
Sl o wyso al>,0 95 53 W Dynamic Routing Protocol [3,s silod gy ol SainySw

vl JSUgy WS Jled L)

Xl ai9,3 1,8 abogy o Area s aS S,ig, @y Connect sla aScds 9,20 .Y
. =0 Process-id b o0 OSPF syl o JSign ws,S Jled 1 Jgl oIS
. puiS sw 3,lg Global Mode s | 5y Ulo,d jekaio ol Sl

Router(config)#router ospf process-id

lgs 5o OSPF aiwgyy iz 509y So S, .+ 59 (sw 031> s OSPF atwgyy 4 aS wowl Ssac 1 Process-id
039 Local sace ool 13 . 268 SuSas )38 5l He awgyy ool aS il v Saxlg sae & @ 5l ululo e Run
Process-id aS ;|1 S;5ks aiuS sw S OSPF L aS (suld Jig, bl « 3,138 (swou ,uil ,30s Sa ig, 5,Sloc S o

Aol acal ol
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Configuring Single Are

a QSPF

T Cisco.com

‘Router(config)#router ospf process-id |

- Defines OSPF as the IP routing protocol

‘ Router(config-router)#network address mask area area-id |

» Assigns networks to a specific OSPF area

:( aol>l) Single Area wJ> ,> OSPF Sau, Sy

)bqu)JLu_L‘.‘S.-s\ous)_wospl:q_mg),{)bwm&ubqspusuamwbd\owkrA)b:ps)pls

LS o 920 |y S S OSPF s eusles (sw aS |, syl Connect sl aSi cuonnd ol

Router(config-router)#network address mask area area-id

5l 9 Network ol 51 sula IP Address axs au aS pusS pasio « Network us,S jasis 5l as cowl v bl

Sy . puds o plsl | @y ol Wild Card Mask SoS au ¢l ulu .35 pudles 1o (sawiows g, oul Borb

Sld e Sls a9 500 ww ) S ww Sl a; abg, o Subnet Mask s cowl 9IS « Wild Card Mask acwlxo

P S azgi s Jle @ pudd DS ) v o

Subent mask: 255.255.0.0

Wild Card Mask: 0.0.255.255
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Configuring Single Area OSPF

Cisco.com

‘ Router (config)#router ospf process-id |

- Defines OSPF as the IP routing protocol

‘ Router(config-router)#network address mask area area-id ‘

< Assigns networks to a specific OSPF area

:( awl>l) Single Area wJ> ,> OSPF Sau Sy

el . 590 (5o g8lg walizo Areagb)bu':_lj'zou@)@|gbébbj|jg)dgqs.u7dpmgs\ﬂl>@9)b)|
. Cwl 0aw g8ly Sl Area ax > aSui ol aS owsSy puiS o (8820 OSPF 5 |, Sl aSuis (sidy aS owl o3V

S (o Dl 1 ol oaui g8l Ol > alaie aSiud 9 puwd il aS syl Area o,loui Areaid oowd s byl
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OSPF Configuration Example

I Cisco.com

Area=0
EQ 52 52 53 53 EQ
172.16.1.0 192.168.1.0
172.16.1.1 10144 10,1.1.2l 10.2.2.2 10.2.2.3 19216811

router ospf 100
network 10.1.1.
network 10.2.2.

E

[

o
T

1Jlo & > OSPF sau,sw

puS Jled 5ig, auw ol Sy, |, OSPF JSig, pusdles (s . S axgi aigas JSobs ol @
. pS o saw B g, g, |, OSPF s5la6l ol Jbo jeb @y .26l 0aui &3lg Area 0 )5 g, aw L,
ol w iy WG L o8 95 OSPF sjlul ol sl
)9, Sg, OSPF ws,S Run : Jgl plS
T S o Jled o5 w9 |, 100 ,laso L Process-id U |, OSPF g, ¢l S,
Router(config)#router ospf 100
.Connect sla aSuis (59,20 & 9> o8
Host Address puilsi (so o 9 3,5 (58,20 Network ID w60 @ |, Connect Sa aSw Ulgi (sw o yig, il Sy,
cpasS (89,20 |y (Gud il IP Address)
Wild Card ululo . acwl sw 255.255.255.255 w50 as Subnet mask sl)ls Host Address asls (swo aS jgboilos

. b o 0.0.0.0 w90 @ ol Mask
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Cisco.com

192.168.1.0

h
router ospf 100
network 10.1.1.2 0.0.0.0 area 0 %‘
network 10.2.2.2 0.0.0.0 arxea 0 i

1( aoldl) JUo Sy, OSPF S ,Sw

Router(config-router)#network 10.1.1.2 0.0.0.0 area 0

Router(config-router)#network 10.2.2.2 0.0.0.0 area 0

03 @3lg (sl Area ax > aS puS paswivo LU wsei pKid Gululy . 6l oas g8lg AREA 0 > Gudsiial 95 ol

.l
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Configuring Loopback Interfaces

Il I Cisco.com

Unadvertised Loopback Address
Ex: 192.168.255.254
* Not in OSPF table

Advertised Loopback Address
Ex: 172.16.17.5

In OSPF table

» Saves address space | | * Uses address space
= Cannoi use ping - Can use ping
Network
172.16.0.0

CHDI00N 8

Router ID:
* Number by which the router is known to OSPF

 Default: The highest IP address on an active interface at the
moment of OSPF process startup

» Can be overridden by a loopback interface: Highest IP address
of any active loopback interface

! OSPF ,> RID pukuii

JSGg, aS Sl aSui 5> 39 s Aislizd OSPF aSiuis 3 yig, 58 Ol SweS @ aS wuwl Sl aazain (Router ID
RID U 50 |, Lavyig, sy 9 1S (5o (s8y20 Lidyig; 5505 au RID U 1) 593 3> 5ig) 58 wowly>l OSPF (sulypao
Aewlbics w vlagla

€ 5,5 oaaline Vlg Lo WS> |y 3ae el A4S awl ol Wl (o Uiy aS (lgw

o pasiis 59, Sy RID vlgic a yig, S Jled Sla pund sil Ul > TP Address (0,500 0,8 Uiww wogo @
Y- V)

sioh L S aS pud il siebb a1 RID Glzwl by waile aslszs 51l 5ig, 4 RID (g vl oy wapyi ol
RID Ll asess ;> 9 OSPF 5, Sloc Sg)y 590 Down aS (536,50 55 gasd yisul + oul 03l s 2ol sw Hlaubl
odls aslgs 56

v 23S baize sk U9y 8 ol siebly Sy |, OF OSPF 5,Slee U3)S Il Sl aS oai auogs

. 2wl o UP aliod aS wowl Sjlso (sound il < Loop Back Interface
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Configuring Loopback Interfaces
1 T T T

I T TN Cisco.com

Unadvertised Loopback Address f
Ex: 172.16.17.5

Ex: 192.168.255.254

* Not in OSPF table + In OSPF table
* Saves address space * Uses address space
« Cannot use ping @ + Can use ping
Network
172.16.0.0

ChDaGR 2.

Router ID:
« Number by which the router is known to OSPF
+ Default: The highest IP address on an active interface at the
moment of OSPF process startup

« Can be overridden by a loopback interface: Highest IP address
of any active loopback interface

: OSPF ,> RID pubui

Sl udiul SoL; slasi jog, So Sy, awilgi (s - o (8Su5wd puwd il S Loop Back Interface gélg >
c b e wse U Silxe pud il ol s 0 L S s

Router(Config)#interface loopback number
owd iyl 65536 slaei au alg (s aS wwl (sueo Ol ol L 2wl 65535 6 0w Ssace wlgi sw :number
o 8L UP 0l 03,6 Bis U g 00 UP Gud il ol , Ol capei pameo a4 . 0S Gappei g, Sy Sy Silo
2> Jsl oglel ¢ il 03,8 wasei Loop back uud il 1ig) s, a8 (sisges , RID Lkl plSia cubli ailo
Ulgic au IP Address ,.,5VL « Loop Back sla juud sl wlw 5l 9 ool (s Loop Back Interface L RID sl
. o4 s wlzl RID
Aalgs Uzl Jled Sla Guud il Ul 51 RID 2wl 05,55 way,es Loop Back yuwd il Jig, S Sy, aS (sd,9.0
RID Uy 159, 58 « OSPF aS s 5> a2y 4y ol Sl palmlis + uacii Ll 55, 58 Sg, RID Gl b Lyl a4 b s

Ao wlgs aslow
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Unadvertised Loopback Address Advertised Loopback Add
Ex: 192.168.255.254 Ex: 172.16.17.5
* Not in OSPF table « In OSPF table
» Saves address space * Uses address space

= Cannoi use ping e - Can use ping

Network )

172.16.0.0 3

]

Router ID:
* Number by which the router is known to OSPF

 Default: The highest IP address on an active interface at the
moment of OSPF process startup

» Can be overridden by a loopback interface: Highest IP address
of any active loopback interface

2002, Cisco Systems, Inc. Al rights reserved 1eND V205,

:( awl>l) OSPF ,> RID pubii

:DR/BDR
2ol 3 Sod 1il 39290 aSuis ol Sg) yg, i aS (Nijgo > Ethernet slo Multi-access aSos S5 s
299y Sy 5> AS ()90 53, bl o (Neighbor) qyluos 1S Slayig, b yig, 48 (i, 1,1 Neighboring akyl,
&8Iy Ethernet aSi S, aS suld yigy ol @ yig) 58 Counl (o 3185 GabS | s il 20lo 9 185 &) Huss
o;laul au 3wl s9>90 Multi-access aSiew Sg;) yig, U N aS (50 55 sl 5y ululo . a6S v JLwl 3l oo

J=> ol, . 3¢ aslgs Multi-access aSuw S 5> YU Sl 5l vlas ol 9 wowls pudles W yig, ouw adal, N(N-1)/2
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Configuring Loopback Interfaces
1 T T T

I T TN Cisco.com

Unadvertised Loopback Address f
Ex: 172.16.17.5

Ex: 192.168.255.254

* Not in OSPF table + In OSPF table
* Saves address space * Uses address space
« Cannot use ping @ + Can use ping
Network
172.16.0.0

ChDaGR 2.

Router ID:
« Number by which the router is known to OSPF

+ Default: The highest IP address on an active interface at the
moment of OSPF process startup

« Can be overridden by a loopback interface: Highest IP address
of any active loopback interface

2002, Cisco Systems, Inc. Al rightsresarvec 16D v20-5.

: OSPF ,> RID pubi

9y o=l b |, 59> Link-State Database ailgi (s d)ig, (swolod « Soui wlzisl oaiglos Ulgic @y Jig, Sy aS (si)0.0,5
eMbl ;3 Slayig, @ ) whus ol « S @8lys S Slasig, 5l L Srusi aS (wigo 5> saulos yig, 9 1S VLS,
BV-3V

S350 cswo Wil S)lheo ax b oasglos g, 1,l5,1,8 Multi-access buxo Sy 5> aS suldyig, Ulo,s

VL as sy, 1l @is,3 1,8 Multi-access buxo Sy 5 aS suld,ig, Ul 5> . il (s RID Jlgow ol @ gowly
05 )i AS ()90 L 39w Wil 6wl g, wled | ¢ Designated Router ulgic @y sl acals |, RID
95 8 ululu . 218> (sw gMbl BDR g DR g, @ ( Link-State Update ) LSU <JB ;> Wl ol yig, ad> &, aSuui
hu=o 5,505 Slayig, auss au | whwss ol DR g, lh 86 (sJg 2SS (s Mol |, 593 Link-State Database g,
Uik Down jaxo @y 9 38> (swi elzl Ll (s Jled DR aS (silo; U 1, ,IS il BDR g aiS (w0 oMl Multi-access

3940 sw wlzwl DR vlgic @y BDR g, « DR g,
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Verifying the OSPF Configuration

Cisco.com

‘ Router#show ip protocols |

« Verifies that OSPF is configured

‘ Router#show ip route |

- Displays all the routes learned by the router

‘ Router#show ip ospf interface |

« Displays area-ID and adjacency information

‘ Router#show ip ospf neighbor |

 Displays OSPF-neighbor information on a per-interface basis

: OSPF Uloubuii (sww v

. uouw Lowl Single Area S Sg, OSPF (sulmio SS9, oS3l ol b il a4 b

o s |y oleMbl ails (seor 3y lowl OSPF logas (sl Link-State sla JSigy U byl @ b aS jghilos
. S o SoS Show ulo,d I W Table ¢l wlgixo dadliwe Shy . 1S (sw )15 walizo Table

Network g La juuwd il Sl S o 9 a,did 9 b Uloy s> suldyiol)b Ulo,d (ul SoS a, :Show IP protocol
S oudline Algi (s 3,15 39>9 5ig, Sy 3,80 55 aS 8,5 wleMbl g W

A o iy « A >l 59, g, Dijkstra ea,eS asiyl 5l asy ails (oo aS jghilos :Show IP Route
.o aslgs s;lapSs Routing Table > walio Sldrass

Olao 1) aisS s &S i OSPF alwgy 55 as | g, 5l (suld pud sl wlo,d (ol :Show IP OSPF Interface
oixod g (Dead Interval ¢ Hello Interval) La Timer Interval s slgi so Ulo,d ¢l (e>9)% 5> A D> (50
S 0adline |y wowl 0aui g8l O 55 Ludsisgl cul @S syl Network Type

Adjacent 59, 9 05,5 ,1,8, Adjacency bls)l S,dg, a= U gy ¢l aS 3uS oadline 3wlei (s Ulo,d (ul SeS @

.l (s vl Router ID ax oslyls
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Verifying the OSPF Con

figuration

T Cisco.com

‘ Router#show ip protocols |

« Verifies that OSPF is configured

‘ Router#show ip route |

< Displays all the routes learned by the router

‘ Router#show ip ospf interface |

- Displays area-ID and adjacency information

‘ Router#show ip ospf neighbor |

- Displays OSPF-neighbor information on a per-interface basis

:( aolsl) OSPF Gloakii sww v

Adjacent With Neighbor 131.108.1.2 (Designated Router)
OSPF _sulumuo JSig, ,> Adjacency g Neighboring o (sislai as aS cowigl se00 v 2ikao il aS (Jlgw
3,15 59>9
95> aS a,ls 59>9 Broadcast Domain S 55 gy (e Sy sbiysl, Ethernet aSow aislo Multi-access byxo S
i luad g olxe LSS Lgs @
aS 1S (5o skl [, 5,55 all, SG BDR g DR U g, (swlod « 545 @90 BDR g DR wllsil aS aS (silo; bl
o (s aisS Adjacency alul, ol @
Jlocl ¢ = Link-State Database ;s |, S, 3wl sw BDR @5 g DR & aS (suldyig) 5l Sy aS (si)8.005 il
s U s, 80 adayly sSlwod alnl, , 69Mc BDR g DR ¢pul,uliy . 35S (so oMel BDR g DR a ks |, ol 1S
Multi-access ly=so sSlaig, JS 5> Link-State Database wi_w vluSy a ,=io aS 10l 05,5 1,8, Slayig,

@ ) obhusi ool ¢ s bu=o ool 5> WByig), S @ aSul S @ ) vlishus )iy, aod ol 3 s
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Verifying the OSPF Configuration
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‘ Router#show ip protocols |

« Verifies that OSPF is configured

‘ Router#show ip route |

- Displays all the routes learned by the router

‘ Router#show ip ospf interface |

« Displays area-ID and adjacency information

‘ Router#show ip ospf neighbor |

 Displays OSPF-neighbor information on a per-interface basis

1( awlsl) OSPF Uloubuii s v

wl DR ol guaw 9 05,5 update |, sg > Link-State Database « DR juuw 9 35S (sw oMcl BDR g DR sla i,

LS sw pMel S0 Slayig, @ ) wlhwsi ol aS
o=l @ by, state g Router ID wg > ,09, S @ j9lxo S ,ig, wleMbl Ulo,d | :Show IP OSPF Neighbor
2wl ( DOTHER ) Lgsl 5l olaS ud aSiul b 9 BDR b 9 DR « g, el @ 9lxo gy aSiul . 1S (o pazine |, bl
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OSPF debug commands

Cisco.com

Router#debug ip ospf events

OSPF:hello with invalid timers on interface Ethernet0
hello interval received 10 configured 10

net mask received 255.255.255.0 configured 255.255.255.0
dead interval received 40 configured 30

Router# debug ip ospf packet

OSPF: rcv. v:2 t:1 1:48 rid:200.0.0.117
aid:0.0.0.0 chk:6AB2 aut:0 auk:

Router#debug ip ospf packet

OSPF: rcv. v:i2 t:1 1:48 rid:200.0.0.116
aid:0.0.0.0 chk:0 aut:2 keyid:1 seq:0x0

:Debug Ulbo,9 SoS @y OSPF > Sloc (w0

|, sl adaz) slaslas; as wwl ilo,d Debug . 3wl (sw Debug « OSPF atwg, (suls; JISiwl slpilo,d 5l S
o s—w |, OSPF @ bg,,0 Troubleshooting slgilo,d 51 U 95 caouud ul 53> 08> (s Giwalod 9 05,5 (o
:Debug IP OSPF Events
128> &) L whns 5l 6SU aS A v giwles [ wleMbl S wsSy sulo; wlo,d (ol

.3,l> ;1,8 Broadcast Domain <, > aS syl g, Subnet Mask wsgs wylaio )

9l=o ig, 95,5 Hello Interval usgy wolaio .Y

L9l=o ig, 95 > Dead Interval usgs wolaio .Y
b8 sSlued adayl; 5550 L 1S (o 5L OSPF (sulyuue JSion b aS Syl 1ig) 95 aS (90,5 obliy

1S Gowo b oy 3lee 155,55
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Router#debug ip ospf events

OSPF:hello with invalid timers on interface EthernetO
hello interval received 10 configured 10

net mask received 255.255.255.0 configured 255.255.255.0
dead interval received 40 configured 30

Router# debug ip ospf packet

OSPF: rcv. v:2 t:1 1:48 rid:200.0.0.117
aid:0.0.0.0 chk:6AB2 aut:0 auk:

Router#debug ip ospf packet

OSPF: rcv. v:i2 t:1 1:48 rid:200.0.0.116
aid:0.0.0.0 chk:0 aut:2 keyid:1 seq:0x0

:( aol>l) Debug Ulo,9 SoS @y OSPF >,Sloc (sww

5395 95 5 Ll Usgs VLS, 5l 9 05,5 (sawyy 95 Ul g, |, dead Interval ¢ Hello Interval . Subnet Mask .\
Area < > asS L8, |, Neighboring alal, wowl 51,8 aS ig; 95 5l puud il 95 58 aS aug i Giodao .Y

ol 0au gdlg

:Debug IP OSPF Packet
paiS (sw 0slaiwl Uloyd Gl 51 Il 9 sasly,s SlesS, wleMbl oadliw iy

2wS oasline |, Adjacency 1,8, 2ig, 9 BDR g DR wlxil 9 0uy,6301 SPF Mg, 3uilgi (swo Uloyd (ol SoS @y
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Summary

d T T T Cisco.com

* OSPF is an interior gateway protocol similar to
IGRP, but based on link states rather than
distance vectors.

» OSPF advertises information about each of its
links rather than sending routing table updates
like a distance vector protocol.

» The SPF algorithm places each router at the root
of a tree and calculates the shortest path to each
destination based on the cumulative cost
required to reach that destination.

1 Ao)M>

5 aS cowl SS9 culul « ol o IGPs sls J g, aiws 5l JSig, Sy ( Open Short Path First ) OSPF
A5 sw plil ) (sulso 9 0591 suizo AS 1o

ol 355 aS 03,803 (i) Cygo A |y aSai Siglassi 9 .3l s wsul Link-State sl JSig, 5> OSPF (sd,b 5l
.S Lsw S,lapS Link-State Database Sy 55 |y 035,91 vowi S3a)eu05 ¢l Largaw. 3il (o s ol a9
ouidlisS SPF Algorithms ulos U Dijkstra wlgic wuxi (swouis,93)1 SoS @ Link-State Database JuoSi 5l gy
.S sw S,lapS5 595 Routing Table s g pussi | @juio

wleMbl JS ,5g, aS wwl (saiso Ulay ol . 2wl sos Periodic . Distance-Vector sla JSign BV, OSPF
05 AS (sl la8s asl ¢ 45S (swi Jlw)l Juyele Slayig, s Periodic Update w,s.0 a4 |, wl Routing Table
Link- us,S 2Mol U La,ig, 5l plasS 58 oululiu e (s 03ls g Mbl ,50s sla,ig, 4 18> &, Link-Sate Database

.35Lw (s |, 59> Routing Table g 05,5 ,>I |, SPF pu,63)l 595 State Database
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s Jol yw)yd
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Cisco Switch
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. awow Sy adsl sl ol

- o 3,5, o9

. LOOP ;I 5,,85l> ,5 STP 5,Sloc 092 g 0l wsls &, o9=i 9 LoOp
. ( VLAN) Virtual LAN (58,20

. TRUNK (58,20
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Catalyst 2950
Switch LED Indicators

Power
Supply LED LEDs

Systom
LED

Port Mode —
LEDs

1 2950 S uw wigaw S, aw

G5 il v aSed 5> MAC Address gwlwly @ 008 wulad Ol (ol asdby aS cwl 1381 csew guigw
cad pll b Siuzdsw wldoc g 59b oslaiwl aSiow J=15 55 0ssS pubais Ugay Ll o Esw « Lig
Srw Slpzigw 59 (o ey Y0+ guigw « 9> Y Slpzisw 9 85 uw Sa awisw Vlo 5l VLS ol )>
(1000 Mbps ) &S il slpiyes Shls Syw ool Sledaw 51 s> 9 (Vo + Mbps ) iyl Sleiyes Shls Yao-
2 9 a,h8l cew G S,1390 o bawly s T0S Ulsie v guisw Jole picuw « g, Jiled . 1l e 5w
Slos Ulgi (s IS Wy . wowl oaw osls Gwlos YU JSLi 5> YA0+ auwisw U S alb slos .S o S50
13,8 puudi Aiwd w4 |, YA0: Spw S awisw S ol

s )

LED .Y

Mode Button .Y
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Catalyst 2950
Switch LED Indicators

Redundant Power Port Status.
Supply LED LEDs

! (lsl) 2950 Syuw guigaw S (saw v

: lpingy
2550G-12 guigw Jbio sob 4 1bl o wolaio Ll slasi 9 Lpiigy €85 1l (sdao @z Y0+ guisw aSil @ aiuwy
3l e il @9 1T 9 Shginmd s (iie o S il gy 93 Sl
:LED
F a9 o diws sle Jolo
Port Status LED e
Port Mode LED o
System LED e

Power Supply LED e
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Catalyst 2950
Switch LED Indicators

Power
Supply LED LEDs

Systom
LED

Part Mode —
LEDs

1 (ls]) 2950 Syuw guisgw SHBW (saw v

il (e wuer 35,8 9 oy LSLles aS syl 39> LED Sye auisw Lpiyes 5l plaS e il @ ¢ Port Status LED
: 3504 s Juol> Prot LED 390,53 woldio Az gy 0l Shil @y 9 K, 2uy
il wi Jeaio vl Link gud wygr @ 1 Off )
. o Active wye0 (sJg cowl Jasio ol Link wye 4 1w LY
A8 sw vl | Su8li wolas ¢ Link wsgy Active @ Uy Sowinz juw .Y
oueo Ol ol ¢ b w9 ulneS SOy @ bslito LED &) aS (sy90)5 © w5 owlbiseS WY
. <ewl 0auw osls &, Collision we= Link ;> (sylas aS wowl

. owl oauw Disable (svows Wy @ wygy s cul 5 1 sulbseS .0
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Switch LE

D Indicators

oD . 30 o oy £ ol AS

SbS) 5 wowl aid S L3 Slpigy o SV

o a4 Wy, SYL Sla LED wuss

o Each LED B i 08 rabesies & rouchion by bt of
Lar—— o

righehmont LD arw of, s wwich i g b tham
5% of ot burchwah.

W a8 LEDs arw groen, Brw pwich in waing 5% o
e of o Earchoctty

" Pon s cperanng n hatt gl mode

Gowen
or

G Fort i cenuting 0 4 g mocs
o Fort i e o 16 Mogn
Gower:

Portin coerating o 100 btwn.

:Port Mode LED

1ads (v Vlin | wusog Hlp S ol
oo obey b awisw g uo)d Y wigo @ 1 STST LED )
L, @S csuld LED 5| oISy « ool gy STSTLED  aS
S SaS whgr User whs b edlw s s Blgi (s Ol walizo

ww L8 Cuesbg ol > |, Mode adS aS ilo; ¢ UTL LED .Y

LED swloi aS (5,90 5,5 .« 1ud> (sw wliw |, eslaiwl 5,90 bandwidth Oliuo aS 3uS (s Joe S)lsg00
aS (8080 55 9wl 030w 0slaiwl Bandwidth 5l as,s ol Sl a8 cowl (suso Ul ol il g, B

S5l ao)s olzy 5l JieS aS wowl (suso Ul ol g vy, diiewd Sudp Gowly Goow @ aS slaads

. Cewl oanw oslaiwl BL slgy
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Switch LED Indicators

Mode LED Color Description

ST |on | Mairk
S Gowen Lok sporntinat
Flasting Goven. | Port s serding oe tecehvirg data

Aeatrg Lk ot
renamier
S s Pt it Aorwardie becinsee f was dmsbled by
o e violsson, or biockes by
Spurring/Tres Protocol
ot ox Each LED) Pt i o8 rcbties & rwdcton by hff of
e 00 Barchwa, Tho LEDH s s off Fom
ngfe I L. 1t rghi-mesi LED i o, ther B sich
5 v bvs i, BP0 Aot R o oy
ight-meost LD s o, o wrkch i g bess tha
2% of Vot e
|8 D% v groen. o paich i g 5% o
e ol b

" Pon s cperatng i ralt cugaes moce

Goen
or

| Gowen | P cperatng n i g moss
or Pori i cperating o 10 Migs.
Gomen

Pt in coersting t 100 Mewa.

: ( aol>l) Port Mode LED

. ad> sw wlaw Full Duplex ¢ Halfduplex w50 @ |, Wpije, 5l plaS 8 55,8 Mode | : FDUP LED .Y
1 390d w03l Giwles K5y 95 55 @ PORT LED (bl

. 1S sw LS Half Duplex @ s.0 a0 wygr wlls ol 5> @ Off

. AS w8 Full Duplex wyso av wyes s el 5> 0w

: SPEED LED .Y

&, 95,5 @ PORT LED (bl . ad5 (s wlian Lpises 5l olaS 8 5,90 55 | wleMbl alsbo cuc,w Mode ol

D550 sw o3l Giwgles

. Cowl 00w pubais AUt Wy @ whgy s ol s 1 Off
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Port LEDs During Switch POST

1. At the start, all port LEDs are green.

2. Each LED turns off after its test completes.
3. If a test fails, its LED turns amber.

4. System LED turns amber if any test fails.
5. If no test fails, POST completes.

6. On POST completion, LEDs blink,
then turn off.

: POST al>,0 )0 guwigaw >)Sloc (s,

al>0 ol 3l w0 L3 suw Ky @ W PORT LED (swolod « 3,85 (sw ,1,8 ON usog s |, Power S aSiyl 5l asy
9> 3pS w18 s 3590 e weled il e B8l wsw S sible @ L POST al>y0 wlos as
9 Beigw S (59,8055 9. 1l 0 ulieS K @ al JSuie Shls S8 e b 1 e Alsse Gl @S
&, 4 System LED sl ascilu (sdSiiio 9 @id,8 518 (suwyp 3,90 wsgs Safe ,h 5l ol walizo Sla,l38l cazew
--\JQ\DP REVIIPA

Souinx LU U W LED (swolod «3guin paziw )38l cew JISal gud 9 3wy wbl @ POST al> 0 aS (53,90,
- Vg s ugols 9 035

. 3940 sw CLI 5,l9 audisw « wlowhis 9 I0S walw Load g POST al>,0 wanis (b 5l as oululo
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Logging In to the Switch and
Entering the Enable Password

H, =

< enable‘—‘ User-Mode Prompt
Enter p
¥ disabis Privileged-Mode Prompt |

ICHO20GR_10

1alicxo sld Mode g CLI

5 lgi (sw oo 9 il Lswo Text Base bay=xo S, Common Line Interface vlos U CLI i aisS aS ,9b ulod
2> ol guisw b g sig)y S, ) (alizo wloydais cod ol
1wl w suly=l mode o> shls gSuow I0S > CLI

user mode .\

privileged mode .Y
29 bogire Mode 35l il (o guigw Sg,,0 Wlawhaid plail Sl aS cwl (sise Ol il
:User Mode
L awisw 4 sowpiws aaw gl Mode ol @8lg)s - s> plil | Sxgaxe wlilec ailsi (s Mode ¢l s
0. Mode ol 5)le ailes (o walizeo 51581 &3lg)>.wl >l Jo18 Monitoring wldes Mode ¢l 5> . 28> s wliw
sy ol | audgw 3,Slac 0SS S U Sagaxo Wllec « Wlowdaii @ Gy owyiws Vs 9
>l B Mode ¢l ;5 SyieS Guold 13U L 590 adlgs (sowiws adaw b 51 Mode ouyi owl Mode ¢l ul il

. > Lidlgs
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Logging In to the Switch and
Entering the Enable Password

= "=
)

i enable User-Mode Prompt

Enter

¥ disable Privileged-Mode Prompt l

ICNDOGR_Y

! ( Wwbl) wlicxo Sd Mode g CLI

:Privileged Mode
O3S pabais U 8 LB L Wise W . LBl w Syiy ol SIS « Mode ol cowlay Giwol 5l aS jglilas
Sl o Mode (ul i assS aS jghilod 590 (sw0d 03wy S3yean Mode (ul 4 Vo 5,ls s ¢ guisw
U 3l Sl coanl e 1 ¢ ol Lls,e350 YU ol 51wl (o Gally 2eib (o Olowdais s o el

S 1y i Mode ol @ asilsiy 30y Gy b (uols 5b91 had U )8 yei S0y Mode ool @
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Configuring the Switch

Configuration Modes:
' + Global configuration mode
¢ —wg_sw_a#configure terminal
_ g, —wg_sw_a(config)#
—-—— « Interface configuration mode

—wg_sw_a(config)#interface e0/1
—wg_sw_a(config-if)#

I

1 2950 gwigaw Sxiu,Sw

.S w 3)lg abbgr e Wygs U oled i | Jud Uleyd ¢ auisw Slpiie S5 ST WSS pudhis Sl
wg_sw_a(config)#interface e0/1
TS W ms ,y Wyse 4 Command Prompt (993 wle,9 Us,S 5)lg 5l A

wg_sw_a(config-if)#
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Configuring the Catalyst Switch

o By, D Pt TN by e
Catalyst 2950 =AEEs oeE

et
mnl tpasaward your-choicex sl
o e
vey B4
word <your-choices L

B T Fotorpns T

11 #interface VLANL

witch(config-Lf] 4ip address 192.168.1.2
235.285.258.0
AlSwitok (contio) 1ip default-gateway 192.168.1.1

: 2950 guwigw Siiu,Sw

1 awS le 1) 405 Uled 9 0auw Global Mode s)ly « auigw Sg, IP Address us,S pudais Sl
Switch(config)# interface VLAN1

S S)lg 1 Jud ulo,d ¢ pud il Mode @y wanw >)lg 5l sy

Switch(config-if)# ip address 192.168.1.2 255.255.255.0
L Jad ol anlsl s . asS paxiiw gwisw Sy |, LAN aSew Gate Way wouwl o « IP Address usls 5 ogMe
g sw luwl iy Gateway s,
S Gateway olgic @y Ju5 0loyd SoS b |y syl 1,8 LAN aSieis 55 aS g, 5l coamnndsiigl sl yokaio ol Shy
. 2 (s Laseiw LAN

Switch(config)#ip default-gateway 192.168.1.1
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Switch show interfaces Command

wg_sw_a#show interfaces ethernet 0/1

Ethernet 0/1 is Enabled

Hardware is Built-in 10Base-T

Address is 0050.BD73.E2C1

MTU 1500 bytes, BW 10000 Kbits

802.1d STP State: Forwarding Forward Transitions: 1
Port monitoring: Disabled

Unknown unicast flooding: Enabled
Unregistered multicast flooding: Enabled
Description:

Duplex setting: Half duplex

Back pressure: Disabled

--More--

P owsw S Slpijey Cumog W

15,8 owp awisw Su Sy ) LS s)lee wlgi sw show interface Ulo,9 SoS @
O,90 Sy wxgs Disable L Enable .
Ooer Sob8l e guysl LY
STP State .Y
Bandwidth .¥

©,90 Wsgs Full duplex U Half duplex .0
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a, System LED

Summary

The startup of a Catalyst switch requires that you verify
the physical installation, power up the switch, and view
the Cisco I0S software output on the console.

The Catalyst switches have several status LEDs that are
generally lit in green when the switch is functioning
normally but turn amber when there is a malfunction.

The Catalyst POST is executed only when the switch is
powered up. The POST uses the switch port LEDs to
indicate test progress and status.

During initial startup, if POST test failures are detected,
they are reported to the console. If POST completes
successfully, you can configure the switch.

ao\>

Lol « a2 bl [ SW8ly wulad g spu 03ls H1,8 aSis 5> souhis @S aua Ve wlgi v Lig, BWSs awisw
35S i | Ol g 03,8 518, bl Ol b el (e aSs S5 5> Of (ublS 3540 5 Cappie cup>

RAM aladl> ;> vasw Load 5l ass 9 0aui gz 10S ¢ s 51,8 ON cusog s | guwisw Power oS asiyl 5l asy
C 39 o SIS,

>0 ol > aS (sije0) JJT 0D aaw SJ_, a4, & PORT LED _swloi lawl POST al>,0 55 ¢ was wey J>lwo s

L35 (e pasie Ol Usg wgame LS uliypS Sy @ s

¢ 39 paziw Ao ol 5> SH18 Gew Use wgueo 9 e (sl POST al> 0 aSil 5l s

9 02 CLI 5,le sowy 0Ll @ (sdSiiie ULl pazwie Wy POST al>,0 aS (sijg0 )>. .\gT oo swlypS SJ)

oy s | Ol wlowhis b g eubais |, Of Olgs (swo
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Ethernet Switches and Bridges

my=l I E | 99
K i
jm Y | m Y |

» Address learning
» Forward/filter decision
* Loop avoidance

(Y ) S gwisww by

LB OSI Jaw 5l 9> a4V 55> sionigd jg0 4 aS diiowd uld,38] cew « Bridge guizod 9 ¥ @V Sla guigw
0yl oope @ |, Sudly wulod aSius 5> ( MAC Address) os,158] casew gusl pwlwly 1,181 e ol + 2sS G
9 03 Jaio 0u€ 9 59y « LigaolS Us aSiis > ,Su> Device ay 1> ;L8 Ul g, aS ulpire SoS U awisw D
o 1S culad raso Sgw |y Ul g 05,5 S8 pwoai ol (o 1S @by Gaulpies 5l aS | swu)d ,a
aisS Jgl Juad 55 aS jghilod § S lay wsliog dabo gw)ydl 5l Blgi (o B> awisw A oyl 4l (o Uiy aS
P9 58 5 byl .« il o MAC address los b S,L8l casew Gl gwlwly 95 @V 55 (sds Gupsl « b
Jlgaw + 38 (w0 wlad | Ol xaso Guysl USS sowny b gwisw 9 aid,3 1,8 Destination u,sl g source juw)sl
o adsiigl Olil 3,90 55 dabe gl Gl b wlg (v WsSx guisw aS ol 1l G Giuy a5 S50

€ Syl v b ewd 9 S SHS
owlwly Blgw b S ,lapS5 0l s 1y walizeo Slpow,sl @ bgsso wleMbl wlgw b s,ls Database o @ 5L awisw
sla Interface g MAC Address 5.8 ;1,8 J=o MAC Table ulgic .= database ¢l . &5 plxil |, 00,8 culan ol

2 algs Ll i Of b Guns ol @olsl s a8 il csw ol 51 plas ,a U blie
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Address learning

Pc1 send a frame to pc4

Mac address:x1 Mac address:x3

Mac address

il interface
Fo/1
F0/2
FO/3

2. FO/4

Mac address:x2 Mac address:x4

tJdlo S

«AwiS axgi 399 Jlo @

S)hw @595, 18y o5g; sJl> MAC Table . ul oo Jeaio guisow Sy Slpijes @ aS PC le> 5 awisw Sy

el 05,55 GBS | (wou)d aud auisw aS wowl eauw yoyd Ly L il v
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Address learnina

Pc1 send a frame to pc4

Mac address:x1 Mac address:x3

interface Mac address
FO/1 x1
Fo/2
Fo/3
Fo/4

Mac address:x2 Mac address:x4

HE | S

o9 (389 awigw - 1S s Jlw)l awisw @ |) swusd ol by . acwlb awls | PC2 U bl 408 PCL asS 5,9
@8l |y cswosd PCL 5l Jol 5U Sl awissw aS ol 51 . 551l (sw 0l Ol xado 9 slawe pu)dl @ 1S (s wdl,s |
51 Csdyes oslons 5 PC1 @y bogse MAC Address |3 . s, 595 MAC Table s |, PC1 Gusysl bl « cowl 05,8

S Lsw 2 33 MAC Table s | wwl 0auiw Jaio PCL @y aS auigw
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Address learnina

Pc1 send a frame to pc4

Mac address:x1 Mac address:x3

interface
FO/1

Mac address

x1

F0/2

FO/3

Fo/4

Mac address:x2 Mac address:x4

: (@l>l) Jlo S

b 5l aSil s PC4 3,80 55 50T zud 395 MAC Table @ 03,5 6l55 b guisaw 8 5l |, PC4 L blo,l 108 PCL Lol

55> a4y Glgiyer wwolos @ ey adaz) ool 5> awisw Galbnly + 316 S gy Gowsiws Ol @ 1ilgi e @90 plaS

Jaio Giwlpiyg @ aS sula Device 5l us,S Broadcast b g3lg,s . 1S sw Jlw,l 3wl sw PCL a4 Juasio aS (svjey
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Address learning

Pc1 send a frame to pc4

Mac address:x1 Mac address:x3

interface Mac address
Fo/1 x1
Fo/2
FO/d .
i Fo/3
s Fo/4 x4

Mac address:x2 Mac address:x4 E

: (@lsl) Jlo S

Jeaio aS sijer 05lonis 9 Lyl ol Ewisew 9 051 Fwl auwisw 4 bl v X4 181 csew pwysl shls as PC4
. a8 w8 595 MAC Table s | ol s PC4

. 390 s JaoSi Table gul Sl Oloy i dS 5l sy Gululy

Ol JaoSs 5l a2y 9 35S (s 0slaiwl aSiuiw > Broadcast ;.80 ;1 393 MAC table us,S JaoSs Sy awisw azeaiiys

LS v Jssie aSaw s | Su8lys Unicast @ je0 @
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Filtering Frames

MAC Address Table

E0: 0260.8c01.1111
E2: 0260.8c01.2222
E1: 0260.8c01.3333 | 5 |
E3: 0260.8c01.4444

0260.8¢01.1111 0260.8c01.3333

0260.8¢01.2222 0260.8c01.4444%

2068,

- Station A sends a frame to station C.
< Destination is known; frame is not flooded.

: lpouyd L ,ilud

aS ol (sizo Ul ol « 1wl (o Frame Filtering s o olil guisw aS S50 ppe S 51 S Sy
Cowl Juaio Lado Station ay aS swaxuivo Wy 4 bsd 0w S o Jlw)l @udgw 4 L (wud (sl Station (sadg
59 i Iyl ,Sos Slges @ 3 5985 v Jlaw)|

bl 03,8 JuaS5 |5 59 MAC Table aS il (o xaio 4y Of Jluyl 9 lpousd 0,S 5ilid @ ;3B (ilo) Euiow

ow b Ol aasio Gwysl 9 03,8 e b pand wisw .S o JLw)l PCC | (ouyd PCA L 1S axgs Jlio ool @
E2 chor Gub 51 0260.8001.2222 ol @y vyivws -« 3510l w0 (5155 39> MAC Table @ g 5 wlg>
9+ 390 el Jlul ,Sos Slaines 4 9 39k e ulad E2 gy caow @y haid o9 clmliy il (e el wlSel
a4 Ladls ol o Table oul « oubuliy + adaww plxl ) b a8 Syl wldoc 59> MAC Table SoS @) guisaw

Lad plul e ) B end wulad wlgn U s 59,
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Filtering Frames (Cont.)

MAC Address Table

™ ED: 02608c01.1111
EO: 0260.8c01.4444
0260.8c01.1111
| ||||| EO E1
— Hub Switch
[B] 2
S —
0260.8c01.4444 L

- Station A sends a frame to station B.

» The switch has the address for station B in the MAC
address table.

1 lpouyd L ,ilus

ewonw MAC Table . il 010 Jaio guisaw @sr Su @ HUb S (b 51 @S ads (s 0las |, Station ss JSew ol

. 1wl _sw Station A g Station B sl Jola
aSly S (oo 2l Giualpisgs wswolod Sl 1 Ol gudgaw diw sy Station B sl | (sweu,d Station A aS  sise.0,5 (bl
Jlu,l (5,00 aud a Station A 5l (sJluw,l o8 cululo .+ aS sw Jluw,l Station B woow @ E0 w,g) (80,b 5l kad

Ao Adlgz
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Transmitting Frames

Cut-Through Store and Forward
< Switch checks destination Complete frame is received
address and immediately and checked before
begins forwarding frame. forwarding.
e =3 e =2
[ Frame [ Frame )

Fragment-Free
« Switch checks the first 64 bytes,
then immediately
begins forwarding frame.

=
A gl

! ewow buwgi B pu,9 Jliil 0w

TS (s oslaiwl LAN aSiiis s 00,8 Gl sy | 4oy <l avw 5l oS auisw

Cut-Through .\

Fragment-Free .Y

Store and Forward .Y
sl Store and Forward (g, 5l 2950 S,w S awisw 9 Fragment-Free (g, 51 1900 )w S guisw
. 2sS (sw oslasiuwl LAN aSew s 0,8 Jlawl

[ V1. WV Lol Lg_;i;_g) U.J| S5 S5 b aolsl 2D
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Cut — through

!
Gtyles  fbyle  Bbes  Bbytes  2lys :sougu:m Abyts

Destination | Source
SFD hardware | hardware Langth DATA
addresses

addresses

o |

l Preamble

Cut-through:

sreads only the destination address
*No error checking

:Cut-Through

¢ b oles cowl v Wl b s awisw bwg aS swyyd I Destination ald aSul yaxe a4 g, ol >
Ul paxaiw b ogugy ol 5> &8lgys . e sw JlLw,l Destination ciow @ (sad9 Bl aud Vg 09
03+ S s wlad dabe Goew ) o9 9 05,5 pakiw | >, W e MAC Table SoS @ zuisw Destination
Syl pazo A . 5508 Wyso wlid wldac pupw 9 3940 8L, Esw bwg 09 JS 5,105 39>9 (was) e, ol

LS (o Cylad Ladoe Caouw @ |, O 1@y Laskuis |, Destination Address sl (sadl,s Slpsw 5l uwisaw
gy ol 55 leonyd culid we,w 1 L 5,8 (swi wygo ( Error checking) Error passeiv gy ool 0> oululy

+ 397 g iy la> 505 Uvg) 95 W s
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Fragment-Free

Up to
i bytes 1byte 6 bytes i bytes Thytes  1500bytes  dbyles

Destination | Source
Preamble S0 hardware | hardware | Length DATA FCS
addresses | addresses

Fragmentfres:

«check for the collision on first 64 bytes of frame before forwarding
*provides better error checking than the cut-through

:Fragment-Free

b Sl g 390 e owlss (xi8ly> s 3l sl b 64 1usS (o 5w 03 Mol Cut-Through ol @ @S Gig, el
S o wulad dadie o 4 |y a0 Bl Uaw 9 S8 Lo S €ITOr il

€ 59 (w0 0ile> Jol el ¥ Lz aS il seud s ko Ll @S (slgouw

S o9 Gugy ol 0> Gl L 28 e & Jol ol 64 55 Voasme ass & wsvl Collison aslssy aS (sijgeys
3B Cut-Through gy @ cucws Gy ol - deai s SySels sl Jla,l 5l g 00 csulwbios 0aui Fragment

- 4S o Joe i piadae (g )l VL soles
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Store-and-Forward

Upte
6 ytes 1by% 6 bytes & bytes Zbyws  1500bytes 4 byds

Deslinalion | Sowor
[Preamble SF0 hardware | hardware
aodrestes | addresses

um‘n‘m‘m‘

Store-and-forward

*Use CRC algorithm to error checking
«copies the entire frame in to buffers then error checking

:Store-and-Forward

g0 4 pod Il L sgh s wylas Destination oow 4 gusw 9 0aui wdlys JolS Wiso a4 puyd gy cubs
9 Destination Wil g o0 wdl,s JolS wigo @ 08 ol Slpsiw aS (89,90,5 puw 9 9.0 (s Buffer JolS
Colad dako Cioaw W e ¢ 1T ez b sullas CRC oupelll aS (55,9055 omizxed 9 d9ub sy FCS

- 39 (w0
S> g 95 A s gy Gl by 39 s Discard puyd S paseie [ sullas CRC o8l aS' (sijg0 53

. 300b o VL (sulo Lusb sLls
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Loop in switch

Switch A

Switch B Switch C

Switch D

1 Ul ,lgo 9 LSS &, 09> 9 Loop

e Syl G LAN @S S5 53 3 659+ aub Lowl LAN aSos S 5 s g 3,5, 0= b el a4 b
Sl aieS 4 (S50 blo,l auiS (o8 39w b3y 93 ol $Susd blo)l counl o bl L el abls S99
2wl v aSiuw 5> Loop s9>9 (suso 4 &38lg,s ol - il aisils 39>9 s 95 J3la> auisaw 95 48w aS ol

. cowls adlgs ol @ | (siMS i ax bl cul aS s 1L bl
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Witch problem can occur when there is loop?

* Broadcast storm

« A device can receive multiple copies of the same
frame

1 Ul ,lgo 9 LIS &, 092w 9 Loop

§ a3 &) Cuwl pSew iMSLiw ax aSiew > Loop g599 whgo,s aS iyl b grke aS (Jlgw
Broadcast Storm .\

aSii 5> Sl sawlidl 9 walio suwo 95 5l puyd o Ulojod Bl LY

STP ol g 5,05 3939 J=> ol Sy oani ;S5 WMSLino 89, Shy lol + il sw 0ais 2rbao Jlow @y Fuwly Bgd 5)lso

358 w0 sbd ey 3,80 Juad ol awlsl s aS sl Gsw
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Broadcast storm

Switch A

M_i

Switch B Switch C

Switch D

1 Ul ,lgo 9 LSS &, 09> 9 Loop

Broadcast wlégb L Broadcast storm aas (s &) Siuzaigw aSds 5> LOOP 3929 wygwo L5 aS (Mo 5l Sy
il sw Broadcast Gu,sl aS FF.FF.FF.FF.FF.FF xaio gu)sl U 1) (swusd PCL . 2uS asgi JSoir oul @0 il (s

- S o bl W s Giwlpiyes (swolod 5l
il FF.FF.FF.FF.FF.FF Ol suago Guysl aS 1S @dl,s | (souyd a5 (56)90,5 « Caidl guisw S 5859 5l oSy
B89 JSi Sl guisaw 5l p1aS 58 il + S o Jlul ey Sleie (eled cuanw @ 9 03,55 yilid |, ol
S ol S aud 53 o8 il ulnly .« aGS (o culas | ol 3S wdl,s |, Broadcast sl b eusd aS (siy9.0,5

sl 5le JShine wlgi e aS S v Jrase aSiew @ ) S8l 9 i aslgsy adgie
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Receive multiple copies of the same frame

Switch A

Switch B

Switch D

Pc1 Send a frame Pc 2 receive two same frame

1 Ul ,lgo 9 LSS &) 09w 9 Loop

Sl UlaSy aseus 95 Ulojod wdl,s ads &5 vowl (Sow aSads ;> LOop 399 wigw L5 aS (siMSiwo 51,305 Sy

. owl puyd
MAC sl D g . 485 (5w Ju9= D gwiow @ PC2 xabo guysl @ |, (soyyd PCL awuS asgi JSoio ol @
PC2 ciow a0 walio wp> 95 5l 1) puyd il oululo . syl usgs> MAC table s 5,65, 95 PC2 @ bgs,0 Address

Sudlyi @ ymie JSuite ol - A0S (o dlys |y ousd o Sl 0Ly @ 85 Vlosed PC2 culyliy . 1S (e Jluw)l

30 %0 3,018 aud 9 de (s A 5> (8Ll

4 Uo Ui 990 4 guisw Lol . 3 Lol 48> (s &) aSiui ,> LoOp £989 wigo 53 aS (soMSiro b Lyl @4 b
G JSigy WS Jled U | LSl audsaw 8319, . d9ui (v aSiwd 5> Loop £6d9 5l gile aS 1S (sw LS sl aigS
bl iy aSads 5> Loop Sleo L5 Ol 5,Slec 0g% g JSign ol U Juad ol aolshs . 385 sw plasl STP ulgic

Ao udlgs
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Summary

« Ethernet switches and bridges increase the available
bandwidth of a network by creating dedicated network
segments and interconnecting the segments.

» Switches and bridges use one of three operating modes
to transmit frames: store and forward, cut-through, and
fragment-free.

« Switches and bridges maintain a MAC address table to
store address-to-port mappings so it can determine the
locations of connected devices.

- When a frame arrives with a known destination address,
it is forwarded only on the specific port connected to
the destination station.

1 doM>

00 MAC address jwlwly LAN aSoi 55 Sl cwlas culply + il o ¥ aV 181 cew S awsw
58 e
Pl s o Ao w5l SO gl aSed 5> W w9 Jlal

Cut-Through .\

Fragment-Free .Y

Store and Forward .Y
64 hsd pg> g, - 505 i wge error checking aisS aud Jiwgy ol U3 Ly 1l s Givgy ousmw ol Gig,
-39 (e S CRC o8l bauwgi a9 S 53T Givgs 0> lpi 3 9 3eus e S error Gl ki Sl gl ol

il (o Syiiny (sl sa>U Sl S Givey 95 4 s, Givgy il
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PO YWY

STP JSig3 (2 e
Loop J) suSsla 03 Q) (i g
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. 9. v Switching aSeis ;> Loop 999 5l &ile e3> 9 vy STP

L JSG950 il Us,S Jled ue g Jled

HECEV-Y

A

.Y
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Spanning-Tree Protocol

s

MOGIGR_ 117

x Block?

 Provides a loop-free redundant network topology by
placing certain ports in the blocking state.

: STP JSigw

Ulgie v IEEE lhwgi jus—w 9 DEC S i g ol aS wowl (JS5g0 STP uled L Spanning-tree Protocol
Ao >,lulewl802.1D

S s LS 802.1D w30 b sSiw S guisw plos

L LS ol @8l 5 . ol s Y @V s oauis 03ls &, LOOp ws,S wdgin 9 LOOp wsls &, 51 S,89l> STP (slol asubg
2D sw pll adlal s link ws,S shutdown b

L Guaw 9 03,905 s,y Wygo a4y |y aSii S3g)es95.STA wlod L Spanning-tree Algorithm ws, LIS @ L STP

LS swlpo | oanw esls &, Loop: 6l oaci aSici 5> Loop wsls &) @y jxie aS (8Ll Sa e ws)S Jled e
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Spanning-Tree Protocol
Root Bridge Selection

Switch X Switch ¥

Default Priority 32768 Default Priority 32768
(0x8000) BPDU (0xB000)

MAC 0c0011111111 +—> MAC 0c0022222222

* Bpdu = Bridge Protocol Data Unit
(default = sent every two seconds)

* Root bridge = Bridge with the lowest bridge ID
- Bridge ID = Bridge | MAC |
Priority .Addmss.:

* In the example, which switch has the lowest bridge ID?

: (aldl) STP JSig v sww

e Lol ol adel oudlao b 1wl STA 5,Slac b (sylinil sl
20l w STP s zwisw o culwloi S\ :Bridge ID(BID)
39 (5w 035 arod 9 aisling L5 BSla awisw Ulo L5 Ul SoS @ guwisw S S Cawl (sl Aazine g8ly >
Dol yuss azeiw ool Gaslw s ,9iS18 o

Priority .\

MAC Address .Y
(cowl 5w e BB 9 Ll (s YYVEA ( default W g0 4 gSiuw S guisaw Sy, aS cowl Ssac Priority)
il o s g 9IS 9y Gl LSy

BID = Bridge ID = Bridge Priority + MAC Address

9w 9 0o duuwlio pd L W BID: ah apwlxo auisw 18 55 =0 wjgo @ BID asil 5l a2 :Root Bridge
.o s Wzl Root Bridge wlgice @y ol BID ooy owl SLIs as


http://www.txt.ir

360

Spanning-Tree Protocol
Root Bridge Selection

Switch X Switch ¥

Default Priority 32768 Default Priority 32768
{0x8000) BPDU (0x8000)

MAC 0c0011111111 - MAC 0c0022222222

* Bpdu = Bridge Protocol Data Unit
(default = sent every two seconds)

* Root bridge = Bridge with the lowest bridge ID
« Bridge ID =| Bridge | MAC |
Priority .Addrasu.-:

* In the example, which switch has the lowest bridge ID?

enGR_ 1

: (awl>l) STP JSigw wswwy

Root Bridge ulgic a, awl awls | priority ¢uy owb a5 sdgaw . 3wl sw priority « acwglio Sl jleo sl
g (s Wl

Loyl s wlxasl gul 5> ol v Mac address Ulos aS Sasy o « 391 VLS, B guisw s > priority 3|
35,5 (sw wlzwul Root Bridge wlgic ay 3ol Mac address ¢y owlb Shls a8 (saxigaw el ol s

$ 590 Lswo wlil Root Bridge ulgic @ guigaw plaS YU Jlio s loww Hbs a4

o ol ) pes Lo bl (usiws vluSy priority Shls guisw 95 ;8 « 1S sw oadluiwe aS jghilod
Root Bridge ulgic ay SWY ¢ululy .auil (s SW X auwigow 5l 5 owlb SW Y zuisw ;> Mac address. cowl 0aisS
g (s ozl

w5y Jlio au L8 g8lg 5y . il aiwls 39>9 Ailgi sw Root Bridge & ks aSw 5 5> aS aoiwl ansls asgs

g 2 @ 2l asils adn, S 2l e hais ws)s K pwiS asg
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Spanning-Tree Protocol
Root Bridge Selection

Switch X Switch ¥

Default Priority 32768 Default Priority 32768
(0x8000) BPDU (0xB000)

MAC 0c0011111111 +—> MAC 0c0022222222

* Bpdu = Bridge Protocol Data Unit
(default = sent every two seconds)

* Root bridge = Bridge with the lowest bridge ID
- Bridge ID = Bridge | MAC |
Priority .Addmssl:

* In the example, which switch has the lowest bridge ID?

: (aldl) STP JSig v sww

wleMbl sl od U ol SoS @y s guisaw aS cwl (swou,d BPDU wlows |, Bridge Protocol Data Unit :BPDU
S 5 ilein walpy 5 U auisS (a0 WhSs @y | 593 9 4SS (s o L3025 b pusd ol SeS @y 9 2GS sw
5505 4y BPDU S_oS a 5905 0315 &) Si99ug5 st wiuly AS (Shunsti igS 18 uizeod 0S|, root bridge

g0 w03l g Mbl b guigaw

.2l Root bridge U Cost (0,108 SLls aS auisw 5l s, :Root Port

Jlw,l cubllB wygy cdls cul 555840 o wlxisl forwarding w,gy Ulgic @y aS auisw 5l sv)9, :Designated Port

. Ganls adlgs | wleMbl wdl)s 9
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Spanning-Tree Operation

« One root bridge per network

* One root port per nonroot bridge
» One designated port per segment
* Nondesignated ports are unused

100BaseT

ﬁ Nonroot Bridge

Designated Port (F)
Nondesignated Port (5)§

10BaseT

Root Bridge

2h
N

! (ldl) Jlo Sy > STP JSigyw w0

adles Uil s pisSIl ol sSloc b al>yo ool 5 + i Lol STA pinysSil s (s wlsMaol b il @ b
Dbl (v (i Sl SO @ aSiod Juas 9 aSea 55 100p piiwSiis STA eugeSUl asubsy (uiopo

ol U VL L L guisw iy « ey (ol 0,5 9 gSizew audow Ulsic @y gudgw Sy bl b STA pig,e3ll
=0 w90 a | 395 Bridge ID Lo guisw 5l olaS 5o laule STA ou,s3l s . S (sw Ulodu> 0,5 ol U s
A5S (o &l 9 9m0 |) 393 gles SIa guisw 4 BPDU wsliwd b il 51 olaS 58 Gupw 368 (s apwls
auylin 595 Bridge ID U |, 0l 9l o 9 3485 (s solo @uiomw @ |, 3o Bridge ID auiow (sdrmo ol 5>
s95 Bridge ID g @i9,55 ks s |y ol auil ,ieS Jwsgs Bridge ID jl jelzo aussw Bridge ID aS (sijeo 55 « S (o
Cougl (0 9 03,5 oy »ieS Bridge ID L (sxsigw oo S 365 (0 W90 Gl € 5> ¢ S o &l WS @ |
S csw pMel BPDU e s Livpslae Sla auisaw @ |, oSs

aS sxgw lgi (so « 00l &l 9l @ aS syl Bridge ID L >¢3 Bridge ID auuylio b guiguw »8 iy Guod @

S swbwliow syl 1, Bridge ID (0,508
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Spanning-Tree Operation

+ One root bridge per network

* One root port per nonroot bridge
» One designated port per segment
* Nondesignated ports are unused

100BaseT

Das
Root Bridge ﬁa ﬁ MNonroot Bridge
A

-SW A )
Designated Port (F) ¢
Nondesignated Port {B]fi

10BaseT

1 (awldl) JUo S5 > STP JSigyw w0

55,50 wlxil Root Bridge wlgic a; Bridge ID 508 U guisaw bl

oo S S awigw ST ST s Lpiher Cueog Guasi 4 wgs « Root Bridge ozl 5l asy

4 VU Sl | ausnw 8 Slpiier cumdy s st 9 8900 3l (w w)> audn, 5> aS Root Bridge zuugw 5l
LS w0 oy D305 ol Gl

L padd (s L8 Lo 390 | walizo scenario g5 « STA puiy,93l 5,8)ee S5 sl

« Gl 00w 518, link 95 s 5l Lesl byl aS 51> 59>9 auisw 95 scenario ¢l s . 3uS a=gi Jgl scenario
Loop €989 5| @l @eS> STA aS sy Jls>.ouil (s cspuds bla,l ol 5> 100p £6489 suisgol byl @4 b aS ghiles
3940 (S0

1S sw Joc al>;0 zuy > STA

1Jgl al>,0

2GS (s Awlxo | 395 Bridge ID (sdxo w00 4 1 guigw 5l plas,a

109> >0
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Spanning-Tree Operation

« One root bridge per network

* One root port per nonroot bridge
» One designated port per segment
* Nondesignated ports are unused

100BaseT

ﬁ Nonroot Bridge

Designated Port (F)
Nondesignated Port (5)§

10BaseT

Root Bridge

2h
N

! (ldl) Jlo Sy )0 STP JSigyw w0

o oal U S gl )% @ BPDU SaS @ | ol (03,8 awlxo |, 593 Bridge ID Ll 5l plaS 18 asiyl 5l asy
35,5 _sw wlzwl Root bridge ulgic @y SW X guigw ¢l il 55,5 wlkil Root Bridge ulgic «, Bridge ID

ip9w >0

.Jw, wsw Designated Port Olod U 0353350 wiey e @ ugs Root Bridge wlxil 5l sy

18 auigwidls> Gl 5> 9 Lguw (sw wlxil Designated Port 90 Ulgic @ Root Bridge au Jasio Slpijgs (swolos
il s e ol b sl oleMbl wsl,s ¢ JLw,)l @

pole> >

Ao, v Root Port Ol a4y cugs alsso ol 5>

.2l Root Bridge U Cost (u,i0S bl aS ol (sw sij90 Root Port « (sul Root bridge ,.¢ sSla guigow >

0L by U oSy« 05 5939 (sbliil Sid 95 SW Y zudgw 9 SW X aulow ow JSir ol 53 - S oS S @

caul s o Ve %05 9 Al sy o Ve e
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Spanning-Tree Operation

+ One root bridge per network

* One root port per nonroot bridge
» One designated port per segment
* Nondesignated ports are unused

100BaseT

Das
Root Bridge ﬁa ﬁ MNonroot Bridge
A

-SW A )
Designated Port (F) ¢
Nondesignated Port {B]fi

10BaseT

1 (awldl) JUio S5, STP JSigyw w0

$5,ls 39>9 Bandwidth g Cost s sbli)l as auS (o S8

590 sw oS coste Ll Sligy Giwl8l b aS cowiil 53 0ly ol 5,05 bandwidth U juSe caows Cost

Uinablg)l link aS SW Y @y Juaio wygs bl « 3uil (s SyioS cost oshyls asli s c Kol ¢+ 365b sligy b Link
55,5 (sw wlzwl Root Port wlgic @y il (sw COSt (usioS Shls

1 pxiy >0

39 loop €989 ;| &ile U oo block 1l Root Port b alugylés 5> oS iy Cost Shyls aS (siye al>so sl 5o

. paoitl aswls puilgs sw Root Bridge 5 bhsd Lo network ;s ;> aS aswb ascwls asgr 1ausy
ol Jled a0lgi (s link S kasd 100p 5l S5u89)> Shy 5,05 59>9 auis—w 95 Gu w2z bli,l S aS il
Root ulgic ay 5,5 ¢ Designated Port wlgic ay Sy « link ¢l ,ow 95 Cuming 3590 55 ot Ulod @ Gl

590 (s wlzasl Port
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STP Root Bridge Selection Example

Priority: 80-00
00-00-0C-AA-AA-AA

Segment 1
Fast Ethernet

Segment 2
Fast Ethernet

00-00-0C-BB-BB-BB

Ethernet
Segment 3 H

- Which bridge will be the root bridge?

((aldl) Jlio S )0 STP JSigyy w0

35S Al lay Ol 5l Syiing S, 09> Scenario SoS @ . i Ll Ssgas U STA oiyeSIl 5,Sloe b iyl a4 b
o=l am 100p 989 2ils> (s aS jgbilosd aidaio ;3535 A 95 A 95 aS wuwl 3990 guisw U Y« scenario ol s
b w6l B e aw

90 w0 5> (i, e A |y aSuuds oul Ll g 03y passeis |, adlol Sla link @98 STA euu,s3] pusw Ji>
S (o Jac al> o gy 5> STA oSl

: Jgl al> 0

Bridge ID ulod as |, ulings awlow local wyg o a4y s guwis—w | plasS 48 s usgol Leigl 4y U aS jghilos
L @udo—w 85 &3l9 ,3. 3l (50 3,9 A raxio Aa b ol AS bl Adls axgi ¢ WS o w1l Gw
ol acwlsy (wlwsy Bridge ID aS aS o awles (sw

1p9> Al> 0

ol b S (5o &4l 01,505 4y BPDU SoS @ | 395 gudgw 50 al>so ol 53+ 3wy (o 0bS0s @ gl @ g

53,8 wlkul Root Bridge ulsic ay Bridge ID 4,5
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STP Root Bridge Selection Example

Priority: 80-00
00-00-0C-AA-AA-AA

Segment 1
Fast Ethernet

Segment 2
Fast Ethernet

00-00-0C-BB-BB-BB

Ethernet
Segment 3 g

- Which bridge will be the root bridge?

i( awldl) JUo Uy STP JSigw wwy

35,5 sw vzl Root Bridge Llgic @y guigw plaS scenario ¢l @ asgi b« sei (s 2rkas Jlgw S JI>

. 55,5 Lsw wixisl Root Bridge wlgic ay ASW11 zulgw: duwl

O Wbzl 53 93 HLime il VLS, Jgl Hlee aS (il bl s (sluuSy Priority Shls guisw 4w ,8
Root ulgic au ululy « ol o Lls gudsw avw oul w3 |, Mac Address ¢y 508 ASW11 auigw cowl 0aiS

9 sw il Bridge
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STP Designated Port Selection

Example
Priority: 80-00
00-00-0C-AA-AA-AA
g
Segment1 _DPE==_ DP  segment 2
Fast Ethernet Aswi1 Fast Ethernet
Root Bridge
Priority: 80-00 sty Priority: 80-00
00-00-0C-BE-BE-BB 00-00-0C-CC-CC-CC
DP
Ethernet 5
Segment 3 g

« Which port becomes the designated port on
segment *?

(ldl) Jlo S, STP JSig o

P9 >0

2w, wsw Designated Port s au wugi Root Bridge ozl 5l asy

g sw wlzwl DP ulgic @y Root Bridge @y Jaio Slpises (swoloi pisS aS jghilod

Root Port vlgic @ 5,55 9 Lzl DP Ulgic @b wygy Sy hasd « ol Root Bridge ,ue zuigww 95 o link 53 s8,b 5l
9 sw wlisl Blocking port b

U Jaio Sl 9 48w owl VU S es)s Giwlow @ g9, STA puusSIl i ool Root Bridge asil 1 sy

.S (sw wlxil DP ulgic a; |, Root Bridge
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STP Root Port Selection Example

Priority: 80-00
00-00-0C-AA-AA-AA

e
Segment1 DPZ===28DP segment 2
Fast Ethernet ASW11 Fast Ethernet
Root Bridge
RP RP

Priority: 80-00 ===

e
00-00-0C-BB-BB-BB DSW111

sy Priority: 80-00
Sswwedl 00-00-0C-CC-CC-CC

Ethernet 5
Segment 3 §

- Which ports will be root ports?

(b)) Jbo Sy > STP JSigs w0

ool al>so
¢ 1wl 0ab Block w,yg L Root Port aGles (s 5,50 9 4l DP wilgs (swo wyes Sy bad link L 5 aS (sulssl Sl
ozl DP ulgic au, Root Bridge au Jasio wygy « Root Bridge au Juaio SlpSid s Scenario ¢l s oulula

55,5 (s wlxil RP wlgic ay link ,55 W8,b 9 5.4 (5w

LAl pakaiawe Segment2 g Segmentl ;> b w9 usog el @ b

Sy bsd guigw 58 55 9, 5l g 0auis Wkl DP ug> DSW12 9 DSW11 Sl guiaw s . A4S oK segment 3 «,
il v DP Glssl sl 1518 aswwd Segment3 s aS ssulpijgr o2lelu acwl DP wlgi (s wjes

1S o il DP wlgic @ 1 gy plaS STA oSl Lo ki @ Jl>
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STP Designated Port Selection

Example
Priority: 80-00
00-00-0C-AA-AA-AA
g
Segment1 _DPE==_ DP  segment 2
Fast Ethernet Aswi1 Fast Ethernet
Root Bridge
Priority: 80-00 suay Priority: 80-00
00-00-0C-BE-BE-BB 00-00-0C-CC-CC-CC
DP
Ethernet 5
Segment 3 §

« Which port becomes the designated port on
segment *?

((aldl) Jlio S )0 STP JSigyy w0

13,55 v Wy Lheo 95 pwlwl S8 pueai « segment 3,5 DP Lkl sl

cost .\

Bridge ID .Y
cost . 2wl iy bandwidth sLls as ()90 wdls ol 5> aoil s Cost w9 95w unlin jleo sl
55,5 (sw wliil oauw Block @y Ulgie @y i COSt b @ygs 9 35,5 (sw wlxisl DP Ulgic @y g aiils SyinS
2wl s,50S Bridge ID shyls aS (saedguw a0 bogiyo gy ¢ 3ol (solusy cost shls whg) 95 5 aS (8.0 5 bl

. 35,5 (sw vl DP vlgic a
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Spanning-Tree Port States

« Spanning-tree transits each port through
several different states:

Blocking
{loss of BPDU detected)
{ max age = 20 sec)
| _
Biocking
Lm:nin (move to s
{forward dalay = 15 sae) [* | *lamean" 4—{ Link comes up
rtora
ignated port)

| Learning |
(forward delay = 15 sec)
h 4

AR 1T

1 STP JSigw »> Wpiygy wusoyg

. bl acwls L3 5 state zuy 5l Sy > wilgi (o awl Jled Ol Sg,y STA iy y930] aS (szeaiow 55 Wiy Hd
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Spanning-Tree Port States

» Spanning-tree transits each port through
several different states:

Blockin,
(loss of BPDU gmmdj
{ max age = 20 sec)
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Spanning-Tree Port States

» Spanning-tree transits each port through
several different states:

Blocking
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Spanning-Tree Port States

» Spanning-tree transits each port through
several different states:

Blockin,
{loss of BPDU gmmdj
| max age = 20 sec)
‘I, Biocking
Listening {mw ?dl“ﬁinm
M
rtora
dolmlmd port)

| Learning |
(forward delay = 15 sec)
¥
Forwarding
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S8 5 state g5 51 oSy L Leines cswolod (il oauis [LSed JolS wigw @y aSicis aS (siloy 9 STA g0l 0L s
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forwarding state .\

Blocking State .Y
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Summary

.Blocking L Forwarding

STP is a bridge-to-bridge protocol used to maintain a
loop-free network.

STP establishes a root bridge, a root port, and designated
ports.

With STP, the root bridge has the lowest bridge ID, which
is made up of the bridge’s priority and MAC address.
With STP, ports transition through four states: blocking,
listening, learning, and forwarding.

If a change occurs to the network topology, STP
maintains connectivity by transitioning some blocked
ports to the forwarding state.

RSTP significantly speeds the recalculation of the
spanning tree when the network topology changes.

: AoM>

ay U aS cowdSig, STP il (sw l00p £989 JS_ino Data Link wlod b 095 auV 0By 5l aSui oM i 51 Sy
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VLANs

* A grrun o perm o7 users i s Bemadras

aran
+ G b s o et 10, WAL ke, s, o apicabion

o omate VLAMS
- Frame lgged wih VLAN ©

: VLAN pgg20

Broadcast Domain by=o Sy 5 awsw S Slpijes wswolod + ayans liosl aSds S5 s awisw 5Sloe U iyl @ b
2,15 553 LAN & )y 580 diseuwd Juaio auisw ol @ aS (suld Device (swloi aS cowl (suso Olay cul. sl 51,8
C il abls awpiws SS0S) 4 izl aoles s ol «
Ol @z . 3yl Jlow | oMSLie 3>l LAN G s il « ulyylS ¢ o Server sisle aSiuis gilio cswolod 5,8,1,8
YL Sl 0
Broadcast Domain S ;31 aS (sJl>)s . coils wuisl 9 Su8li Sy, o Ulgi swod Sl aSiods i s iblie @
L 590 (5w 390 B (suwyiws 9 00w (=0 9 JuslS Su8li « pwS SuSas Broadcast Domain s @ ;)
39t w0 Jool> 505 2wl VLAN Ulod U LAN uaix @y LAN S 0358 Jyas U g8loys
Broadcast Domain uviaw S¢S L)
S8l v =0 9 S LY

Sowyiwd adaw Us,S sga=0 .Y


http://www.txt.ir

Yva

VLANs
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VLANSs

VLANS logically segment switched networks based on
an organization's functions, project teams, or
applications as opposed to a physical or geographical
basis.

1 AUgoJ Jlo \SJ ) VLAN S )
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VLANs

Engeesrng  Makeng  Acoouniing
VLAN VLAN LA

Caatysn 5000

VLANS logically segment switched networks based on
an organization's functions, project teams, or
applications as opposed to a physical or geographical
basis.
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Broadcast Domains with VLANs and
Routers

© B 1 Fma
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VLAN and OSI
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Static VLANs
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Dynamic VLANs

: Dynamic VLAN gyusg, @ VLAN > Cug.ac

Slpw,ysl 5l Sl acgozo 3ilgi (o plaS LD . Aigadh (swod Sk Aws gy Oylons pwlwly B VALN Ui, ol >
. 2wl JSig b g (IP Address ) (sihio Luysl b g (MAC Address) (sSus.8

VLAN Membership Policy Server(VMPS)s;S 0 Server S, oage @ B VLAN I olaS ;8 <o Gugy ol o>
. 1wl (s s,V Overhead g i Syudy Blassl slls Static Gug, 0 cuuws g,y o1l -+ 90 Adlg>

)90 VMPS Sgw 5l aS (o b digw Juaio aS b guisw 5l plaS L8 av W Node 5l plaS ;8 gy ol U
9 waiko lpiygy 5l plaS La Static Gug,y Hs aS (sl s . cndls aidles | 593 @y bgsso Sl Policy oliS ;8 3,8 (sw

.Sy Jdlgs> (sl VLAN @ sleio


http://www.txt.ir

386

Adding a VLAN

Catalyst 2950

wg_sw_2950#vlan database
wg_sw_2950(vlan)# vlan vlan# [name vlan-name]

wg_sw_2950#vlan database
wg_sw_ 2950(vlan)#vlan 9 name switchlab2
wg_sw_ 2950(vIlan)#exit

: VLAN U>,S aslol

VLAN @, uas s)lg 5l a=y . ads s yiwles Switch Catalyst 2950 sg, |, 3> VLAN S e 09> B9 JSow
L AsS wyei udlgs (sw aS |, (sul VLAN s L auwlgi (s Mode

-2l 4094 b 1 au) slasl 5l (S awlgs o W VLAN o)lois
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Verifying VLAN Configuration

: @ VLAN o v

LpT,'I S ,d y as |) L;\ng'i)g_J__g Lg)T_j|,o|JS)EQ+sz.bg_9 LBVLAN,oU_g)D.sz'j U|9Li ww show VLAN ULo)SLS.oSq.g

.3, eadliwe | syl 1,8


http://www.txt.ir
http://www.txt.ir

388

Assigning Switch Ports to a VLAN

Catalyst 2950

}/g_sw_zgso(config—if)#switchport access vlan vlan-Name

: xbu 5)90 VLAN ) Lgijgs (svithuio UsIS,1L9

sy Static VLAN g, Sl audlgzs aSiyes 55« 5,8 pasuiw | Ul slacl caugl (o VIAN S 0s,S e 5l asy
@ | ol 5 Uleyd SeS @ g9 oo L 3,90 Guwdiil ls Cowl (8IS 1S oslaiwl VLAN @ Lpises 0sls Cauws

. 28> Move Lha 5,90 VLAN U3 @ sshio w90
aS |, csul VLAN . VLAN U w9l U g 0395 Access gy ol Mode aS 3uS (s pasiiswo 15 Ulo,d SoS @ gdlg,s
bowl i ol 5l eslaiwl wde g Access o5lg U Juad ol @olsl 55 . S (s pazeive 3yl 518 Ol s whgs ol

RS VT SVIRRE V)

wg_sw_2950(config-if)#switchport access vlan vian-Name
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Deleting VLANSs

Sintarface fastatharsat 073
fno wwitchport access vias 333

! VLAN & Oi>

bl 505 518 O J3ls 5 Lijer (soled 8 ol 0ad s uo)d Jum s 4 VIAN 1 Lxdow cswlod
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+ S WGa> |y L,hai 5,90 VLAN Guw 9 05,5 a1, a0,ls L18 ol s aS | csulpises swolod

1S 3le 1) 55 Uloyd g 0aui abgyyo puwd il Sl ccwl OIS VLAN & 5l wygr S5 ws)S 2ol sty

Switch(config-if)# no switchport access vian 300
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Summary

- After creating a VLAN, you can statically assign a
port or a number of ports to that VLAN. A port can
belong to only one VLAN at a time.

* You can verify the VLAN configuration using the
show commands.

» As network topologies, business requirements, and
individual assignments change, VLAN requirements
also change.

: Aol
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YY)
Solas 5l L 9 awisnw S 5l sSod Ailgi (o Slpiygs ol A sgy didlgs ey Salaei Joli @ VLAN I olsS 5
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TRV

. & VLAN @ bogs 0 wleMbl Jlil s of 5,8)ec 0g=i g Trunk (sd,20 .\
Ll 5,Slac o9 5 802.1 Q 5 ISL Sla JSigr csdpzo .Y
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5,138 Lo Trunk Sudl Se,p aS S50 ¢ native VLAN (39,20 ¥


http://www.txt.ir

yay

VLANSs and Trunking

Trunking provises eflective communication betwisn swilches in &
ratwork.

: @ VLAN S8l Jlaiil ,o Ul yiasi 9 Trunk

La VLAN 1ils (sw aS jehiles . ayons bl aSus Sy s ol 5l oslaiwl wygro b g VLAN pgpao b aiiS Gus 5>
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o bl B acwls sauales (s, ) pe—w a0V Device O 5L 1S L8, sl 5l s o [ bl ol auslgz
. S 03, 1, (VLAN) weleis sla Broadcast Domain
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VLANSs and Trunking

Truniking provides effoctive COMMUNICAtion betwien swilches in &
natwork

: @ VLAN L8l Jlail 5o Ul yiasi 9 Trunk

SLpSi, L plaS 52 @ bgipe Si8li 5 VLAN 35 VLAN 2. VLAN 1 5la b b VLAN as . 1S a5 398 JSub @
95 35S 519, byl 1 VLAN Gy dadlosy aSiingo 53« ol 0 031> Ginlos guisaw Gw 18 9, 355 9 aw « 50,9
DAl oy Gy ol
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Frame Tagging

:Trunk > JLil cpg> 009 0 @ L) Tag

as sls panseis Ulgi o s>l ool il cowsy S auisw o sl Slpousd sl plaS L aSijes 53
LAd> o abogso VLAN Jus=i |, Ol 00uiS dlys auigaw 9wl 030l (sul VLAN ax 5l 00,8
P9 Sy 4 Ly Tag Lekhio a4 . 5)ls vape a4 dsuwd abgy e Tag Shls aS |, suld pu)d Jlasl aaudbe Trunk ¢ululy
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Inter-Switch Link Protocol (ISL) .Y
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ISL and Layer 2 Encapsulation

I5L Encapsulated Layer 2 Frame from an ISL Trunk Port

15L Hoader DA SA Length/ Data FCS| ISL

(268) (68) | (8B) | Etype {0-1500 Bytes) 148} | FCs
28] 148)

Untagged and Unencapsulated Layer 2 Frame from an Access Port

DA SA Data FCS
(68 ‘ 88} ‘ 128) (0-15008) ‘ 4B) |

o100 018

1 p9d> WV >)lauiluwl S Ulgic @ ISI

Sriie bl JUS S s Jlasl ap> o059 Sy Us,S Sai ainu shhio 4 09> gV > lulowl S Olgie @y ISL
Jled (6,9 Luw Wigo U p9> WY Sla device Sy, 9 0390 9Suw S i 4 paikoe JSGgy ol - 1wl sw (Trunk)
b sw

ul @ ISL FCS o ISL Header slaald basd asl a5S (seoi S, Ethernet aldgl ou,8 bl sylasbowl ol 5
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802.1Q and Layer 2 Encapsulation

802.1Q Tagged Layer 2 Frame from an 802.1Q Trunk Port

DA | SA | Etype |Dot1QTrunk | Length/ Data FCS
(68) | (6B) | (2100) | Toq (28 S (0-1500 Bytes) (48)

Untagged and Unencapsulated Layer 2 Frame from an Access Port

DA SA
(BB} (68)

Len/Etype

Data FCS
28) {0-15008) (48)

oo e

109> WY >)lulwl S vlgic @ 802.1Q

Trunk =15 5 ol (o aS suld pu)d U U oy Sp> 09> 4V s Open »)lubowl S, vlgie @, 802.1 Q
ol - 258 o gl b gy ool e lizee SpsS i 5l ulpzdo s wilibio « 39, o LIS @ g Jiiiie
P e Wy Tag wp> JSiay ol sl ol (o ¢ diituns sugScunw Lo (wolos aSods S > aS aSlise0)s
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Configuring ISL Trunking

‘Switch(config)#interface fastethernet 2/1

 Enters interface configuration mode

‘Switch(config—if)#switchport mode trunk

« Configures the interface as a Layer 2 trunk

‘Switch(config—if)#switchport trunk encapsulation isl

- Selects the encapsulation

: Switch catalyst 2950 g, ISL J<igw pubii 0=

3l 5,8 oape au |, e VLAN Ll wsilys asubby vwl 513 aS (sowndyiigl @y Lol ISL JSGg,0 ws,S eutais sy

L3S w8 Trunk cusog )3 | guwd il ool @ bes o Mode jupw 9 030w

L wsslaso Jasll guSe O 5l p1aS 8 @) o 9 3,15 18 alizeo Mode 95 5> Xlgi (s gudow 5l wysy S 1 aiSs
1Ay sw wlaw

. Trunk Mode g Access Mode

sl VLAN sy ag slpiyey Jlail 9 VLAN Gy oKid 9 il s Access clls 53 0o,9 Giuw &igo U yey Sy
Jiio [ VLAN iz Sdbi caanl (o aSiul b g il o Access wll> 5y w)gr ol S owsSs ol (o« 0
U 2,5 e Trunk wyso @ b O coaglye « 1S Jaso [ VLAN iz Sdli 0wl 5b3 a8 (360055 culnliy .+ 35S

.ol b VIAN SSa cap> 138 anwliog o SuSes ay sl

3wl v Jled 9w S guisw Sy, frame Tagging jghie au ISL JSUg, uo,9 Uiy Wigo @ & aiSs
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Configuring 802.1Q Trunking

‘Switch(config)#interface fastethernet 2/1

« Enters interface configuration mode

‘Switch(config—if)#switchport mode trunk

« Configures the interface as a Layer 2 trunk

‘Switch(config—if)#switchport trunk encapsulation dotlq

« Selects the encapsulation

1 pod> WV >)lauluwl S Ulgic @y 802.1 Q

Cap> lio SLAVLAN Sl ou8 SHIAS oy wp> 802.1 Q s)libowl 5l aSos S s dudlgs aS (sdy90,

oo @0 gy ol G S (e asiite 1l 3 Oloyd SoS @ ¢ 1S oslaiwl ( Trunk) o iie JUIS cSq,y Jlasl

. Cowl 0auw wlxssl trunk wygs Ulgic @ W VLAN SLélys Jlssl

Switch(config-if)#switchport mode trunk

S o o B o8 SHIAS iy JSgs Olgic ay |, 802.1 Q Sy sy loyd paew

Switch(config-if)#switchport trunk encapsulation dotlq


http://www.txt.ir

400

Configuring 802.1Q Trunking

‘Switch(config)#interface fastethernet 2/1 |

 Enters interface configuration mode

‘Switch(config—if)#switchport mode trunk |

« Configures the interface as a Layer 2 trunk

‘Switch(config—if)#switchport trunk encapsulation dotlq |

- Selects the encapsulation

2 (@l>l) p9> WY 3)lailiuwl S Ulgic @ 802.1 Q

U |, B VLAN ploi Slpoy,d @ s Tag o Jlsl aadby w)yer ol Se0i w2 Trunk wyg0 S, Mode aS (soloj @ auss
U)o bwgi g9, wp> | W VLAN lasS SLdlys whgr ol aS oS paxiino 505 Ulo,d SoS @ aulgi (sw. 5, oape

105 sy Trunk

Switch(config)#interface fastethernet 5/8

Switch(config-if)#switchport trunk allowed vian 1,15

95 ol W bgsye S puyd 9 awls sape @ |, 159 1 S VLAN @y bgy o Sudly Jewl asdbg @ jes ool Jbe ol >
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Importance of Native VLANs

- == o VLAN1 untagged traffic (native VLAN) B
L 15

:Native VLAN

Switch Catalyst g, JS—i oul ) - 2S a>gi B899 JSow @ - 255 sw Tag | (s>9,3 Slpouyd swled Trunk o)e0
0 waysi VLAN alw L% auisw 95 Sy, aS (s> s . 30ib (sw VLAN 1 o ol g 5,05 3929 VLAN S, bhad 6500
+ ol

Jgi VLAN 1 5l aS sl puyd asS (sJls)s il s Ssiiw aaw L8 Sg)y VLAN 1 0sS (5w oasliw aS jghiles
. 3940 (sw Trunk w9y Sg, Overhead Jawls8l @y smwio (ul 9 g (5w 055 oz Trunk O )e) bhwgs digais (s
035 Gty trunk wyey bhwgi diil (s VLAN 1 @ bgyyo aS suld ouyd aS 165 (s Native VLAN Jlo ¢l 5o
REVEOY

130 o Jled Trunk w)g) Sy, 50 505 Uloyd SoS @ g 1S sw (suluian |, Native VLAN ( 802.1Q JSug,

Switch(config-if)#switchport trunk native vian 1
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Summary

« Atrunk is a Layer 2 point-to-point link between
networking devices capable of Layer 2 operations.
Trunks carry the traffic of multiple VLANs or multiple
networks over a single physical link.

ISL is a Cisco proprietary protocol for interconnecting
Layer 2-capable devices. The 802.1Q protocol is an open
standard protocol used to interconnect multiple Layer 2-
capable devices.

802.1Q trunks define a native VLAN for frames that are
not tagged by default.

ISL VLAN numbers are in the range 1 to 1001, while
802.1Q VLAN numbers are in the range 0 to 4094.

.

: Aol

aaybby aS auisw 5l (e 9 1wl o 1 VLAN S8l Jols aS S yinine (bl JUIS S5 5l eaowl w)lie Trunk
. g0 adlgs Trunk o yes 3yl oape @ |, BVLAN sl Jwl
a9, wlin Ll 51 b s 5l p13S 10 S 1) ol VLAN o)loss « daito gisaw 3 1 pud S5 slhaio 7 000 ol
LS W e wosy 0S5 L L il easw
! Cowl 00ud gyl VLAN a4 5158 oy cap> 3,laitiowl 95

ISL .

802.1Q o
802.1 aS (J>,s 1wl (o JId (059 i W)eo U 9Siw Wliupi S, 9 039 9w U pogae JSigy ISL
uld Ewigw aSd Sy > aS (6,80,5 9 il swed ol LSl @ paiko aS bl o wgee s)lulwl S5 Q
. 3uS oslaiwl Frame Tagging ,etaio @ >)lasbiow! ol 51 comlue 2wl assals (suglasio Sla S 1w 5l
Slubiwl gwlbawly as ($Jls,s dig i (5o 5138 o,loni 1001 b 1 2u, ,5 W VLAN o,locs ISL s, lasbowl gwlwly

. 5o Aidlg> 4094 U 0 2u, 5l Ssac Lo VLAN o,los 802.1 Q
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VTP w,e

. Ul wlixo sla Mode g aSuis Syys VTP 5,8lac

. VTP ),;S.LA.C PA) d\JlJUa>9 S )

HECEV-)

A
.Y

.Y


http://www.txt.ir

VTP Protocol Features

» Advertises VLAN configuration information

« Maintains VLAN configuration consistency throughout a
common administrative domain

« Sends advertisements on trunk ports only

VTP Domain “BCMSN"
3. VTP synchronizes latest VLAN information.

/‘;. VTP propagates data.

1. User adds a VLAN.

VTP JSigy S »Siug

Gul38l 9 aSin S vas Sy b . auans Luwl Ethernet aSios S5 s Trunk 9 VLAN pgpao U aiwiS Slpwys o
Uty 53 s Sl Ay =0 > VLAN &S aislw L g La VLAN 5l olaS 5o )s (i3> whuss « lpzdgw slass
- 390 Adlg3 ol0d Sl by OMSLie b aSiis ol U> &1l e cululi ¢ 39 o lpzaigw

. owl 05,8 &Ll VTP JSiio ¢l 895 Sy 9Swuw

Sslaei Jolw aS aml & 0,8 Wi b VTP gululy + auS (s (88520 1) o audgw 09,8 wunio z5b « VTP
5505 eMbl @ G 9 05,5 Jlocl Server |, gy whusi « aSi ol 5> Server g Client w5 9 il (o @uigaw
A lg> yigw 9 5i>h b aSd ol 5> sl Ol 9  VLAN 5550,5 (siluw, eMbl gulily .+ 3l s Lo
+ 2090 VTP @ bgsp0 wloWhol U 1wl cillae 0ais iy, oSl

:VTP Domain

U Lo awisw auiy L |, 595 VLAN @ bgye wleMbl guigw »8 aSysb @ 039 guigaw Silaei Jolw aS ol axb

. 3,38 (e Skl
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VTP Protocol Features

« Advertises VLAN configuration information

+ Maintains VLAN configuration consistency throughout a
common administrative domain

« Sends advertisements on trunk ports only

VTP Domain “BCMSN”
3. VTP synchronizes latest VLAN information.

//;‘ VTP propagates data.

1. User adds a VLAN.

o0a oo

1 (awl>l) VTP JSigyw S Sivg

s i sdglase Sla VTP Domain > aS (suld zuisw 9 il VTP Domain &5 giac wlgi (o o guigow 10
+ 20,058 Sl @ ,%1S0 b | oliula VLAN @ bgyye oleMbl aslgs

. 15U (s BCMSN U @y VTP Domain & oxids vl JSoi ol « 1S asgi 899 JSii

VTP Domain ¢l Sle zuisw »505 @ awisw Sy Sy, VLAN S waid aisbu jus 36S (sw oadliwe aS ghilosd

L 39 L o3l iyl

VTP advertisement

51 VTP Advertisement  S_oS au |, La VLAN @ bgy,0 wleMbl VTP Domain 5 gSoww Sl guigw ;| olas 1o
CaS ol cowl Juase il @ Trunk cgy asb sl aS Giuyslee S gudow

. 390w Jlw,l VTP Domain s Multicast sla 04,9 @ 9.0 @ o VTP Advertisement

.ol Jsl @ 55 W VTP Advertisement U g w2 Trunk whgo a0 ol (o gudigow 95w Siwd & aass

D D9 sw ywiwiie VTP Domain &5 > 0,9 auw o VTP Advertisement
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VTP Protocol Features

» Advertises VLAN configuration information

« Maintains VLAN configuration consistency throughout a
common administrative domain

« Sends advertisements on trunk ports only

VTP Domain “BCMSN"
3. VTP synchronizes latest VLAN information.

/‘;. VTP propagates data.

1. User adds a VLAN.

: (awl>l) VTP JSigyw S sSiug

: Summary Advertisement o
59— w0 JLw,l VTP Domain > 1 guigw ausy @ VTP Server lowgi asl 300 48 aS sows (sileMbl

. 3wl sw VLAN Database @ bgy o wleMbl Jols o

: Subset Advertisement
939 o Jlaw,l L VLAN wlowhis )5 jousi wsls &, olSia VTP Server lowsi aS aiiowd (sileMbl

.3l sw B VLAN 5l plaS 48 wusog g VLAN Database wleMbl ol

: Advertisement requests from Clients

. gl sw wowlg>)s VTP Server ;1 VTP Client Jwgs aS s sileMbl
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VTP Protocol Features

« Advertises VLAN configuration information

« Maintains VLAN configuration consistency throughout a
common administrative domain

« Sends advertisements on trunk ports only

VTP Domain “BCMSN"
3. VTP synchronizes latest VLAN information.

2. VTP propagates data.

1. User adds a VLAN.

:( ald]) VTP JSigyy S »Siug

L abdls s asS |, VIP au by o wleMbl ausS ivg, puw 9 Gvgols |, VTP Client S aS (siloy Jlio job
oy - S @bl VTP Server 5l o,b9s | wleMbl ¢l gl oo oalilio + A5 (s w5l 591 03,5 S,)lapS RAM
VTP Client a, ,5 |, 59> VLAN Database g_wl ,> VTP Server g 2uS s JLw,| VTP Server oy |, (siwlgs)>

S v Jlw)l
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VTP Modes

- Cannot create,
change, or delete
VLANs

« Forwards
advertisements

« Synchronizes
VLAN
configurations

 Does not save in
NVRAM

Client

« Creates, modifies, and deletes
VLANs

« Sends and forwards
advertisements

« Synchronizes VLAN
configurations

- Saves configuration in NVRAM

- Creates, modifies, and
deletes VLANSs locally
only

- Forwards
advertisements

« Does not
synchronize VLAN
configurations

- Saves configuration in
NVRAM

Transparent

oo 1t

: VIP JSig v wlixo sSld Mode

D asS s Slayl 5 sla Mode 5l Sy s ol v W gwdigw Sl plaS 4 VTP Domain &, s

Server Mode o
Client Mode e

Transparent Mode o

3, S)oc 9 La VLAN 3500 55 (silow, M bl 55> abeS> L gudsw 5l plaS 18 aS 1S sw pazuie VTP Mode gélg >

. Cowls Lslgs uss VTP

:Server Mode

Aalgs> Domain <,y o VLAN ,_usi 9 Bis> « skl 5> JolS ublgs shils 5,03 51,8 Mode ¢l 5> aS (sxdoow

. awb awls eape @ |, VTP Server Giuss cownl v guigw o oS wows VTP Domain & s

. 3ls 513 Mode ol 5> Uod iuw Wyso U W awigw swled.ses

s
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VTP Modes

« Creates, modifies, and deletes
VLANs

« Sends and forwards
advertisements

« Synchronizes VLAN
configurations

- Saves configuration in NVRAM

- Cannot create,

change, or delete - Creates, modifies, and

VLANs deletes VLANSs locally
« Forwards only
advertisements < Forwards
- Synchronizes advertisements
VLAN ! : - Does not
configurations £ synchronize VLAN
« Does not save in configurations
NVRAM - Saves configuration in
NVRAM

: VTP JSig v wlizxo Sd Mode

:Client Mode

. 391 Adlgss VLAN 5085 b g adlol b g Wi ay 538 5,8 Lsw Ll8 Mode ¢l )s aS (szigow

9@ (5o gS 39 5o UiwliS LS Sla g hwgi aS (bt 4 3,8 sw sL3 Mode ol by S e
S s Jlecel 393 g, | wlpuss ol

:Transparent Mode

@asw 3l VTP 3,00 55 aS (sileMbl . 1S (o Jac (i giac ) Ulgic @) 3,5 (s ,l,8 Mode ¢l 55 aS (szeadgaw
o Jluw,l Givsglxe Slpzdsw @ Trunk wyes @b Sl 1S Jlacl 393 g, aSiul wgw | 1S (o wdl)s jolxo Sla
Jlw)l Lo adsw 505 a4 ) wlusi ool bl sl (swo VLAN 0s)S adlol g Wi @y ;38 zuigw Mode ¢l 5> . .S
[, 59> s VLAN g, wlues VTP Server aS wwl ¢l > Server Mode L Transparent Mode (sLol wglai &8lg)s
VLAN osg, ol VTP Transparent aS (sJls)> aa> (so gMbl VTP Domain )3 59>90 S guigw (swolos @y

LA (s gMbl ULSs @ | 395 Sla
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VTP Pruning

« Increases available bandwidth by reducing unnecessary flooded traffic

« Example: Station A sends broadcast, and broadcast is flooded only toward
any switch with ports assigned to the red VLAN.

switch 4 gl ont2

Flooded

Traffic ls ———————®
Pruned

Switch §

Switch & Switch 3 Switeh 1

:VTP Pruning

LS s Jlwl ugw 4 Gilpiser swlod 5l S s L, auisw S5 aS sl Broadcast auls sw aS jghilos
518 VLAN ool 55 aS (sulpijgs cswolod « S Jluw,l awisw @y |, Broadcast oy 5,05 51,8 VALN &G s aS (sijer S|
iiowed VLAN ol U pliod VLAN sbls aS 5,55 Sla guisow ouizod 9 S (sw wdly,s |, Broadcast ou,9 155l

. AGS (sw wdl,s |, Broadcast pu,9 50
> Switch 4 g Switchl lasd Lol suiwad Red VLAN oU @y (sul VLAN LS 1 zguigaw (swolod 16S a>gi Bgd JSow @
359>9 ol U+ a5,l6 VLAN ool 55 (sijes awd VLAN 1 iials oe,de 505 Sa guigw « 4sls @y Salaei VLANL
JU a=i,5 9 Trunk w6 womw au 1) ool (s VLAN 1 @ bogyyo aS |, (suld Broadcast «  guigw 5l plasS ;o

3940 s JBIS ol o 03900 Su8ls b8l @y y=io (ul 9 03,S culas trunk bl
Ol 5> (ise0 A4S g 031> Juems (suld gwisw @ VLAN &, ,> Broadcast sla o8 aS 1,65 (s VTP Prunning
Aiwd Red VLAN s (sulpiyes Shls g5 5o Switch 4 g Switch 1 JS—w ool 5> Jbio jeb @ . aicwl asswls VEAN
Sg,) 0594 S0l Az, . duiwd VLAN (ul 55 (sijgs 2810 VLAN ol piils psude 1505 Sbd auisw aS s

Ao adlgi Juess Trunk (sbls,l JLIS
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VTP Configuration Guidelines

« Configure the following:
— VTP domain name
— VTP mode (server mode is the default)
— VTP pruning
— VTP password

i Qwigw Sy Sg, VTP JSigyy paloii

Pl o e Jole Jols VTP 0s)S pylais

P pll b ooy J>le ol (o s SO Sg, VTP 0s)S eubais jebaio @
VTP Domain ob i @
VTP Mode e o
VTP Password (,u=<i o

VTP Pruning us,S Jled o
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Configuring a VTP Server

‘Switch(config)#vtp server

» Configures VTP server mode

‘Switch(config)#vtp domain domain-name

- Specifies a domain name

‘Switch(config)#vtp password password

- Sets a VTP password

‘Switch(config)#vtp pruning

+ Enables VTP pruning in the domain

: VTP Server pabii

: VTP Domain ol i
0lwS, VTP Domain oL shls asS sls guwigw . auS (sw pasiiw guisw Sy [, Domain ob ;5 ulo,d SoS @
25,1350 Sl a0 5385 b 1) W VLAN @ by o wleMbl aslgi (swo aioib

Switch(config)#vtp domain domain-name
: VTP Mode =i
2950 zuwis—w Sg, |, VTP Mode algi (s o5 Ulod SoS @ . asiwud Server Mode (6,8 G wygo 4 B guigw
. uds ,l)8 Server s> )

Switch(config)#vtp server

: VTP Password (ausi
VLAN a bgy o wleMbl aib Client Mode aS 5,55 awigw ,a VTP Server uans paxdw L VTP Domain &5 s

9 05,5 aSuis Ol 1) 3935 auisw Ll (sily (owS L8 adlgss aS (e 5> JIs . 5,8 sw VTP Server 5l |,
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Configuring a VTP Server

‘Switch(config)#vtp server

« Configures VTP server mode

‘Switch(config)#vtp domain domain-name

- Specifies a domain name

‘Switch(config)#vtp password password

- Sets a VTP password

‘Switch(config)#vtp pruning

« Enables VTP pruning in the domain

: ( aol>l) VTP Server pubii

bg 0 wleMbl 5,600 Usgs ULWS, 9 Authentication pll 51 G Cousl v S wdl,s | W Vian by o wleMbl
S 8lys |, VLAN ey

Switch(config)#vtp password password
: VTP Pruning u>,S Jlk9

3940 (s Jlsd guigaw Sy, Pruning (sSis 5 Gloyd s,y LIS @ b

Switch(config)#vtp pruning
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Configuring a VTP Client

‘Switch(config)#vtp client

» Configures VTP server mode

‘Switch(config)#vtp domain domain-name

- Specifies a domain name

‘Switch(config)#vtp password password

- Sets a VTP password

: VTP Client pubuii

VTP uu—w 9 VTP Domain oL counl (s ¢ 2uS (89,20 VTP Client Ulgic a4 |) guisw S udlgzy aS ()90,
VTP 11, ,% sla VLAN @ bg o wleMbl gt guigww oul U 2uS pudais guisw Sq, |, VTP Password ¢ Mode

.S wsl,> Server

Cobls adlgs [ VLAN @i | g slal (sublgs auS wayyss Client Mode w0 4 1) gudisow Sy aS aSui,00,5 oyl
as suls VTP Advertisement S oS aU juuw—w 9 39 Jlocl VTP Server g, ol ol <ol oo oulolo .

. 390 Jlocl VTP Client g, 5900 (w0 JLwyl VTP Server lawgs
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Verifying the VTP Configuration

‘Switch#show vtp status

Switch#show vtp status

VTP Version B2
Configuration Revision 1247
Maximum VLANs supported locally : 1005
Number of existing VLANs 1 33

VTP Operating Mode : Client

VTP Domain Name : Lab_Network

VTP Pruning Mode : Enabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : Ox45 0x52 0xB6 OxFD 0x63 0xC8 0x49 0x80
Configuration last modified by 0.0.0.0 at 8-12-99 15:04:49

Switch#

! Swigww Sy Sy VTP >, Sloc (w0

So So, b VIP cusog Ailei (oo 55 Uloyd SaS @y . ads (s yilod guisow Sy So, | VTP cusog Bed JSb
S oy g

Switch#show vtp status

VTP auws—w o=l Sg, . 3wl so VTP Client w90 au g Lab_Network oL U sl VTP Domain > zguig—w ¢l

. owl 00w Jled Pruning
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Verifying the VTP Configuration
(Cont.)

‘Switch#show vtp counters

Switch#show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

ocoowrwvwou~N
i

VTP pruning statistics:
Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fa5/8 43071 42766 3

! (ol ) gwisgww S Sy, VTP >, Sloc ooy

VTP glosl Guszeod 9 35S (5o Jasio |,  VLAN 815 « Trunk olgic @y aS |, ()92 3wilgi (s )y Ulo)d SS @y

+ S oy 9 0adline |, Ll 5l plaS s slasi g o Advertisement

Switch#show vtp counters


http://www.txt.ir
http://www.txt.ir

418

Problem: VTP Not Updating
Configuration on Other Switches

« Make sure switches are connected through trunk
links.

* Make sure the VTP domain name is the same on
the appropriate switches.

« Check that the switch is not in VTP transparent
mode.

« Verify the same password used on all switches
in the VTP domain.

P s S 2sb

¢ S wdl,> VTP Server 5l |,  VLAN @ by o wlohis xilei auigw o U ads &) vl (Sow siMSliw ax

T390 oy b o Slee ol (s S5 wdl)s | ,S0s Sla VLAN @ bgyyo wleMbl gusgw aSiies s

- o pialao Ginglze guisow b Trunk whey (580540 bloyl syl 51 0
g holao VTP Server b guigow ¢l 5> VTP Domain ol wsgy olbwsSy 51 .Y
. 3uwlo Transparent guwsw Mode aS auS (sewypy .V

S Jools Oligabsl W guisw 5505 b adow ol gy 0ser OLwSy 5l 531 559 ¥
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Summary

* VTP is used to distribute and synchronize information
about VLANSs configured throughout a switched network.

* When a network device is in VTP server mode, you can
change the VLAN configuration and have it propagate
throughout the network.

» Use show commands to verify the VTP configuration.

« Problems with VTP configuration can frequently be traced
to improperly configured trunk links, domain names, VTP
modes, or passwords.

1 Ao)M>

So 031l b aSiei Sy 55 by S s ol 1 55 Olgy cosiie @5l oz slasi Giwls8l 9 aSis SO ol Syi
OB il 9 305 Lo w ausy 5> s @ 5L 4> VLAN & gislw b g  VLAN o0laS 5o s silo (s> wlhwss
Sy OMSLio b aSeds gl 5s @lo Cunan gl « 5,8 wiss aSw admin hugi (siws Wige 4 cwnl o

.39 adlgs> [l susSawuw J> ol, VTP . 590 adlgs> oo ol
Sslaei Jolw aS aml & 0,8 Wi b VTP gululy + auS (s (88520 1) o audgaw @9, woio gxb « VTP
5505 eMbl @ G 9 05,5 Jlocl Server g, |y whusi « aSi ol 5> Server g Client i 9 il (o @uigaw

36l s lpzdew
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NAT
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:(Network Address Translation) NAT

o Valid slp—w,sl @y Invalid sla Gw,sl ao>,5 0380 ( Network Address Translation ) NAT
ol

TANNA o Lizo Sla Region bhwgi aS siiwd Sla Gyl Valid sla gu,ysl ails (s aS jshilos
bl (w39 W paxie 9 03D Hiwu,

03 i, IP S Lus 5 Station L8 @ Olgs (i ol 3ol (s 390 IP V4 slasi aS Lsulsl 5l
slaes J=> o, IP V6 Sl 20lgs (s ax 030 s>, IP slasi 59008 JSwio > o) G -+ 3> s
. 2ol sw IP V4 5900

J= ol S a0lei i ol cawl 51 Ulos w038 g Ol 5l aslaswl aS cawlziy]l i Lol
il v NAT Olod U Lpouwysl a5l oslaiwl ;3 J> ol . auil wae oligS

JSoiio ol 0aui s>, Slpawynl b g guw,sl @y Invalid Slpow,sl 5l Salass Us,S ae>,i L NAT g8l
55 ol S8, NAT Slas,u)S 51,808 Sy asly ¢ g NAT 5,018 Lpis ol Lol ceewl 05,8 U> |,
SeoS @y W 0w Us)S Ulgy « B)SD uyiws 3l (o aSos andls aS g5 Slpal, 51 (S, g3lg,s
Casiol Ulgi (oo 5505 Lol au Station S caedly sl US,S Aoy b cululy wcowl (seblg jue sl
5,8 5L | o&iws ol

o W VIRV S WIS WIC
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Network Address Translation

Outside

179.69.58.80

Internet

NAT Table

Inside Local IP

Inside Global IP

Address Address
10.0.0.1 171.69.58.80 g
10.0.0.2 171.69.58.81 |2

® An IP address is either local or global.

® Local IP addresses are seen in the inside network.

©2002, Cisco Systems, Inc. All rights reserved.

Cisco.com

ICND v2.0—6-¥
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: Ul glgil 9 NAT adgl pudlas 9,50

bla; ;> IANNA b Lizo Sl Region bowsi aS siimwd Slpw,sl Valid Slpw,sl auls (e aS ghilos
o s>, Lo Region ¢l bawgi IP V6 9 IP V4 Slpuw)sl 88lg,s . diguis (s yinws>) Ulp> walio
€ Ly sl ol wasi plod Jlois ! Ol Hlislw ay by soui 0sleiwl IP V6 5l aS (56,00, « Mg
Shil ay Vlgs sou @3lg,s .+ oS oslaiwl IP V4 5l aS 3yl (s Uinar wsilos JSaino Lol « il (swo S
A bl aliue whgo 9 JSuie U gl a4 B Gy 5,8 @dly,s Valid guw,ysl Sy aSais 5> Station o

¢ Cownx J> ol) aS cawil sgui v 2ol aS (lgw Lol

il o Valid Slp—w)sl au Invalid Slpw,sl a5 054550 (Network Address Translation) NAT
920 Vg0 Sd aSids @ 93 (I3 ls Aaniio 9 pU L US> 39 o ol A Sl aS Sy @3lg)s
9 05,5 > ayl> oani yian>, gwdl U L cowl oaui aid S wliu Lol 5l aS (ol punsl aSly « s (swos
by s pll b ey wdlys 9 Jlwl az pusl ol b

a invalid Slpw,sl Jusd 9 vl aSuiw au sdzls aSuiw blayl )18, o, NAT wisS olgs (s
bl o 2,8 A axio 9 swizo Sl

il o adgl pudlio wsliog Jgl o8 ol ik wsliow sy

D39 (w0 ot 55 (IS @iws 95 a4y aSui NAT oBaus 5l

Inside Network .\
Outside Network .Y

&3l9,> . il Invalid Slpw,sl Shls aS 9w s aisS Sla aSw b aSiuw «, :Inside Network
NAT pgpéo ;5 cwl 0ais yiwu>) IANNA bwg Ol w lixe Sla Station yw)sl asS (sdsls aSow
.<wl Inside Network ulos

il il 00 s> Slpw)l Shls aS g (o S Sla aSw «, :Outside Network
Outside ulod NAT pgpan ;> aS 3wl (so 03w yiw>); Slpwwysl U suld aSuw 5l Sl acgozo
Do v sali Network

Cowl as8,3 51,8 Inside Network au>U Jsls 55 @S NAT s, 5l soundyiil @ 2 Inside Interface
Ll 5h8 sy aScs sl gu) s aS o il @8lg)> L g (s aisS

9,3 1,8 Outside Network a=>U J>Is 55 aS NAT g, 5l sewadyil @0 : Outside Interface

03y s>y adl Logs) 59 (o 0315 i uad il ool a4 aS (ol . 39 (o S ol
. 35S oslaiwl Unnumbered jw)sl 5l lgs (o (s> 9 s


http://www.txt.ir

424

Network Address Translation
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179.69.58.80

Internet

NAT Table

Inside Local IP

Inside Global IP

Address Address
10.0.0.1 171.69.58.80 g
10.0.0.2 171.69.58.81 |2

® An IP address is either local or global.

® Local IP addresses are seen in the inside network.
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Network Address Translation

Outside

179.69.58.80

Internet

NAT Table

Inside Local IP

Inside Global IP

Address Address
10.0.0.1 171.69.58.80 g
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® An IP address is either local or global.

® Local IP addresses are seen in the inside network.
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Configuring Stalticu'l'rans_lation

[T Cisco.com

Router(config)#ip nat inside source static local-ip global-ip

« Establishes static translation between an inside local address
and an inside global address

Router(config-if)#ip nat inside

* Marks the interface as connected to the inside

Router(config-if)#ip nat outside

« Marks the interface as connected to the outside
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Router(config-if)#ip nat inside
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Router(config-if)#ip nat outside
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Enabling Static NAT

Address Mapping Example |

[TTTTIVETRTTIIN Cisco.com
] e0 s0 C 7
— Internet
10112 10.1.1.1 192.168.1.1
. NP
SA SA
10.1.1.2 192.168.1.2

interface s0

ip address 192.168.1.1 255.255.255.0

ip nat outside

1

interface e0

ip address 10.1.1.1 255.255.255.0 o

ip nat inside -

. 2

ip nat inside source static 10.1.1.2 192.168.1.2 g
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Configuring Dynamic Translation
IS TN Cisco com

Router(config)#ip nat pool name start-ip end-ip
{netmask netmask | prefix-length prefix-length}

- Defines a pool of global addresses to be allocated as needed

Router(config)#access-list access-list-number permit
source [source-wildcard]

- Defines a standard IP access list permitting those inside local
addresses that are to be translated

Router(config)#ip nat inside source list
access-list-number pool name

- Establishes dynamic source translation, specifying the access
list defined in the prior step

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—6-
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Configuring Dynamic Translation
IS TN Cisco com

Router(config)#ip nat pool name start-ip end-ip
{netmask netmask | prefix-length prefix-length}

- Defines a pool of global addresses to be allocated as needed

Router(config)#access-list access-list-number permit
source [source-wildcard]

- Defines a standard IP access list permitting those inside local
addresses that are to be translated

Router(config)#ip nat inside source list
access-list-number pool name

- Establishes dynamic source translation, specifying the access
list defined in the prior step

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—6-
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: Ul Sau,Sw 09 9 Dynamic NAT

Router(config)#ip nat inside source
list access-list-number pool name

03w 820 pb L aS Pool g cwl 0asi pasiw o)locw b asS Access List ¢ bls)l do> ool oulnlo

: Inside Interface juusi

225 Uloyd SweS @y g 03,8 Lzl | 5)05,0,8 Inside a>U > aS NAT Router 5l (sownd il al>yo0 ol 53
. pusS (s wlxil Inside Interface ulgic a, |, ol

Router(config-if)#ip nat inside
: Outside Interface uusi

Ulo,d SoS ay 9 05,5 wlzil |, 5,l5,1,8 Outside a,>U ,5 aS NAT Router 1 (sewnd il al>so0 ol 5>
. puiS (sw wlzwl Outside Interface ulgic @i I, Ol 55

Router(config-if)#ip nat outside
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anslation Example

ip nat pool net-208 171.69.233.209 171.69.233.222 netmask
255.255.255.240

ip nat inside source list 1 pool net-208

L]

interface serial 0

ip address 171.69.232.182 255.255.255.240

ip nat outside

1

Dynamic Address Tr

tio

Cisco.com

interface ethernet 0

ip address 192.168.1.94 255.255.255.0
ip nat inside

!

list 1 p it 192.168.1.0 0.0.0.255

HostA [
192.168.1.100 [:] -
[ =]
F ____J
&
e0 s0
192.168.1.94 171.69.232.182

Host B
192.168.1.101

ICND20GR_186
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Overloading an Inside Global Address

“— Internet
NAT Table
Protocol Inside Local IP |Inside Global IP| Outside Global
address:port address:port | IP address:port
TCP 1.1.1.2:1723 22221723 6.54.7:23
TCP 1.1.1.1:1024 22221024 96.7.3:23
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Configuring Overloading

Cisco.com

Router(config)#access-list access-list-number permit
source source-wildcard

» Defines a standard IP access list permitting those inside local
addresses that are to be translated

Router(config)#ip nat inside source list
access-list-number interface interface overload

- Establishes dynamic source translation, specifying the access
list defined in the prior step
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: Dynamic NAT With Overload sau, Sy

il s al>so sl Jola pndais ol

Inside Local Address ules U Invalid Slpwsl 5l (v (58,20
Dynamic NAT With Overload us,S Jled

Inside Interface (s

Outside Interface (s

e e

: Inside Local Address Ul U Invalid Slpaw,)dl 5l (v 9 20

a 53L8 9 05,5 WS, Aoy wlhdee ;s sudlgs s aS |, Invalid Slpw)sl 5l Csiand al>0 ol >
LS w920 Access List SwoS @ | auoil ol aSiesn a Sy JLw)l

: Dynamic NAT With Overload u»>,S Jled
03 iy gl i b Access List ¢ blsl &,l,8,0 9 Dynamic NAT ws,S Jled Joli al>,0 ol
Aol v

cAsS Lo 3)lg 1 5o Ul 8 9 0auw Global Mode s)lg jgdaio (pl Sl

Router(config)#ip nat inside source
List access-list-number interface interface overload

Cawl 000 pudhii 000 i, sl Ul S, aS g 5l Csaund il U Access List ¢ bli)l Olo,d pl
. 2wl wsw Inside Interface uloa Inside Global Address «Jl> ¢l 5> &38lg,s .S (s 513, 1)

: Inside Interface yuusi

25 Uloyd SweS @y g 05,8 Ll | 5)05,0,8 Inside a>U > aS NAT Router 5l (sewnd il al>yo ¢l 53
. puiS sw wlxwol Inside Interface lgic ay |, Ul

Router(config-if)#ip nat inside
: Outside Interface =i
Ulo,d SoS ay g 03,5 wlzil | 5)l5,0,8 Outside au>U ,5 aS NAT Router ;I (souwnd il al>s0 ¢l 5>

. puiS sw wlxwl Outside Interface Ulgic @ |, Ol 55
Router(config-if)#ip nat outside
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Overloading an Inside
Global Address Example

Cisco.com

192.168.3.7

e
192.168.4.1

hostename NAT_Router
1

-' - interface Etharnet0
E’ ip address 192.168.3.1 255.255.255.0
ip nat inside
'

192.168.4.12
intarface Etharnatl
ip address 192.168.4.1 255,255.255.0
ip nat inside

ip address 172.17,38.1 258,.255.255.0

ip mat cutside

1
ip nat inside source list 1 interface Seriald overload
'

ip route 0.0.0.0 0.0.0.0 Serialld

1

access-list 1 pormit 192.168.3.0 0.0.0.255 %
access-list 1 parmit 192.168.4.0 0.0.0,25

' i i
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S W]
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Clearing the NAT Translation Table

I T T

Cisco.com

Router#clear ip nat translation *

» Clears all dynamic address translation entries

Router#clear ip nat translation inside global-ip
local-ip [outside local-ip global-ip]

» Clears a simple dynamic translation entry containing an inside
translation, or both inside and outside translation

Router#clear ip nat translation outside
local-ip global-ip

» Clears a simple dynamic translation entry containing an outside translation

global-port local-ip local-port [outside local-ip
local-port global-ip global-port]

Router#clear ip nat translation protocol inside global-ip

» Clears an extended dynamic translation entry

©2002, Cisco Systems, Inc. All rights reserved.
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: NAT Table ,> >9>90 SWD>,9S, US,S SL ogxJ

NAT  NAT 1ol ol 5l aces .+ o bowl oSiwmw Slayig, Sg, NAT S5la0l ol 09 = b lseisl @ b
3ol s JwoSi Dynamic w,e0 @ U g Static w90 a4 L Table

5 1y Clear ip nat ule8 j9thio ol Sl . 5,5 S siws Wyg0 @ Ulgi sw |, Table ol Slas 63, bl
F i o LS @ Slpise s User Mode

Router#clear ip nat translation *

SUL NATs, Sloe vaw Jled ¢ ugay NAT Table 5 39>90 Sa3,8S, (swlod Ulod ul WS,y 8 a4 b
© 39 (S0

Router#clear ip nat translation inside global-ip
local-ip [outside local-ip global-ip]

Slewysl iy ay byl . 5,8 @i |, NAT Table 5l 5,55, S Ul (seo Olo,d ol Us, LS @ b
PSS sw 3l |, Inside Local g Inside Global

Router#clear ip nat translation protocol inside global-ip
global-port local-ip local-port [outside local-ip
local-port global-ip global-port]

03w 2,5 NAT Table ug,> Dynamic NAT with Overload al,_wg au aS 5,35, Sy U>,S S jghio @
S s oslaiwl Ulo,d ul 5l ol
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Displaying Information with show
Commands

T TTIITT

Cisco.com
Router#show ip nat translations
- Displays active translations
Router#show ip nat translation
Pro Inside global Inside local Outside local Outside global
-—- 172.16.131.1 10.10.10.1 === -

Router#show ip nat statistics

» Displays translation statistics

Router#show ip nat statistics
Total active translations: 1 (1 static, 0 dynamic; O extended)
Outside interfaces:
EthernetO, Serial2.7
Inside interfaces:
Ethernetl
Hits: 5 Misses: 0O

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—6-12
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: Show Ulo,9 SoS @ NAT @ bgs,o wicMbl Linlos 09
Router#show ip nat translations

y 52038y @ W Luysl a5 0g= g8l 4> 9 NAT Table )3 39>50 Sds,gS, Ulsi s Uloyd ol SwS ay
i .5, oaaline
Outside Global ¢ Outside local . Inside Global . Inside Local slp—w)sl Jolio Ulo,9 il (5>9,>

Router#show ip nat statistics

Sl ud il au by wleMbl g NAT Table ;5 59>90 Sy )9S; slasi Ulgi (s Ulo,9 (ul SoS @
.5,S oadliwo |, Pool uizxod ¢ Outside g Inside
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Sample Problem: Cannot

Ping Remote Host

LA I Cisco.com
int eo
ip address 152.168.2.1 255.255.255.0
!
int =80
Host A ip address 10.1.1.2 255.255.255.0 Host B
192.168.1.2 ! 192.168.2.2
g router rip 4
| ’ natwork 10.0.0.0 |
E network 192.168.2.0 —g
e0 s0 Ww ,
D_ 192.168.1.1 . i iy : 10.1.1.2/24 192.168.2.1 —-D
ip nat pool test 172.16.17.20 172.16.17.30
ip nat inside scurce list 1 poel test -
- |
P int =0 2
= ip address 10.1.1.1 255.255,255.0 :-_-"’

ip nat inside
L]

int a0

ip address 192.168.1.1 255.255.255.0
ip nat outside

]

router rip

natwork 10.0.0.0

network 192.168.1.0

1

access-list 1 permit 192.168.1.0 255.255.255.0

"

[

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—6-17
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: Qiges JSwino S

Inside ulgic ay 192.168.1.0 /24 aSuis ulwlu « 3wl sw NAT Router ulgic ay A Jig; Jbo ol >
. Mg ww 9,3 Lbhy,s Outside Network vlgic @ Ul 4 Juaio Sl aSuis 9 B g, 9 Network

OB b (5o Access-list 9 pool ey yei SoS ay Dynamic NAT . A g, g, NAT e @ a=gi b
ping a_ ;5018 Inside aL>U > gilg Host A. o aisSiul Joc 55 Lol .ads olzil [ Low,sl Us,S an i
. Lwb swo outside au>U > gdlg Host B ws,S

€ 5,5 89, 1, ul Ulgi Lo WeS> 9 > JSio aS Gl 1 o Giuw a5 (slgw
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Solution: New Configuration

O T Cisco.com

int eo
ip address 192.168.2.1 255.255.255.0
!

int s0
Host A ip address 10.1.1.2 255.255.255.0 Host B
192.168.1.2 ' 192.168.2.2
Touter rip

network 10.0.0.0
network 192.168.2.0

el s0 el
192.168.1.4 BB . 10.1.1.2/124 192.168.21

L b

ip nat pool test 172.16.17.20 172.16.17.30
ip nat inside source list 1 pool test
1

int a0

ip address 10.1.1.1 255.255 285.0

ip nat outside

)

int al

ip address 192.168.1.1 255.255.255.0
ip nat inside

E

|

UL

int loopback 0
ip address 172.16.17.1 255.255.255.0

]

router rip

network 10.0.0.0

natwerk 172.16.0.0

1

access-list 1 permit 192.168.1.0 0.0.0.255

MG
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s JSine J> ol

. AwS a>gi ol csw Lls |, NAT Router juss aS A Jig, Sy, 39>90 Wlowhis @y
Dby s 505 w90 ) Lig)y el pudai counls v ool Uiuw JSiie 895 Sl
. Inside Interface ulgic @ €0 Guud il pubris N
. Outside Interface Ulgic @ SO Guwd il pubais .Y
55 w03 (s 8,20 PoOl bowei Inside Global Slp_w,sl vlgic a Network 172.16.0.0 .Y
PS50
So qS I) 192.168.1.0 asw A g, &9|3)> 3,10 sileMbl 172.16.0.0 ClS.s.w 3,80 55 B)Jg) Y
9, SS9, RIP JSJMA.,JM ub)S Mol b L,{I)J,Lu_ LS sw Advertise .\J_g.w as>low B)Jg)

el (s J> JSaio A
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Translation Not Installed in the

Translation Table?
[ T T T TR TTAATT AT Cisco.com

* Verify that:
— The configuration is correct.

— There are not any inbound access lists denying the
packets from entering the NAT router.

— The access list referenced by the NAT command is
permitting all necessary networks.

— There are enough addresses in the NAT pool.

— The router interfaces are appropriately defined as NAT
inside or NAT outside.
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: NAT Table ,> >,9S, pac JV>

S>,6.5, show ip nat translation wlo,d (s>9,% )5 « Jig, Sy Sg, NAT S;lail ol 59>9 U aS (si,9.0,5
1w v 0wl Ui JSeae Juds @ U oS Csewos b o5 d)lee 303,55 eas bl 1)

e b il e s Ol ggi @y asgi b NAT SaiyySy bl a8 2 ooy )

Ll @S a.uS (s—w,» « Dynamic Nat with Overload ¢ Dynamic NAT ;lasl ol, wygo,s .Y
a3 b cowl oans asslw ssowy> @y Access List

Al ooui wayyei pool s aS (sulpwd] (i, o sy T

a3 b Cowl 00ni (8520 (siiw,s @ Outside g Inside Sl Guud il Ul aSiul (sowype .Y
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Summary
[ T TR TTTMTATTTTITATTT Cisco.com

» Cisco I0OS NAT allows an organization with unregistered
private addresses to connect to the Internet by
translating those addresses into globally registered IP
addresses.

* You can translate your own IP addresses into globally
unique IP addresses when communicating outside of
your network.

» Overloading is a form of dynamic NAT that maps multiple
unregistered IP addresses to a single registered IP
address (many-to-one) by using different ports, known
also as PAT.

* Once you have configured NAT, verify that it is operating
as expected using the clear and show commands.

+ Sometimes NAT is blamed for IP connectivity problems
when there is actually a routing problem.

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—6-Y+
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! Ao\

U blo,l 51850 cap> 1uil csw Lupsl ae>,5 054580 Network Address Translation wloa U NAT

. aSw WS Secure > b g woal

ol - 335w pll | Aoz LS oais i, Slpws] @y Private slpow,sl Us,S aon>yi U NAT
w a |, NAT an>,i 09z @ a>gi b Ulgi (swo cululu « il aisy a0 SO 9 S a0 Sy Wlgs (5w ao>i
D 3S pudi (S aws

Static NAT .
Dynamic NAT .Y
Dynamic NAT With Overload .Y

Sho o3V wleMbl 55, .« amilb (oo 2z a4 S aoyi ;31 SUes 9 SU au S an=,s Static NAT
Static aS il 53 . 5,8 v wiygo Ul pwlwly >, 9 1S sw S,lapSs Table S s |, Translation
Dynamic L g Dynamic NAT ;| )31 aS (s> 5 ailo (s (58U yuusti Ugay Table ¢l oS oslaiwl NAT

LS s s Table ool sg oslaiwl NAT with Overload
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Sle JSigyn 9 bl sla)lislw « 05,0wS Sla aSiuw adsgl pudloo  S)yg0 Jad ol

3wl v 0l s 5k sy90 bl
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Point-to-Point
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RV
H JDL;.:J [SY R UJ|

. Packet-switch g Circuit-switch  Leased-Line sl aSicw (5820 .)
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WAN Overview

(TTTTATI L LLORRRRRELER L Il Cisco.com

Service
& Provider

« WANSs connect remote sites.

ICND20GR_T75

« Connection requirements vary depending on
user requirements, cost, and availability.

©2002, Cisco Systems, Inc. All rights reserved.
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: WAN as.ui wwy

52008 @y (bl i S bowgi aS cowl Sl awewS (sdxo Sla aSui 1 Sl acgoxo WAN aS i
- Vg (s baipo

@ lizo ;o 95 55 Jlio job au wolasio (suldl o> ashio ;5 Uleszlw 95 Shls eSS, S asS (o)8
Slpwingw;l ol (o LAN aSi i 95 (sl ay b g Oloasbw 95 ol byl 51,850 sl o aaly
s ol bo Sy | LS ol aS 5,8 eslaiwl

.S a8 1) LAN aSci 95 o sl i ool aS 590 adlgs service Provide <5 a4 5L jSes ol U
. >qs udlg> Service Provider lowgi oo

a Service Providerculubo . 2,y ool bls,)l S @ 5L Customer S Olgic @ loww g8lgo 5l (vasy)>
ool bli)l S 0aisS I8,y wlgi sw Leased Line by & ugxod VPN bls,l S5 01iS pdl)9 Ulgic
Aol ol syg0 bles Gw
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WAN Connection

Synchronous Serial
Leased Line H

Asynchronous Serial,
ISDN Layer 1

— =7

L . ~  Telephone = —

Circuit-Switched % Con?pany - %
3

Synchronous Serial

Packet-Switched e: Service _;e
Provider

Types: Layer 1
(I | 10

| Cisco.com

ICND20GR_76
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: olbli,l glgil

Sy puidi 55 S aws auw @y Ulgi sw | e (s a0l Service Provider lbowgi aS (sulpauugow
HESAY

Leased Line .\

Circuit-Switched .Y

Packet-Switched .Y

: Leased Line

Leased Line . >g i (so aJl,l Service Provider lowgi aS pusiws 9 ans @y aass bli,l S ;las;Le
U swolaisl bl S Olgic @ Ol 1w 95 Lder paio b g il (v Lb3s 0)lsad aS wowl bl
. 3.0 sw a5l Service Provider lowgs Secure bls,l <5 wlgie

. 2wl 45 Mbps U wlgs swo blasl cul 6L slpy

: Circuit-Switched

39 o s ssulgs Station 9> G Silee Hlae Sy il Yol Sl aS jghiled g, ol o>
.39 oo Jsiso wleMbl Gugw 9 030 518, csulgs Station g5 ¢ bl il S)lae Siuzedsaw 5>
alnsi 95 Gur bl S518, 5l ay A Gl 5> - il o pal Al ¢ Sl Siuzdsw Al g
U g sl Lus Jlnl (u> b g aollSe @y aules (swo (udsb 9 000 51850 (5S0508 (bl S« sulps
i Adlg3 ShT 1o ol 1S5 &hd [ byl ol JolS ©yeo @ gubyb as wsulo;

55 i nSud Sle JUES Jlesl ¢ Shlae Siuzdsw wins blss 5l (wSy aS @S Olgi (s ol b
« Gl g (s Jugs, (sileMbl @igS gud aS (silo;

wedr b LS sas JUS S vans Jlesl U g Siumisw wad) b Usgy 3910 b aS canwl (sueo Ol ol
ISDN aSiis 5 cssomo orali aSuis « o adlgs Il JUIS Al aily JuSaw Jbl csiso Shy
L iwd Sl Suzdgw 5l Sl aigos

:Packet-Switched

o=l o> asl ¢ 9 sod 18,0 sulps Station 95 u S)lao « Sl \iux;j_g_a.u BMWS 5 Jwg, ol o
S a4 JyiuS wleMbl SpwS) oo a4 9 03w sl ($S=9S Sla awy a4 wleMbl g,
Sy o Gigr 6385 Hhi 55 b waliso S awisw culily + 39 (s 03l Jugxi (suSy Siuzdow
o old Hlae SO k5)|)§)4)¢§)) aSis ilio Giwg, ol oo 1L a6lus, (oo daso @ g 05,5 wulaa |
A udlgzs sulps Station g

555 820 (uiSy Siazaigaw aSed Ulgic @ |, X.25 g Frame-relay sl aSw Olgi swo g Sy
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Serial Point-to-Point Connections

LR L R RREELLER O RRCCAREL Cisco.com
End.U Router Connections

na-user

Device

& -

csu H DCE
DSU eeess
-~ Service .

" Provider EIA/TIA-232 EIATIA-449 V.35 X221  EIA-530
S Network Connections at the CSU/DSU
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: Serial g9 il

.38 so wigeo (Serial ) (slgsio wygs Ly Jlanl Of 5y aS ol (sound il « Serial Gugd il
ol ¢ 59 o sl bl JUKS sy, JUSmw vlodl S Olos ,a )5 aS wowl (simo Ol ¢l
35S adlgs S y> s Sy, pd w iy o> Slpiw

TS G woesbw Serial puad sl shy | o Slas)laubowl ¢Seuuw Sla,ig,

EIA/TIA-232

EIA/TIA-449

V.35

X.21

EIA-530

a9 ( DB-60) 2l (50 60 Pin wygy Sy 59uis (5o isS 50 WAN Gusd il Ol @y aS Serial Gund il
. 5948 (sw Juaio DB-60 ,giS5lS S ol

DB-60 ,5:51S shls 9w Sy 5l aS sgui oslaiwl LS 51 el (5o WAN aSiew U ig, bl w)e0,
oslaswl aS (g w U axgi b Olgi (o LS5 Sgw 5l 9 39 Jaio g, Serial puud il 4 as 1wl
b osly vaziw HeiSHS dgub s

Slus aS wowl 8,38l e w Ulgice @) p3g0 L g CSU/DSU 36S (swo 0adlie JSLiv s> aS ghilosd
S (o WAN aSei ay JLuwl LB 1) 5ig) 51 (sadlys

Aol OlwSy iy 9 030,.S JUew pundsiial 5 Lus Jsl waeyow wouul oo Loy JUjew JLail s
OluSy 005,.8 9 0aisiow,9 Jlymw Gund il 5y Lius JLayl &55 ulosd | Clock Rate vyl (o 88l
.ol

e A 5o« ol oani @id)S Hlasys i, JSui ol > @S« Data terminal equipment vl |, DTE
.ol oo paseiw g gwlwly bos Jlw)l weyw G s)ls CSU/DSU L g p3g0 Soaw 5l Clock Rate
S aabg Ll (o CSU/DSU S5 L 9 o390 Sy Vgoso aS Data Circuit terminating uloa L DCE
aaudbg DCE (s9,b 5l 9 5,05 0apc au |, WAN aSuw Jgd Jubd wan,d o DTE S5 5l sudly,s wleMbl
. 3l eape ay |, Clock Rate s

Solabiowl 55 Jlio Heb ay « aiuil asswls |, DCE L ¢ DTE s aulgs (sw Serial Sla Guud il oululy
. 3ol DTE xlgi csw basd g, EIA/TIA-530
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Typical WAN Encapsulation Protocols:

Layer 2
e T TT AT Cisco.com

HDLC, PPP, SLIP
Leased Line H

X.25, Frame Relay, ATM

Packet-Switched @: Serwce iﬁ
‘ Provuder

g PPP, SLIP, HDLC
Circuit-Switched / Telephone\ A

Company

ICND20GR_79

_ Ve /,
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1 p9> WY )0 WAN sSlplSiow v

Ut 9 03 Sy 4w Ethernet S pu,9 w)g0 a0 Lus Ethernet aSiow s> auls sw aS jghilos
bl i Jug=i oleMbl aShl 51 Jud 50 WAN aSici 5> . 394 s 0315 )18 (80509 @V bl 5
L 39D (S0 Sy B swasivo S puy9 3¢ s9 WAN

9 U9 —w A A>gi b L3S (o pasdio |y Sau awy oul 092 WAN aSiiis 5> 09> Y SlpdSig
35S oslasiiwl couul s swols 9> WY SlpdShgy 3w s oslaiwl aS s lasliowl

U sigleio Sl JSig, « WAN GSls aSeis elgil @y cowlisn auS (s oadliw JSoi s aS jehilod
.39 oswo oslaiwl wleMbl sau asuuws jghio

+ 3oy Al Lol HDLC « PPP slpdSig, b Juad ol alsl s
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Summary
[ e Cisco.com

« A WAN makes data connections across a broad
geographic area so that information can be
exchanged between distant sites.

» Some of the WAN connection types available are
leased line, circuit-switched, and packet-switched.

» Cisco routers support the EIA/TIA-232, EIA/TIA-449,
V.35, X.21, and EIA/TIA-530 standards for serial
connections.

» To encapsulate data for crossing a WAN link, you
can choose from a variety of Layer 2 protocols,
including HDLC, PPP, SLIP, X.25/LAPB, Frame Relay,
and ATM.
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1 Ao >

0 wlizo Sla aSw wleMbl Jsls g Lus Jlswsl jghhio aw WAN aScws a4 paiso S Gaugrw 9 WAN
2l oo b g 5)laubowl ¢ subdhes wlixo Sl asU
DS v b3 s sl aws 5l Sy s aSugb a4 il w (selixo gloil shls WAN wlbls,)l
Leased-Line o
Circuit-Switched o
Packet-Switched o

oslaiwl (5S04 a Jusxi 5l Jud wleMbl sauy puyd sshio @ aS Jswd (sulplSig, HDLC 5 PPP
. Jowd Circuit-Switched ¢ Leased-Line aiuws 95> Sla JSigu £5> 95 18 9 g (w0

sk S S5 g g, Serial pundyiial « WAN aSeis b yigy o bliyl 518, jebin au (5505090 @V s
L >S5 e Sl 9 58, 4 Jlail jghie @y DB-60 ,0:S6lS shls )b S 51 WIS el Galmlis - aih o
I, wolaso >)lastiwl guy sSww Slajig, . wowls adles glaio 49368 95 « WAN Luwgyw @ a>g

EIA/TIA-232
EIA/TIA-449
V.35
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EIA-530

& ol 0 bl ¢ 26S o w8l 9 Jlul (slsio wigo a1y Lus Serial udrinl aS (bl Sl
s oleMbl Jluyl &, lad b Clock Rate 13) . aib 0Ly osiiw8 § 03,8 o bus db,s 5 Jlus|
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HDLC s PPP
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LRV
H J.nLu'u (YR U.J|
. Leased-Line bli,| a4 bgs,o Sla JSGg, Ulgic @ HDLC g PPP sSla JSi,90 (8920 .

Debug 5 show Ule,d 5l osleswl 9 9w Slayig, Sy, HDLC g PPP SLplSig,y putais )
sl 5,5,8 o9z oy wp>
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HDLC Frame Format

LR LR TR R AR R Cisco.com
Cisco HDLC
| Flag | Address | Control I Proprietary Data FCS | Flag |
» Uses a proprietary data field to support
multiprotocol environments
Standard HDLC g
| Flag | Address | Control | Data FCS | Flag |2

* Supports only single-protocol environments

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-*
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: Ul pusd w0 9 HDLC JSig

bowgi Jlw)l wp> Lus Sasw s Sl pg> a0V JSGg, HDLC wlesd U High-Level Data Link Control
. b s Serial Guad il
Soy Ld Saciy diw 9 p9> 4V JSign S Vlsic @y (IS0 ) (olp=> s)luibowl 58,0 bwei S5 o
. owl oanw ;lauliewl Serial Guund sl
Dl w5 w9 9> slyls HDLC

Cisco HDLC

Standard HDLC e

: Standard HDLC

Jds au ool g sl oape au 1) pow aV 5l JSign Sy Us,S Ao 9 wwlid (ublsi Jhsd aseus ol
L3l S SSw | wlio S JSHg dilgw aS Salld aS ol

:Cisco HDLC

bwgi |, Network aLV JSGg,y (i ws,S dgaw,S (swllgs aS 9 b a Cisco (swolasis| asuws
3l eape a4y JUpw pund il

pdly8 |, HDLC 4,9 lwgs Network auV JSig,y iz SuSai 9 Us,S algunS wlSkl Proprietary s
LS s
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Configuring HDLC Encapsulation

IR i (T Cisco.com

Router (config-if)#encapsulation hdlc

* Enables HDLC encapsulation

» Uses the default encapsulation on synchronous
serial interfaces

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-2
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: HDLC JS0g,0 Sav,Sw

b v Jled s wliup=d 5> Serial Sl pund il Sy 40,9 Y wigo @ HDLC JSis )y
as8,S ,LS ay Leased-Line bg s Sg,,0 095 @V JSig, Ulgic @y HDLC JSigy asils sw aS jghilod
¢35 518 oslaiwl 5590 5w Wlispxs (sblasl JUES Gl w95 55 aS (Nije0)d Gyl + 59 s
JUK ol Sew 95 58 5,351 aS WJls)s L i aslgs eslaiwl lps 0SS deunS Hehain a4 JSig, ol

.3, oslaiwl pgs @V JSig, Ulgic @y PPP JSig, 5l el Lo 9w osleiwl 6Suw wliup=s
9 03—w Serial juud, il a4 by e Mode s)lg ozl « Serial Guud il Sy, HDLC [ SGgy wyyes Slpy

P oS v e by 0leyd

Router(config-if)#encapsulation hdic
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An Overview of PPP

AR R R ke Il Cisco.com

' | Multiple Protocol
: Encapsulations Using
= NCPs in PPP

PPP Encapsulation '

] TCP/P
L Novell IPX e|

— AppleTalk
| N g
ﬂ Link Setup and Control &
p— Using LCP in PPP 8
pAT— Q

* PPP can carry packets from several protocol suites
using NCP.
* PPP controls the setup of several link options using LCP.
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: PPP JSSoy » S)9,0
by o e byl S Sy JLisil yg o @ Network auy oLeMbl 0s,S alsusS sskiio @ PPP

+ Cowl oanw >)lasbowl
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il v

:(Network Control Protocol) NCP

au |y Lol 5l plasS 58 SSai Gus—w 9 Network a,V alizeo SLptSigyn U,S AgawS by Y05 ol
. AppleTalk « IP . IPX slplSig, ws)S oS Jlo job @y . 51> o3pe

:(Link Control Protocol) LCP

L alsl 55 . 5)ls eape ay |, Point-to-point < S5 g, bli)l lha> 9 )18, Jola « (sJyiuS aaudbe
b adles Lowl i auV L5 oul wlizo Sla sSiug
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Layering PPP Elements

T T Cisco.com
IP T IPX TLayer 3TProtocoIs
IPCP | IPXCP | Many Others Network
Layer
PPP Network Control Protocol
e . Data-Link
Authentication, Other Options Layer
Link Control Protocol
Synchronous or Asynchronous Physical 2
Physical Media Lﬁyer g

PPP: A data link with network layer services *

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-v
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: PPP Sl ¥ JSigw Sl

cdled 50 Network auV s aS ool (so ol p9> AV JSig, « PPP JSigyy A aisS aS jghilos
LS sw

. wowl  LCP au¥,55 sla Option ¢5> aS auwl sw Data Link J,iuS by (sulpaang,aw SLls PPP

|)|> |) NCP a,V 5SS @ 09[.6.2.0 sla JSJg)g )'| wLp& us,S QJM ._sty PPP JSJQ),_J_ @S)Jo )'|

ol
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PPP LCP Configuration Options

T Cisco.com

Feature How It Operates Protocol

Y Requires a password PAP
Authentication Performs challenge handshake CHAP

Compresses data at source;
Compression reproduces data at
destination

Stacker or
Predictor

Error Monitors data dropped on link Quality
Detection Avoids frame looping Magic Number

Load-balances across Multilink

Multilink multiple links Protocol (MP)
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: PPP JSigy 5l LCP a0V, S aiy;S

a8 Jawgi LS ol 9 il oo w DS (sS5ug Sl LCP @V L5 ¢ aud aisS eyl @ b aS jghilosd
Dl oy UlSsl 5 e

: Authentication
sile adnsi ay adass bl,l S s Jlie Hob au . Siod 5w 95 )5 9> WV bl )18, 90 (s
oedyb aS s (o 5hE5 (suloy ey Y bl wewl oai @8l Ol 5w 95 5> g, 9> aS Leased-Line
-l 03,5 oy [ blo,l s5b9,0 s9x0
T Cowl iy UlSel Cio,d 9> @y PPP JSUg, Jowgs lacl 4B

( Password Authentication Protocol) PAP e

(' Challenge Handshake Authentication Protocol) CHAP e
. ud> sw plwl | Authentication wldoc Saso ax U ud)b aS se.0 (o0 yasino LCP auV,05 55

:Compression
ol - 2l eape | aaso 5> (53,8 > Sl Us,S Bl g sl b3 s USS 03, asudby aysS Gl

:Error Detection
Magic sla JSigy hwsi aS a_il (so LOOp £599 3l S,891> 9 Uas inS johio 4 (swoowiSo
.3 sw wygo Quality 9 Number

:Multilink

LpsSy ws,S Balance s silgi sw il Jled il g, PPP aS g, 5l csulpndsiiul (sSiu9 ol SoS @y
ol acwls yuss welaie sla Link g,


http://www.txt.ir

EAY

PPP Session Establishment

HTTTENFRRTLRRRRILARY RN R RRRER Cisco.com

| Dialup or
e: chuit-Switched 1@
Network

< >

PPP Session Establishment

1. Link Establishment Phase

2. Authentication Phase (Optional)
3. Network Layer Protocol Phase

ICND20GR_81

* Two PPP authentication protocols:
PAP and CHAP
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: abbsi 9> w PPP Session <y S,1,9,

D30 s Wy A>po w5 PPP v )18,
Link Establishment .\
Authentication .Y
Network Layer Protocol .Y

:Link Establishment

‘ >)|> JoLu)| LS)|)_9)J L.Sl)_} C._a.u|_9>'-)>9 o_x_;upglau ol So, PPP J,SJS)J as Mw' Qb).b u-'l Br)
S w Jluyl 5305 Byb a Link cows 9 eubaii Sk | csowles)s

La puy9 wbw pousSbe 9 ;Lw 05,08 g Authentication o350 5,60, sileMbl Jolo cowlgs)s ¢l

. Caowl

. :Authentication

slael a b ay wogs LCP au 505 bwgs Authentication JSigw 95 Uah pazwiw g Link )18, 5l asy
A w) W

. CHAP g PAP : 1S (s (59,20 ,Licl 2l sl aie 95 PPP

Lo adles Lowl i s 95 ¢ul U awlsl s

:Network Layer Protocol

i b SU s pazaine U oans Jluwyl NCP slpiSy alsso oul 5 @d,8 whgo Slacl 3wl aSiyl 5l asy
Sl 5l oy Jlio jeb au . a0l wlanlesS) Jlasl ay cownl o 1 olaS g Network eV JSg 0
Link g, |, 595 IP SLgsS, aislgs (so 8y b ¢ a1 pasaiw Network apV J<SGg, Ulgic @y IP JS5g
.S Jlwl oo L8,
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PPP Authentication Protocols
L Cisco.com

Remote Router PAP Central-Site Router
(SantaCruz) Two-Way Handshake (HQ)
e —
“santacruz, boardwalk”
"
Accept/Reject
<

Host Name: santacruz Username: santacruz |3
Password: boardwalk Password: boardwalk g

o

- Passwords sent in clear text
* Peer in control of attempts

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-1+
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: PPP o ,lucel awl SlplSig

. 2ls oage @y |, PPP s ,licl anb aadbs JSis, 95 83ls)s 9 2io 95 i aisS aS jghilas
F bl o sudy UlSel waoj8 95 @y PPP JSig, bawgi slucl Al
( Password Authentication Protocol) PAP e
Challenge Handshake Authentication Protocol) CHAP e
Sl Sasio ax 5l 46S pasis Cownl oo« A6S w okl | PPP JSigy lowws aS (suloy ol
. 5,8 s oslaiwl [lael gl
b dadlgs Lowl Lig, & Serial Sl uad il So, sl pudais 0g=i 9 350 95 ,a U anlsl 5>

:PAP

Gl (o Wiy wig o ped AV gl wly bl )8, (s « PPP Jsl 518 a Sl 5l oy
ay . > sw pll al>so 95 5 |y lacl 3wl wldoc aS wowl Saso PAP . 5,8 w s.0 Authentication
)_la.l)l qu)Jl_AJ L D9 (S0 L.JLu})l Link SS9 - C[ear Text )90 U D)9 JSJQ)J U_J| Lsxgbl_u) ale
plzel 55 00z oS Wi A Adley lucl 3yl aS (e . S e Joe il adow > (ol
as (siloy axaiiys « LS (s blosl o b8 wacsw 5l ol 9 il (o Siiing islaa @ 5l 28
390 oswo osleiiwl o ol Sl acwls YU wds a4 sl leel ool s
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Challenge Handshake Authentication

Protocol
[t Cisco.com
Remote Router CHAP Central-Site Router
(SantaCruz) Three-Way Handshake (HQ)
Challenge
-
=< < %
>

Host Name: santacruz Accept/Reject Username: santacruz ;‘
Password: boardwalk %! Password: boardwalk g

* Hash values, not actual passwords, are sent across
link.

* The local router or external server is in control of
attempts.

ICND v2.0—7-1
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: PPP o ,lucel awl SlplSig

:CHAP

LS Gsw oslaiwl Hliacl 3wl 9 csliw Sy Sl al> e aw o505 Sy 5l CHAP S,

03.isS wlgs)> khwgi Challenge Message « PPP SiJ ;1,850 9 LCP slpsSy aslio 5l Ayt Jgl o8
. 39 sw JLu,| Remote Router a, Local Router blg,l

¢ 3,8y gy MD5 ouiy,6 80l Us, HLS a4 5l A= 9 Message sl 5l yuy Remote Router @ ogs olS
ww Jlw,l Local Router a; Response Message <, b |, sl (s MD5 puy,9301 Jool> aS 3ya> laso
LS

S)lado au Juad MD5 o0 Sl SoS @y | caowl aisils 395 535 aS Ss,9.uy Local Router : ogw o8
9 03,5 duylio Response Message awgi 0a b bl jlaso U |y alol> Hlase pusw 9 S (5o
g sw o3l gMbl Remote Router a4y bl ul 5> Hlucel 2l ¢ jlasoe 95 g VLSS W) e0)
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Configuring PPP and Authentication
Overview

UL I TN Cisco.com
Verify who
you are
Service
Provider
Authenticating Router "~ Router to Be Authenticated

(The Router That Received the Call)  (The Router That Initiated the Call)

Enal‘);ling PPP Enab}ling PPP
[Vl PPP encapsulation [V] PPP encapsulation
Enabling PPP Authentication Enabling PPP Authentication
Host name |Z[ Host name
E]_ Username/password I__w{'[ Username/password 5
|Z] PPP authentication |Z[ PPP authentication £

©2002, Cisco Systems, Inc. All rights reserved.
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: alasy @ A Siw U Sy, PPP U,S pubiii J>lho o 90

S, b Ul ol o « i wlxwl Point-to-Point o) JSig, lg—ic ay PPP J Sig,y aSiul 5l asy
Jled PPP [ <59, Serial yuud sl g, encapsulation PPP Ulo,d SoS @y . 5,8 Jled albgyyo und il

Y WV
39 pubaid Guew 9 Wil b 5,90 Aso 9 Authentication cauul (s PPP JSGg 0 0s,S Jled 5l asy
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Configuring PPP

e T T T Cisco.com

Router (config-if)#encapsulation ppp

* Enables PPP encapsulation

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-\%
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: PPP JSGg, pulais 09=i

S o le 1) 505 Uleyd g 0ani a9l o 3)le
Router(config-if)#encapsulation ppp
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Configuring PPP
Authentication

LR LR TR R AR R Cisco.com

|Router(config)#hostname name

« Assigns a host name to your router

| Router (config)#username name password password

¢ ldentifies the username and password of remote
router

Router (config-if)#ppp authentication
{chap | chap pap | pap chap | pap}

+ Enables PAP and/or CHAP authentication

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-\¥
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: PPP JSig v ,> Authentication pubii o9xi

Sy, |, 4y 5,80 1o g Authentication wouul (sw Serial uwd il g, PPP JSGg,u wans Jled 5l Gy
. 3)S Jled serial Guud il
539y Shy pU G Us,S paxiio e
Router(config)#hostname name

. Password ¢ Username ws)S jaziio o
G, b 39, oL Username el (sw ¢ abss ay ass Sid S, Sy, Authenticatin oudais j>: aass
b VlwsS) yig) 95 5 Sy, i 9 Jléo

Router(config)#username name password password
. CHAP |, PAP Us,S Laxuiw sislie @y « Authentication JSigy e90 s @

Router(config-if)#ppp authentication{chap | chap pap | pap chap | pap}
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CHAP Configuration Example

Left E Right
Router %: PSTN/ISDN i% Router
a

hostname left
username right password sameone

1

int serial 0

ip address 10.0.1.1 255.255.255.0
encapsulation ppp

pPPp authentication CHAP

hostname right
username left password sameone

!
int serial 0

ip address 10.0.1.2 255.255.255.0
encapsulation ppp

ppp authentication CHAP

©2002, Cisco Systems, Inc. All rights reserved.
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: CHAP pubii ;1 JUwo

. 28> (o Wi |, CHAP ,lucl aub aio U PPP S,y pulais 09z (99 JSoi
5l plas & s, |, Password g Username wowsl (so Hostname wass paseiw 5l guw jig) 95 58 55

. 5,8 pasiw )i,
ol v Uy g, 95 LD Sy >0 9 Juleo Lig, oL Username
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Verifying the HDLC and PPP

Encapsulation Configuration
[ TTT TR TTATTATATIIIT Cisco.com

Router#show interface sO
SerialO is up, line protocol is up

Hardware is HD64570

Internet address is 10.140.1.2/24

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255

Encapsulation PPP, loopback not set, keepalive set (10 sec)

LCP Open

Open: IPCP, CDPCP

Last input 00:00:05, output 00:00:05, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, O drops; input queue 0/75, O drops

5 minute input rate O bits/sec, 0 packets/sec

5 minute output rate O bits/sec, 0 packets/sec
38021 packets input, 5656110 bytes, 0 no buffer
Received 23488 broadcasts, 0O runts, O giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
38097 packets output, 2135697 bytes, O underruns
0 output errors, 0 collisions, 6045 interface resets
0 output buffer failures, O output buffers swapped out
482 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-1Y
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: HDLC L ¢ PPP JSig,y >)Sloc (s v

oud iyl Ul Sg, aS Authentication sio g 09> WY JSigm £95 wlgi (sw show interface wlo,d SoS
JSigyn sl auV,y; 5l plasS ,a State awles (sw Uloyd (ul SoS @ . 5,5 sadliw |) cowl oani pudais

. S oadliwe |, PPP
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Verifying PPP Authentication

e TP Cisco.com
Left Right
Router A Router

Routerf#debug ppp authentication

4d20h: $LINK-3-UPDOWN: Interface Serial0, changed state to up
4d20h: Se0 PPP: Treating connection as a dedicated line
4d20h: Se0 PPP: Phase is AUTHENTICATING, by both

4d20h: Se0 CHAP: O CHALLENGE id 2 len 28 from “left"

4d20h: Se0 CHAP: I CHALLENGE id 3 len 28 from “right"

4d20h: Se0 CHAP: O RESPONSE id 3 len 28 from ”left"

4d20h: Se0 CHAP: I RESPONSE id 2 len 28 from “right"

4d20h: Se0 CHAP: O SUCCESS id 2 len 4

4d20h: Se0 CHAP: I SUCCESS id 3 len 4

4d20h: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0l, changed state to up

ICND20GR_86

debug ppp authentication shows successful CHAP output.

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—7-14
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: HDLC L 9 PPP JSig y > ,Sloc s,

I, PPP i S )8, 55 walizo Sla;d asles so debug PPP authentication ulo,d SoS a4
S Sow
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Summary

[ e Cisco.com

« HDLC is the Cisco default data-link layer
protocol for encapsulating data on synchronous
serial data links.

* PPP encapsulates network layer protocol
information over point-to-point links.

» Configurable aspects of PPP include methods of
authentication, compression, and error
detection, as well as whether or not multilink is
supported.

* PPP session establishment progresses through
three phases: link establishment, authentication,
and network layer protocol.
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- g sw oslaiwl WAN (sbls,l Sla i Sy, 9> 4V S JSig, Ulgic ay HDLC g PPP <59,y
JIed (5,9 i W)so U gSunw Oliupd Sg) 9 039 9w S b 4 yogase Cisco HDLC JSig
il w

PPP J s, . 5940 (50 03,0 L8 0 (5Su3d @V @ Jug=i 51 Ju8 s 05,8 dgunsS sglaio @y PPP JSig
a_audbg NCP g byl Soud JyiS 9 )18, aaudyg Slyls LCP . auiwl (s NCP g LCP a0V 55 95 Sl
. 20l ow bls [, Network Y sl JSiay cumss

Tl v Sl al>so asw 3080 S Shyls PPP JSSg 5

Link Establishment e

Authentication e

Network Layer Protocol e
Ao Ldlgs Jasie oauw
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Frame Relay


http://www.txt.ir

504

TRV
H JDL;.:J [SYR UJ|

. Frame Relay aS i &) 5,Sloc o0g=i 9 & (sS5u9 59,20 .V
. Frame Relay _slol sl iol,b (89,20 ¥
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Frame Relay Overview

O T T

DCE or
Frame
Relay Switch

E—

Frame Relay works here.

» Connections made by virtual circuits
» Connection-oriented service

©2002, Cisco Systems, Inc. All rights reserved.

Cisco.com
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: Frame Relay ,u S, 9,0

. il oo (LS Jlasl) Connection Oriented Luwg,—w Sy 9 Data Link auV JSig,y Frame Relay
o=l U onlnlo L asS oo 5380 swlpssl blas G ssbaio wlbls)l « Hlas Us,S =i L Frame Relay
Silzo S jlae ool 5l plas ,a . sls jeue (VC) Sjlseo Hlan iz vlgi (v sSupwd JLIS S5 5l Suiss
» bl o csulpl adass 9> 00uuS Lakuiw

a Frame Relay aS.—w Slp=dew 9 DTE Ulguic au (sulpil blss 5l plasS 1o Frame Relay aSew >
. Mg sw ol DCE ulgie

Sl awisw bwgi aS wleMbl JLw,)l &5 b g 05,5 Joc DTE ulgic @, Serial Sla Guud il (ululy
S50, oo s Jlw,l @ 3gui (s e Frame Relay aSow

. SVC g PVC « pwwd g, ag, sulpil bla ¢ 5lawe aiws 95 U Lo Frame Relay aSew >

S)bb8, au 5l aS wlEid aS cwl S)lao « SVC Slaw aS cwl (s ol ¢ 3,8 wsls,y Sy
Service Provider > L=igw wlbls)l )8, wp> PVC wlhlow 5l oululo. se0 s Jled ol bls)l
9 sw oslasiuwl Service Provider U W Customer bls,l wp> SVC wl)lan 5l 9
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Frame Relay Terminology
IS TG T

Router A p ¢, 100
i i
100 = Active
%- = 400 = Active
DLCI: 400
Local
Access
Loop=T1
PVC
DLCI: 500
Router C

©2002, Cisco Systems, Inc. All rights reserve

4—Local A :-::-:ess
Loop =64 kbps

Cisco.com

Router B
DLCI: 200

d—Local Access
Loop = 64 kbps

ICHNC20GR_B8
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: Frame Relay as.uw o> Mbool

a_isS Service Provider U a_al oali S a0lgi oo aS Customer ¢ (5S3.9 bl,l : Local Loop
SV V)

.9 Lsw aiseS Frame Relay aSiaiw 5> oo Hl8, Sjlxo ,low @y Frame Relay asiw s :VC

bl ,eb @, aS Frame Relay aSow s> oani w0 Sjlxo Hloo :(Permanent Virtual Circuit) PVC
9> o bl g3lgys .59 (sw L9, Frame Relay aSow Slpzigw w slao ol - acwl 58,0 swils o
Sy dlgs> ol Sl ,lae DCE

bl gdad U g L8, « bli)l )19, L aS wigoe Silxs jlow :(Switched Virtual Circuit) SVC
il e w890 Silxe Hlaw g9 5 DCE U L DTE Sy g blil . g (o ghad

Sl 0aS Lakitoe g 49,5 1,8 Frame Relay ou,8 4o Header s aS cowl (suw 10 sac S, ¢ DLCI
b s (VC) sl

(VC) S5l ,lan 95 00uS odl,9 azui ;> 9 DLCI sl lase 95 SbLls A Sig, Y9 JSow 5> Jlio jeb @
Jlace S5« 100 a0 L DLCI 5 C s, L bl,l Sy S5l lae Sy « 400 ,laée L DLCI . 5o 1algs
S s b8, 1 B g, L blisl sl sslxe

aw9—w 9 DTE 5 g, ;u— Sidl&_w 5)luli_wl : (Local Management Interface ) LMI
Frame Relay guwig—w 9 9, o bl S S)laps 9 )18, gy aSy,6b @ « (DCE) Frame Relay
L3l e g oyl
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Frame Relay Address Mapping
MR 1L

LR | Cisco.com

" DLCI: 500 PVC 10.1.1.1

=
e— CSUIDSU

Inverse ARP or
+_I:+Frame Relay Map

Frame 1P
Relay | DLCI (500) (10.1.1.1)

ICND20GR_§2

» Use LMI to get locally significant DLCI from the Frame Relay
switch.

» Use Inverse ARP to map the local DLCI to the remote router’s
network layer address.

©2002, Cisco Systems, Inc. All rights reserved.
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: Frame Relay as.uw o> Mbool

5. 59— so Data Link auV Jug=i wleMbl . Network auV s Destination va_w jazis 5l aey

U.J|)Jl_u ¢ 59U oslaiwl £9D CLJ\J JSJS)J U|9_A.C a, Frame Relay U9 ) )| ol )|)_9 as Q\Jl.k;'
55,5 adlol oani wdl,s wleMbl a, Frame Relay Header ceuul (sw

. Cwl 00w i Sl Slao S DTE 95 .8 uu Frame Relay aSii 5> 2 uls sw aS jghilos
Sl aa o a3l 9 o 88 (IP Address) (sélio uw,sl baad iwls Sl aSois gui 5> ool
o3> s e VC 5l plasS , & ay aS wwl Ssae DLCT .48 pasiw 1) )law ool 5l plaS,s aS py)ls
Jo 95 el U ey oo 53 5505 59, 95 U xr Cow g, - S axgi Y99 S @ L deb (s
Hlace Shy g A4S o paziins |) )law ul 51 sSu basd 500 ,lase L DLCT . a6S (swo ,158,0 bl [0
,o.uS ‘_5\9)20 ol t5|).l |) tS)SJb DLCI u.u.ub Ls\.o)s.lb

JJ_gx |) U| Gl Q\Sls ‘ .Lu.llJ acwls 10.1.1.1 u.u))| V) M'p)b W o )J9) qs.u)_g..o)b u.)'yl.u
. &> 1,8 DLCT L ug)s |, 500 ,labe g38lg,> « ad> 51,8 DLCI(500) L s;lan

58 Sbl au g 00w awsS Frame Relay yuwgyw s> Gl oS, bhawgi a8 cowl S)laso DLCT @ asSs
. <aals audlgs DLCI o,loow S5 Point — to — Point bl

10.1.1.1 Luw,sl Bgd JSiiv > . DLCI o,lonis 9 IP Address ¢ ,bli wldec 5l aii)le @ Inverse ARP
aisils 10.1.1.1 Guwysl Sy csiowles)s gy aSiisgo)s bl « il (s 500 ,laéoe U DLCI L ,blio
58 s ,l,8 Frame Relay 0,9 ;> DLCT ald )5 500 sac Suilogil wygo a0 ausb

LB al vews wygo ay 3lgi o ¢ 3,8 Lo ol Syilogil wise @y bl wldoc Inverse ARP >
. > 1,8 MAP Table ug,> « Static Frame Relay map wy,=i U |,
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Frame Relay Signaling

e T T T Cisco.com

DLCI: 500 PVC ’13.1.1.1

LMI
500 = Active
400 = Inactive

DLCI: 400 PVC

ICND20GR_93

Keepalive

» Cisco supports three LMI standards:
—Cisco
—ANSI T1.617 Annex D
—ITU-T Q.933 Annex A

©2002, Cisco Systems, Inc. All rights reserved.
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: Frame Relay ;l oslaiswl 5,90 SlpUiSuw

ay 3wl s Frame Relay zuis—w g 555, o SadUSw « ( Local Management Interface) LMI
a9 05,5 e |, Ul g 1,8, |, bla,l « LMI Response g LMI Request ws,S Jiugs, b plaS,a asy,gb
550550 o wleMbl Jslo

S s il Frame Relay guigw 9 559y ow SidliSiw sohio @ | s 3)lubowl aw sSunw

Cisco e
ANSI o
Q933 o

. ool Sy ol sw Frame Relay guisaw 9 ,ig) ow kiu.lhiuuu Slubowl 1 asss

U39 U I0S 5l aS (sd)5-0,5 .« wwl JLed gSuw Slayig, Sy, Cisco s)lasbiowl o8 Giuw wjygo @
¢ S pasio albgiye gud il 9 509, Sho | LMI Type cownl (so S oslaiwl Jud a4 9 11.1
Silogil wygo 4y |y LMI @y bgyso Type (sulpis @4 59 595 a=y 4y 11.2 U9 Sla 10S ) aS (>
a5k 9 S (s pasino « wwl Juaio Ul @y aS Frame Relay guigaw @ bogio LMI Type @4 a>gi b g

Aol i 8Ll pulais
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Frame Relay Inverse ARP
and LMI Signaling

T UL CARRRCRREELER LR CARCCARE Cisco.com

Frame Relay

Cloud DLCI=400
172.168.5.5 ) 172.168.5.7

Status Inquiry Status Inquiry
© > <

Local DLCI 100=Active Local DLCI 400-Activ:
< O O

DLCI=100

ICND2OGR_S4

o Hello, | am 172.168.5.5. >
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: Frame Relay bowgi p9> @V bli)l < S,1,9, o9

L ad> csw Wl | DTE 95 ¢ (VC) Sl Sl S S51L3 50 >l Bed S
ay g38lg,> g Frame Relay aSi_w a CSU/DSU S5 au (580548 wygo @ d Lig) 5l plaS 48 1) ad>y0
. 1l 6w Juaio Frame Relay s guwigw

awo—w A | (siwlg>)> LMI  Status Inquiry S usbiow,d U L ;09 5l plaS , o : Y ald>,0
. Silo Hlae S )3y v iue 1S sw JLw,yl Frame Relay

1Y al> 0

Jlw)l g, a4 auisw B,b 5l LMI Message <, « DTE I wewlgs)s wdl,> 5| s Frame Relay zuwigw
DTE s ,59, U ,59, ol aS Sjlee Sa,lae a bogyyo DLCI o)l Joluy Message ¢l aS 3¢ (s
cabl v S 518, S

W] C'uwb)b |) Lmyg))|p|.)5)mq.:.]oy)o Local DLCI L&@ug.w)|p|.\5).® Bgd JS_QJ)b JLuo)sJoCU
S0 DLCI 500 L‘ |) u_..ub Caomw y9) A Ay u—’l )| W Conw g UJLpLu S d\oﬁus| Lm).yg)
Silzo Llan 00S pakaito aSl « o LSS Conw iy, 4 bgiyoe 9 0395 Local ojlons ¢l ¢ wlion
bl v 505 wonw 539, 9 dxo Ligy il L

HA gC 1 C2

L « 5,5 wdl,> Frame Relay guwis—w ;| |, 595 DLCI o,locis Jolis LMI Message S g, aSil 5l asy
S w920 Jlie Wb yig; @ | 595 Inverse ARP &S, S wslicw,d
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Stages of Inverse ARP

and LMI Operation

[ T TN Cisco.com
DLCI=100 4 e Relay . DLCI=400
= Cloud
172.168.5.5 L [\ 172.168.5.7
Frame Relay Map o
172.168.5.5 lDLCI 400 lActive
< Hello, | am 172.168.5.7. o

o Frame Relay Map
172.188.5.?‘ DLCI 100 IAr:tive

Keepalives Keepalives
‘,—H —

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—8-18


http://www.txt.ir

516

: Frame Relay bowgi p9> @V bli)l < S,1,9,0 o9

10 al> 0

5,lg 59> Frame Relay MAP Jga> wg,s |, Ol « 15,5 wdl)s |, Inverse ARP slpsS, W yig, aSiyl 5l i
LSy au S ,b s as swwl s DLCT Number g IP Address slpigiw Jolis Jgax ¢l + 2SS s
18,5 g Frame Relay 04,8 5> « 3wl 172.168.5.7 (suSy Sl daso guw)sl aS (sijgo,s Fed JSi >
S vl 159, 95 Gl Gu Silmeo Hlow S 03S pazio DLCT 100 . 5,8 (w158 100 ,lasoe DLCI
c bl v e Goaw g,

1fal> 0
—w 95 55 AS 39y 95 G Sl Hlawe S5 ¢ g, 95 4B Sg, Frame Relay MAP Jga> wacw JuoSS 5l 2
Y WV Q\.o)bs).! >)|>)|)§)|_Lo qu

9 3S sw Jlw,l Jled sla DLCI swlos @ |, Inverse ARP Sy L S5 aul £+ 58 W )ig) 5l plaS ja

. 390 sw Jaugs, Frame Relay zuwgw 9 yi9) ow LMI Message ;LS, asli 1+ 18 (s9,b 5l
« 3wl 0w wy,e Static Frame Relay U g (ssows w90 @ Frame Relay MAP aS (sd,5.0 5> @ aiSs
Wz Jaoss (bl Soud o (sl SLdlh5 9 de Adlgss Inverse ARP slpsS, (sJlgio JLw)l au Sg3)

- W
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How Service Providers Map Frame
Relay DLCls: Enterprise View

AR AR R 1L Cisco.com
__ Service Provider Nefu:.:k
Sydney pLCI 11245 . — )\ _DLCI 411

DLCI 114

Melbourne

DLCI 211 e
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:DLCI SoS @ Frame Relay asiui )0 D 04,9 Cwulad

VC 5l plasS 1 & s3> wlis aS wewl Sl aziwo DLCI « Frame Relay aSieiw )3 awls sw aS jgbiles
bl sl So LTSl plas 58 U wwliio 9 DLCT iz U S5 w5 (vo igy o olils - cowl o
So Layigy Sl plas 5 Shy 9 Sl Hlao Gl ,w 95 55 Gubuly - audl acwls JSs Slayis, b Sjlxe
2lgi (s 393 (sd=xo DLCT SaS ay il 5l plaS 4o aS S)gb @y « 398 (s wiy2i (sd=xo &yg0 a4 DLCI
S 5085 blil )l S5l blie Wb b
S o b8 b lae oul e8> 595 Frame Relay aSoi auwisw aS waowl ol 1l (o Ginay @S (sl
Cads v bl |, oleMbl Jasl o
S v wygo Ao ,lex 3 L ol
CAS o S ) a8L,s pud @ bgsyo DLCT o)locs guigw @
bls 51 SL plasS U cwlisn o)locs ol a8 Syeb @b 1S (s (sawyw | DLCT o)lois guiguw @
c bl o sulesl
LS o wglad Sl 5590 Ewisw woaw @ |y Ol oyy8 ol @ albgy o DLCT o)lonis w30l L @
wulpnl adass Jog=i | puyde DLCT ald @y a=g5 b g abgyyo puyd wdlys b sulpsl guisaw
IP Address jwlowly Frame Relay aSw )5 wleMbl Usls ¢plpls . 38> (5o i 590
35S (s wyg0 DLCT o)locs pwlwly B 008 cylad aSly « sy adlgss

@ . b awls DLCT s wlgs (s yig) S paundyisul wixod g Frame Relay guwigw whg SOt @i
ol 5l plaS 48 @y DLCI ;& wslsy cuuws 9 puud il S5 Sy, Subinterface slass ws)S wiye L so)le
bs & Sy, primed 9 (5 Susd pud il SO S, | Sl Hlae i aulei w e Subinterface
il acwls bl

Sy Sg,y Ulbojod | (VC) Sslzo Hlaw udsie 1lgi (s aS wowl ¢l 5> Frame Realy sla (sublei 5l sSu
. (Multiplexing) S wulas sbls,l JUS
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Summary
e Frame Relay is'an ITU-T'and 'ANS| standard thaf°"
defines the process for sending data over a

public data network.

* The core aspects of Frame Relay function at the
lower two layers of the OSI reference model.

* A Frame Relay connection requires that, on a
VC, the local DLCI be mapped to a destination
network layer address such as an IP address.

* LMl is a signaling standard between the router
and the Frame Relay switch that is responsible
for managing the connection and maintaining
status between the devices.
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1 Ao >

ol vl Sy Siumigw p30lSe Shls aS aal (o 509> WV JSig, Frame Realy o

AL a4 Sl aaxiio Us,y LS ay b g (V) Silxoe Sla)lae Srw Sy wypei SoS @ JSig

9 05,5 agw,S Frame Relay sla o459 55 |, Lesl 9 wdly,s |, Network eV oleMbl DLCI
CADS o Sy Y g

58 Sygy ax Silxo Hlae 05 ,w aS A4S v pasie S il v (sdxo Aaxiiio DLCI o
L3l
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1 OLD
T Jolw Jgslo ¢l

+ 9w Sld,ig, g,y wl Slayiel,ly 9 Frame Relay sauu)Syy os= )
. debug g show sla ulo,9 SwoS as Frame Relay >,Sloc 09> 9 Wlowhis (sow .Y
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Configuring Basic Frame Relay

L R 10 Cisco.com
Cisco I0S Release Cisco |0OS Release
~ ', 12.0 Router _ Prior to 11.2
:i:g " i .
Hin _48 Y
mmm == " B
ZIRRA -
0|
e Q 3! N GG
interface Seriall interface Seriall
ip address 10.16.0.1 255.255.255.0 ip address 10.16.0.2 255.255.255.0
encapsulation frame-relay encapsulation frame-relay
bandwidth 64 bandwidth 64 ;.
frame-relay lmi-type ansi 2
o
z
5
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: Frame Relay JSig v adgl Uloubis

Ppedlg s> o aS 3 agie ol w1l ¢ g, Sy Sg, Frame Relay JSigy ws)S eudais Sl
x4 S by (Point-to-Point) o S il (ijse ax 4 S0 Slasig, b g siay b g, il bl
. (point-to-multipoint)
oS pudris Frame Relay aSew U bls,l by | guad il counl v bls,l 95 wai jasiiw 5l sy
: Frame Relay JSig,y us)S Jled o
Frame aSio Jug=i 9 (s9lol IP W asuw 5l plaS ;& ay DLCT aLd « JSGg,u ol wanw Jled b
. 390 sw o3l> Relay
LMIType s ©
D98 o Gwesi Frame Relay aSieis audsw 9 539y o Sidl&w « LMI Type SoS
DLCI s @
wasain Sileo Hlae SO 0auS yakdio Frame Relay aSiw s aS wwl Sl o,lois DLCI
9 03 035 ey DLCT o)lonis ool b pandsinl ool 51 bl S 09 (ulwly . anil o
. 39 .sw o3l> Frame Relay asSoo Jug=5
IP Address s ®
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Configuring Subinterfaces

[ TTTTTTTTTT T AT TIIITIIT Cisco.com

* Point-to-point
— Subinterfaces act like leased lines.
— Each point-to-point subinterface requires its own subnet.
— Point-to-point is applicable to hub and spoke topologies.
* Multipoint

— Subinterfaces act like NBMA networks, so they do not
resolve the split-horizon issues.

— Multipoint can save address space because it uses a
single subnet.

— Multipoint is applicable to partial mesh and full mesh
topologies.

©2002, Cisco Systems, Inc. All rights reserve d. ICND v2.0—8-#
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: (Subinterface) vibio Yaad yiisl paboii

US,S pubrii 9 paiin « g, S Sy, Frame Relay outaii 55 oS udgl 3w aiisS aS jghilos
aSw Sigdersi g90 AU vzl ool L wwl Juaio frame Relay aSow audsw a0 aS cowl (saund il
0 Pk & 55 Aiwd dw dy Topology Ll abss 5| Frame Relay aS . 55,5 (s, Frame Relay
YW

hub and spoke s;5¢lau95 @

Full Mesh s39J9)95 @

Partial Mesh s39J5,65 @
29y ol Slag;l aiile auy Layig, nlaw 9 S350 59, Ulgic @ g, < Hub and Spoke <sjeleye )
L9, sl o S5Syo0 1s) So o M 4 Sy bli)l S Siglougi (ubs &8l9)s - 1S o Joslts)s)o
« 31> >g=>9
cdl o Wyig) nlw b Silxe Hlae Sy SLls g, ,a « Full Mesh osiplgsgi 5>
. wd Juaio dyig) (swolod @ Sl Sl jlae SeS @y g, 5l s>, « Partial Mesh Sjelgug 55
S30do095 ol pwlwly Ll s Hub and Spoke s5e)ausi « S38)eu95 (e rizil, Frame Relay aSow s
oSy sl oo Jeasio 550 SLaigy wlbw a4 Silxo lae Solawi b S350 g, Vlsic a4 g, S
bl jiwn Sy Sy, Sslxo Hlae aix ((Multiplexing) olesl )18  Frame Relay aSosw sla S5
o9l pgpeo LS, LS au L Frame Relay . il (o (5Su308 pand sl Su Sy silie w b g
S,lao 5l plasS ,d s . ads o plil | Sl S,lae SuSei wldee ( Subinterface ) (sslio
o, ug> Frame Relay wlowhis ol (o 9 0356 Juaio Subinterface S au (VC) s5l=o
L3, @ Gud sl ool 3590, |, DLCI o,lowis 9 IP Address
Dol o euis L8 (Mode) w0 95 @ Subinterface

:Point-to-Point e
L Sslzo jlae SO audlezy aS 390 (s oslaiwl Subinterface <, g, (siloy; Mode ol
©y90 A aS (uldyig) 5l e 58 Gululy Al acaly $%0s sdhio b 9 (5Su30 pand il
2505 Sl g, wea> Uy welaso Subnet oshyls acwd Jaso ,354.55 ay point-to-point
Sl GBlas IP 20, g8lg,s L g Subnet sshyls Sslxo sSla,law 5l o1 4o ululy . acal sw
VIV VIRV

:Multipoint
L b Sl [law dix audlgs aS 590 sw oslaiwl Subinterface S, Sg, (silo; Mode il
U aS suld pudriil colos wlls ubs 2wl awls JS0s sahio b 9 (5S0509 Gand il
. il ulwS Subnet Gshls ol (o Jiiwd Juaio Silxo Slalae SoS @ 518,


http://www.txt.ir

oyyv

Configuring Point-to-Point Subinterfaces

LR LR AR R Cisco.com
10.17.0.1
$0.110 DLCI=110 10.17.0.2
| - ——
s0.120 o<
10.18.0.1°\Ex
75,

interface Seriall
no ip address
encapsulation frame-relay

! 10.18.0.2

interface Serial0.110 point-to-point
ip address 10.17.0.1 255.255.255.0
bandwidth 64
frame-relay interface-dlci 110
]
interface Serial0.120 point-to-point
ip address 10.18.0.1 255.255.255.0
bandwidth 64

frame-relay interface-dlci 120
]

ICND20GR_104
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: Point-to-point > > sibuio gund il Saiu,Suy

au Silzo Hlao « ail Jeasio ,S0 Jig, Sy @y Point-to-point w,e.0 @y Subinterface &, aS (sij6.0,5
Sslzeo Hlaoe ol 0006S pazuiw aS DLCI o,locw ¢ IP Address ol (sw 9 03ui Juaio Guad sl ol
frame Relay aS.—& au ,59, ol US,S by o0 Sl . 5,5 puthis Subinterface (ol Sg) 1) 1wl o
P awS Jlos 505 Johe cownl o

: Frame Relay JSig y U>,S Jled : Jgl o5

S Jled Ol g, |, Frame Relay JSig, 9 03 (5Si5a8 Guadyiigl 359
390 s Ul (65549 punad il Sy Sy, « Frame Relay JSg, 5 Ulo,d SoS @

Router(config-if)# Encapsulation Frame-relay

;oo Yand il pudaii 1 pgd> pS
: Point-to-point Mode (=i 9 abgs 0 Subinterface ws,S jaxiiwo )

o, lous 1ol @S cowl wigw ol @ (Subinterface) (silaio SO Gud il 5158 o,)loui
b sdhhio pandyiiol o)locds pusw 9 038l [ (3S0349 pandsiol

S8 pand il @ bgse (Subinterface) (sébaio Slpaund il wyei Sy Jlie seb @
0))_9T w—bhio u.u.LS)_qu O)Lb_;.'b w9 (5 SUd u.u.us)_;.u' ())Lo._;.'b lazul « Serial 0
uwsd il Uy g Serial 0.1 uud il w90 au La Subinterface a =i, . 39 (o0
. Mg s S,138 oU Serial 0.2

Router(config-subif)# Interface subinterface-number point-to-point

D awS pubis sshaio puud il ol o, |, IP Address ¢ DLCI o)locws .Y
Router(config-subif)# Frame-relay interface-dici dici-number

. Cowl 00w Juasio C g B sl jig), 4y Sjlseo Hlan 95 SoS @ A Jig). auS a>gi 99 JSow

S5l Hlae 95 U ol o bl L il e g, 95 el @ Jlail adass Serial 0 (5Su5u0 G il
Sa,lae 5l plasS ;8 susy « wwl 03w oslaiwl Point-to-point bls,l 51 JLw ol 55 . 39 Jeaio
9 10.17.0.0 ywysl @y Shls C 9 A g pam Silxo Hlae . 2,15,1,9 sl wBli> sla Subnet 5> 5lxo
. 10l o 10.18.0.0 sl 2u, Shls « ,Sus law

2 ,> [ Subnet wsgs wolsio i8S i)y L Ygd wlowhis Joli « o Subinterface 5l olaS ;o pulai
)18 IP Address gu, S > La Subinterface ¢l 5l plaS ,8 culoly . acawl v Sla g, wa> 5l plas

. 591 dlgs TP cysgaxo SeSzwl, Multimode suss o9


http://www.txt.ir

AR

Multipoint Subinterfaces Configuration
Example

T amrr Cisco.com
G20 <~ " @
§2.2=10.17.0.1/24 D\-_-_- S \ s2.1=10.17.0.2/24
= DLCI=130 :
D
Do/t~ ~
LCis149~ =~ $2.1=10.17.0.3/24
interface Serial2 i @
no ip address
encapsulation frame-relay s2.1=10.17.0.4/24
!
interface Serial2.2 multipeoint
ip address 10.17.0.1 255.255.255.0
bandwidth 64
frame-relay map ip 10.17.0.2 120 broadcast g
frame-relay map ip 10.17.0.3 130 broadcast g
frame-relay map ip 10.17.0.4 140 broadcast g

©2002, Cisco Systems, Inc. All rights reserved. ICND v2.0—8-A
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: Multipoint > > sibuio gaad yiiul Saiu,Sy

U ol o aS wylas ul U« S o Joe (0Su5m8 pund il SO asle @y subinterface iugy ol 5o
il Ll b ulisy Subnet ssbls 9,505 Sla gund il b Bz blo)l « bl S, sl
D awS Js L,y Jobe cownl (s frame Relay aSew au yig) ol ws)S iy Sl

i : Frame Relay JSig y w>,S Jled : Jgl o5
S Jled ul g, |, Frame Relay JSGgy 9 020 (580548 pud il 3)lg
. 590 oo Jled (680549 pund il Sy Sy, « Frame Relay JSGg ) 5 Ulo,d SoS @

Router(config-if)# Encapsulation Frame-relay

oo Yanad iyl puldii 1 09> oS
:Multipoint Mode (s 5 albgs e Subinterface us,S jasiw .

Router(config-subif)# Interface subinterface-number multipoint

U pasaun IP Address s, S map SeoS au Sjilxo S,)lao 5l plaS ;& US,S pazxiw .Y
uasiw DLCI o)looi
ol so ¢ Al Jeasio Sl Slao Gudis 4 aS sawad il « Multipoint Mode s>
aSui Jugxi pazaiaw DLCI o lo—i b g 05,8 SuSwi | )lan ol 5l 1S 18 Sla 00,8
. Aa> frame Relay
2l (w0 10.17.0.2 saso Gupsl Shls a8 sulesSy dilay 2l pusd il ool Jlo job
5> Gl (s 83lg,s .l oas pasi DLCT 120 U aS 26,08 L8 S)low s vl o
frame auwisww bwgi aS S gb s 5,8 51,8 120 ,laéoe DLCI 18 ,> 9 Frame Relay o4,
C ool SSes 18 Relay
DLCI o,lois S5 U pazaino IP Address <o oo bl Ulgs (so 5 Uloyd SoS @
Dl plul 1) paziw

Router(config-subif)#Frame-relay map ip ip address dici-number broadcast

03 Juasio Multipoint w,g0 au D g C . B Slayig, 4 Sjlao Hlane auw SoS @ A Jig) Bed JSLi )
DLCI o,lows 9 W IP Address ¢ ,bls wlgs (o (si>l, a0 « Map Table (sewsrm b g, ¢ololo ol
. aa> Frame Relay aS.oiw Jug= |, Frame Relay Sla 04,9 Ul SoS @ g paziiw |,

0l oo iy @S (sJlgw « 1w Lewl ol sla Mode 5l olsS ,a 9 Subinterface pgpan U el a b
§ o > Mode 95 ol wolas aS il
.l v Broadcast slpsSy b aslgo 5> Mode 95 ¢l oaoe wolsi wusS Ulgi (o IS Wigo @
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Multipoint Subinterfaces Configuration
Example

T amrr Cisco.com
G20 <~ " @
§2.2=10.17.0.1/24 D\-_-_- S \ s2.1=10.17.0.2/24
= DLCI=130 :
D
Do/t~ ~
LCis149~ =~ $2.1=10.17.0.3/24
interface Serial2 i @
no ip address
encapsulation frame-relay s2.1=10.17.0.4/24
!
interface Serial2.2 multipeoint
ip address 10.17.0.1 255.255.255.0
bandwidth 64
frame-relay map ip 10.17.0.2 120 broadcast g
frame-relay map ip 10.17.0.3 130 broadcast g
frame-relay map ip 10.17.0.4 140 broadcast g
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: Multipoint > > sibuio gaad yiiul Saiu,Sy

« 59 JLed Frame Relay aSiir Sla i, So, (subpwmo JSigyy lgic au RIP J<Sigy 4iS 0,9
ol U sl Update ;LS al 30 18 (0,8 iy wys0 U JSigy ol 3ils (5o aS jghilos
. S Gsw Jlwyl jelseo S yig, (swles @y Broadcast

@ |, wlhwsi 9 1> wleMbl ( 595 Routing table sg, ul Jlacl 9 1ua> Update wdl,s U g, 5o
Lo ol 9+ 1S o Jlwsl 59 a8 S ol 5l |, wleMbl ol aS g, 5> @ jalxo Sla i, (swolos
ey Sy AwuS uo,9" 1498 o Split Horizon euy,e Sl g8lg,s . 3wl s Split Horizon sesy,9-5J1
Jlocl 51 gy oululo ¢ s5900 Routing Table e @ jmio aS 1S @bl Gad sl S5 5l |, sul Update
= L Juud il swlos au |, gl Routing Table JS wleMbl vl (s « gl Routing Table sg,
,s Frame Relay aS i )y wayyei ol U " auS Jlw,l 595 05,5 @dlys ol 5l |, Update aS (s il
ol (oo 35S @dl)s 393 Sajlan 51 SO b 5l 1 vl Update « Multipoint juud il aS (9,90
cads b8 550 slayig, Hlashs | ol aosV wlhusi Jlecl 5l asy

,Las1,s subinterface ¢aod (8,b ;| |, Update ulgi (s g, Ul aS caowisl 39 s 25koo aS sJlgw
€ aas L3 50 Jaio slayig,

bu=o ol 5> alaio Slpwnd il (swlod 390 oslaiwl Multipoint 5l aS sul> s 1b asS aS jghilod
Usgs Jled 59 >9 L > wdl)s Gunad il SO 5l as (ol Update g asws (oS, Subnet ssLls «
gl 25 pud il ol 5l 0,bes ilgi (swes Split Horizon iy 63U

9 Jsiwo Subinterface &G aU Sjlso Slajlas jl plasS ;o « Point-to-point mode ;s aS (si,5-0,5
Auisowd Juaio « auéy b wglese Subnet iyl

555 sla Subinterface lawgi (sai>ly 39 wdl,> Subinterface S, bowgi aS _sul Update ulul

2 wai>ly e Update suslgse Lol ¢ ausS oslaiwl Multipoint mode ;| suslgze aS (5390, @ aaSs
T cwls audles o) Giuw ol 9> Mg e aSiuw
A0S 5 5y | aSei 5> Loop 90 wblse vounl (s as Split Horizon us)S Jled e o
9 Broadcast ululs « Frame Relay map ulo,d slpil,s Broadcast jgiws 5l oslaiwl
Sy, Multipoint s sl bwei (sulyuwo Sba JSig,y Update au by o sl Multicast
L e Jsio Sl Slalas
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show interfaces Example
L Cisco.com

Router#show interfaces sO
SerialO is up, line protocol is up
Hardware is HD64570
Internet address is 10.140.1.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation FRAME-RELAY, loopback not set, keepalive set (10 sec)
LMI enqg sent 19, LMI stat recvd 20, LMI upd recvd O, DTE LMI up
LMI enq recvd O, LMI stat sent O, LMI upd sent O
LMI DLCI 1023 LMI type is CISCO frame relay DTE
FR SVC disabled, LAPF state down
Broadcast queue 0/64, broadcasts sent/dropped 8/0, interface broadcasts 5
Last input 00:00:02, output 00:00:02, output hang never
Last clearing of "show interface' counters never
Queueing strategy: fifo
Output queue 0/40, O drops; input queue 0/75, O drops
<Output omitted>

- Displays line, protocol, DLCI, and LMI information
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:Show interface ulo,9 sww v

Wlgi s 505 Uloyd SwS @i 13, pudais Frame Relay aSios @ Jlail wp> | (o il aSal 5l asy
1S e | Slewhis oo 9 0l g

Router# show interface sO

Encapsulation g « Frame Relay JSig, vasw Jled U « auS (s o3dlie B9 JSow ) aS jghilesd
. 3 aslgs> Frame Relay yuud il ool So,

03 outdris Gund il ol Sy, aS |, sl LMI Type 9 DLCI Number aulgi (swo Ulo,d ul (s>9,3 5>
S vad b 1) wowl
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show frame-relay pvc Example
[ TN Cisco.com

Router#show frame-relay pvc 100
PVC Statistics for interface SerialO (Frame Relay DTE)

DLCI = 100, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = SerialO

input pkts 28 output pkts 10 in bytes 8398
out bytes 1198 dropped pkts O in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts O out DE pkts 0

out bcast pkts 10 out bcast bytes 1198

pvc create time 00:03:46, last time pvc status changed 00:03:47

 Displays PVC traffic statistics
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show frame-relay map Example

IR i (T Cisco.com

Router#show frame-relay map
Serial0 (up): ip 10.140.1.1 dlci 100(0x64,0x1840), dynamic,
broadcast,, status defined, active

- Displays the route maps, either static or dynamic
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Summary

[ e Cisco.com

» A basic Frame Relay configuration assumes one or more
physical interfaces, and LMI and Inverse ARP are running
on the remote routers. In this type of environment, the
LMI notifies the router about the available DLCls.

* When the remote router does not support Inverse ARP, or
when you want to control routed broadcast traffic, you
must define the address-to-DLCI table statically.

* You can configure Frame Relay subinterfaces in either
point-to-point or multipoint mode.

- After you configure Frame Relay, you can verify that the
connections are active using the available show
commands.

* Use the debug frame-relay Imi command to verify and
troubleshoot a Frame Relay connection.
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