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34
About This Book

Welcome to the Network+ Certification Training Kit. This training Kit introduces the basic concepts
of computer networking. It is designed to prepare you to take the Network+ Certification exam
administered by the Computing Technology Industry Association (CompTIA). The Network+
Certification program covers the networking technologies most commonly used today. It measures
the technical knowledge of networking professionals. Passing the Network+ Certification exam
means you are certified as possessing the basic knowledge and skills needed to work in the computer
networking field. However, this book is not just about getting you through the exam. The lessons in
these chapters also provide you with knowledge you will really use when working on networks.

Each chapter in this book is divided into lessons. Most lessons include hands-on procedures that
allow you to practice or demonstrate a particular concept or skill. Each chapter ends with a short
summary of all lessons and a set of review questions to test your knowledge of the lesson material.

34

Intended Audience

This book is for people aspiring to have careers as network administrators or support technicians
who want an objective assessment of their skills, and who would like certification of their
accomplishments. The audience for this book ranges from people with little or no actual experience
in network administration to individuals who are working in entry-level to intermediate positions in
the field. This book can also help you prepare to take the related Network+ Examination NK-N10-
001.

34

Prerequisites

There are no official prerequisites for taking the Network+ Certification exam or for using this book,
but you are expected to be familiar with the workings of personal computers and have at least a basic
idea of what a data network is and why it's useful. In some ways, the Network+ Certification exam
can be thought of as the next step after CompTIA's A+ Certification examination That exam
measures a user's knowledge of personal computers and their qualifications to work as a computer
service technician. The A+ Certification exam is not a prerequisite for this self-paced training course,
but the knowledge gained in preparing for and taking that exam would certainly help you in your
preparation for the Network+ Certification exam.

34

About The CD-ROM

The Supplemental Course Materials compact disc contains a variety of informational aids that may
be used throughout this book. This includes video demonstrations that supplement some of the key
concepts covered in the book. You should view these demonstrations when suggested, and then use
them as a review tool while you work through the material.

The CD-ROM also contains an eBook for this training kit and for the Microsoft Encyclopedia of
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Networking. The eBooks require an HTML (Hypertext Markup Language) browser. If Microsoft
Internet Explorer is installed on your system, click eLibrary and follow the prompts. You will be
given the option of installing either or both of the eBooks. If AutoRun is disabled on your machine,
refer to the Readme.txt file on the CD-ROM. The demonstrations are stored as HTML files with
embedded Microsoft Windows Media Player files. If your machine has standard multimedia support
and an HTML browser, you can view these demonstrations by double-clicking them.

For specific information about what is included on the companion CD-ROM and how to access this
information, see the Readme.txt file on the CD-ROM.

34

Features of This Book

Starting with Chapter 4, each chapter has a "Before You Begin™ section, which prepares you for
completing the chapter.

The chapters are broken into lessons. Some lessons contain practice exercises that give you an
opportunity to use the information presented or to explore the part of the application being described.

The "Chapter Summary" section at the end of the chapter lists the most important points discussed in
the text.

The "Chapter Review" section at the end of the chapter allows you to test yourself on what you have
learned in that chapter.

Appendix A, "Questions and Answers" contains all the book's questions and provides the appropriate
answers.

Notes
Several types of notes appear throughout the lessons.

Notes marked Note contain supplemental information.

Notes marked Tip contain explanations of possible results or alternative methods.

Notes marked Important contain information that is essential to completing a task.

Notes marked Caution and Warning contain warnings about possible loss of data.

Conventions
The following conventions are used throughout this book.

Notational Conventions

o Characters or commands that you type appear in bold type.

e /talicin syntax statements indicates placeholders for variable information. /alicis also used
for book titles and defined words.
o Names of files and folders appear in Title caps, except when you are to type them directly.
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Unless otherwise indicated, you can use all lowercase letters when you type a file name in a
dialog box or at a command prompt.

o File name extensions appear in all lowercase.
e Acronyms appear in all uppercase.

e Monospace type represents code samples, examples of screen text, or entries that you might
type at a command prompt or in initialization files.
e Square brackets [ ] are used in syntax statements to enclose optional items. For example,

[ filename] in command syntax indicates that you can choose to type a file name with the
command. Type only the information within the brackets, not the brackets themselves.

o Braces { } are used in syntax statements to enclose required items. Type only the information
within the braces, not the braces themselves.
o lcons represent specific sections in the book as follows:

Icon Represents

A multimedia presentation. You will find the applicable multimedia presentation on the
course compact disc.

S An exercise containing questions about the lesson just presented. Answers to the
?"'{ . exercises are contained in Appendix A, "Questions and Answers," at the end of the
e book.

‘) Chapter review questions. These questions at the end of each chapter allow you to test
n what you have learned in the lessons. You will find the answers to the review questions

in Appendix A, "Questions and Answers," at the end of the book.

Keyboard Conventions

e A plus sign (+) between two key names means that you must press those keys at the same
time. For example, "Press ALT+TAB" means that you hold down ALT while you press TAB.
e Acomma (,) between two or more key names means that you must press each of the keys

consecutively, not together. For example, "Press ALT, F, X" means that you press and release
each key in sequence. "Press ALT+W, L" means that you first press ALT and W together, and
then release them and press L.

e You can choose menu commands with the keyboard. Press the ALT key to activate the menu

bar, and then sequentially press the keys that correspond to the highlighted or underlined letter
of the menu name and the command name. For some commands, you can also press a key
combination listed in the menu.

e You can select or clear check boxes or option buttons in dialog boxes with the keyboard. Press

the ALT key, and then press the key that corresponds to the underlined letter of the option
name. Or you can press TAB until the option is highlighted, and then press the spacebar to
select or clear the check box or option button.

¢ You can cancel the display of a dialog box by pressing the ESC key.

Chapter and Appendix Overview
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This self-paced training course combines notes, exercises, multimedia presentations, and review
questions to teach you the fundamentals of data networking you will need to prepare you for the
Network+ exam. The course is designed to be completed from beginning to end, but you can choose
a customized track and complete only the sections that interest you. (See the next section, "Finding
the Best Starting Point for You" for more information.) If you choose the customized track option,
see the "Before You Begin" sections in the chapters.

The book is divided into the following chapters:

e The section you are reading, "About This Book," contains a self-paced training overview and

introduces the components of this training course. Read this section thoroughly to get the
greatest educational value from this course and to plan which lessons you will complete.

o Chapter 1, "Networking Basics," examines some of the basic networking vocabulary and

architectural concepts that form the foundation for the rest of the book. The layers of the Open
Systems Interconnection (OSI) reference model and the protocols that run at the various layers
are an essential part of understanding how a network functions.

o Chapter 2, "Network Hardware," introduces the physical building blocks of a local area

network (LAN), including the cables that connect the computers together, the network
interface adapter that provides each computer with its interface to the network, and the hubs
that connect the various network devices together.

o Chapter 3, "Network Connections," explains how to combine relatively small LANs into large

enterprise networks using more complex hardware devices, such as bridges, routers, and
switches.

o Chapter 4, "Networking Software," covers the networking capabilities of the operating
systems, client software, and directory services that run on the computers connected to a LAN.
o Chapter 5, "Data-Link Layer Protocols," discusses protocols like Ethernet and Token Ring,

which operate at the data-link layer of the OSI reference model and are responsible for the
final packaging of application data before it's transmitted over the network.

o Chapter 6, "Network Layer Protocols," examines the protocols at the third layer of the OSI

reference model, such as Internet Protocol (IP) and Internetwork Packet Exchange (IPX),
which are responsible for addressing and routing network packets to their final destinations.

o Chapter 7, "Transport Layer Protocols,” covers protocols such as Transmission Control

Protocol (TCP) and User Datagram Protocol (UDP), which operate at the transport layer of the
OSI model and provide additional services such as packet acknowledgment and segmentation.

o Chapter 8, "TCP/IP Fundamentals,” provides an overview of the various protocols in the

TCP/IP suite and some of the fundamental principles of TCP/IP communications, such as IP
addressing and subnet masking.

o Chapter 9, "TCP/IP Routing," discusses the process by which TCP/IP packets are routed
through complex internetworks (such as the Internet) to their destinations.

o Chapter 10, "TCP/IP Applications,” lists some of the important services used by TCP/IP
networks and the utilities that network administrators can use to maintain them.

o Chapter 11, "TCP/IP Configuration," examines the process of configuring a TCP/IP client to

participate on a network, including the most common parameters found in all operating
systems that support the protocols.

o Chapter 12, "Remote Network Access,” covers the mechanisms that enable users to access a

network from a remote location, including direct connections and virtual private networks
(VPNs).

o Chapter 13, "Network Security," discusses some of the basic security precautions used on
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most networks, such as password policies and firewalls.

o Chapter 14, "Planning the Network," examines the network planning process that takes place
before any hardware or software products are purchased or installed.

o Chapter 15, "Installing a Network," provides the information you need to install both internal

and external network cables and connect them to the computers, hubs, and other hardware
components.

o Chapter 16, "Network Maintenance," covers some of the most essential maintenance chores

required by a professional network, such as the performance of regular backups, virus
protection, and software upgrades.

o Chapter 17, "Network Troubleshooting Procedures,” explains how to identify and recognize

the various components you might find on a network and examines the logical progressions
that the troubleshooting process takes on the way to finding a solution to a problem.

o Chapter 18, "Network Troubleshooting Tools," describes some of the indicators that network

administrators use to know when a problem exists, some of the hardware and software tools
you can use to troubleshoot network problems, and some of the resources where you can find
additional networking information.

o Chapter 19, "Network Troubleshooting Scenarios,” contains a comprehensive account of an

actual networking problem and the steps that a network support technician can take to isolate,
diagnose, and resolve it.

o Appendix A, "Questions and Answers," lists all of the exercise and review questions from the
book, showing the page number where the question appears and the suggested answer.
e The Glossary provides definitions of key networking terms used throughout the book.

34

Finding the Best Starting Point For You

Because this book is self-paced, you can skip some lessons and revisit them later. The following
tables provide a list of the skills measured on certification exam Network+ Examination NK-N10-
001. The table lists the skills, as defined in the objectives for the exam, and where in this book you
will find the lesson relating to a particular skill.

The exam objectives group the skills into two general areas: knowledge of networking technology
and knowledge of networking practices.

NOTE

Exam objectives are subject to change without prior notice.
Knowledge of Networking Technology

Basic Knowledge

Skill Being Measured Location in Book

Chapter 1, Lesson 1;

Understand network structure. Chapter 2. Lesson 1

Describe network operating systems, clients, and directory services. Chapter 4
Define IPX, IP, and NetBEUI. Chapter 6
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Describe fault tolerance and its implementation methods. Chapter 14, Lesson 2

Describe the OSI model and identify protocols, services, and functions that
relate to each layer.

Recognize and describe types and characteristics of network media:
coaxial, fiber-optic, Category 3, Category 5, unshielded twisted pair
(UTP), shielded twisted pair, 10Base2, 100VG AnyLan, RJ45, Bayonet-
Neill-Concelman (BNC), and so on.

Describe the basic attributes, purposes, and functions of network elements,
including:

Chapter 1, Lesson 2

Chapter 5, Lesson 1

o Full- and half-duplexing

e WANSs and LANSs Chapter 1, Lesson 1,

o Servers, workstations, and hosts Chapter 2, Lessons 1
i and 2; Chapter 3,

o Server-based and peer-to-peer networking Lesson 3

e Cabling, network interface cards (NICs), and routers

o Broadband and baseband transmission

o Use of gateways as default IP routers and the means by which to

connect dissimilar systems or protocols
Physical Layer
Skill Being Measured Location in Book

Configure and troubleshoot NICs. Chapter 2, Lesson 2; Chapter 18, Lesson 3
Describe and differentiate the following network
components:

e Hubs Chapter 2, Lessons 1 and 3; Chapter 3,

 Multistation access units (MAUS) Lesson 2

e Transceivers

e Repeaters
Data-Link Layer

Skill Being Measured Location in Book
Define bridges and why they are used. Chapter 3, Lesson 1
Explain the IEEE Project 802 specifications, including 802.2, 802.3, and Chapter 5, Lessons 1 and
802.5. 2
Describe the function and characteristics of MAC addresses. Chapter 5, Lesson 1
Network Layer
Skill Being Measured Location in Book

Define the following routing and network-layer concepts:

¢ Routing, including static and dynamic routing
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The difference between a router and a brouter

The difference between routable and nonroutable ch - L ch oL
protocols . a?}lfétzr , Lesson 1; Chapter 9, Lessons

Default gateways and subnetworks

The reason for employing unique network 1Ds

Transport Layer

Skill Being Measured Location in Book
Describe the difference between connectionless and connection transport. Chapter 7, Lesson 1
Describe the purpose of name resolution. Chapter 10, Lesson 1

TCP/IP Fundamentals

Skill Being Measured Location in Book
Demonstrate knowledge of the following TCP/IP fundamentals:

o |P default gateways

e Dynamic Host Configuration Protocol (DHCP), Domain Name

Ssystem (DNS), Windows Internet Naming Service (WINS), and
Chapter 8, Lesson 1;

host files
e Main TCP/IP protocols including TCP, UDP, Post Office gﬂ:gg 26%’1_
Protocol 3 (POP3), Simple Mail Transfer Protocol (SMTP), Chapter 11: Lesson 1.

Simple Network Management Protocol (SNMP), File Transfer
Protocol (FTP), Hypertext Transfer Protocol (http), and IP

o Broad acceptance of TCP/IP operating systems and hosts
worldwide
¢ Internet DNS hierarchies

Demonstrate knowledge of the concepts of TCP/IP addressing,
including:

) Chapter 7, Lesson 1;
o A, B, and C classes of IP addresses and their default subnet mask Chapter 8, Lesson 2

e The use of port number (HTTP, FTP, SMTP), and the port
numbers commonly assigned to a given service
Demonstrate knowledge of TCP/IP configuration concepts, including:

Chapter 11, Lesson 1;

e The definition of IP proxy and why the proxy is used
Chapter 13, Lesson 3

e The identity of the normal configuration parameters for a
workstation

TCP/IP Utilities

Location in

Skill Being Measured Book

Explain how and when to use the following TCP/IP utilities to test, validate, and
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troubleshoot IP connectivity:

Address Resolution Protocol (ARP)

e Telnet

o NBTSTAT Chapter 10,
e TRACERT Lesson 2
e NETSTAT

e Ipconfig/winipcfg

e FTP

e PING

Remote Connectivity

. : Location in
Skill Being Measured Book
. Chapter 5,
Describe PPP and SLIP. Lesson 3
Explain the purpose and function of Point-to-Point Protocol (PPTP) and the Chapter 12,
conditions under which it is useful. Lesson 1
Describe the attributes, advantages, and disadvantages of Integrated Services Digital Chanter 12
Network (ISDN) and the Public Switched Telephone Network (PSTN), or the Plain LessF:)n 1 ’
Old Telephone Service (POTS). =
Describe modem configurations, including serial port interrupt request (IRQ), Chapter 12,
input/output (1/0) address, and maximum port speed. Lesson 1
. . . Chapter 12,
Specify the requirements for a remote connection. Lesson 1
Security
Skill Being Measured Location in Book
Describe issues to consider when selecting a security mode, including user and Chapter 13, Lesson
share level. 2
Describe standard password practices and procedures. (1:hapter 13, Lesson
Explain the need to employ data encryption to protect network data. g:hapter 11, Lesson
Explain the purpose of a firewall. ghapter 13, Lesson
Knowledge of Networking Practices
Implementing and Installing the Network
. : Location in
Skill Being Measured Book

Demonstrate awareness that administrative and test accounts, passwords, IP
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addresses, IP configurations, relevant Standard Operating Procedures, and so on, Chapter 14,
must be obtained before network implementation. Lesson 3
. Chapter 14,
Evaluate environmental factors that affect networks. Lesson 1
Recognize, visually or by description, common peripheral ports, external small
computer system interface (SCSI) devices (especially DB-25 connectors), and
common network componentry, including:
e Print servers
o Peripherals
e Hubs
e Routers Chapter 17,
Lesson 1
e Brouters
o Bridges
o Patch panels
o Uninterrupted power supply (UPS) devices
e NICs
o Token Ring media filters
Demonstrate awareness of compatibility and cabling issues including:
Chapter 14,
. . . o Lesson 1;
e The consequences of trying to install an analog modem in a digital jack D
e Variations in the use of RJ45 connectors, depending on the cabling Chapter 17,
e The implications of using patch cables Lesson 1
Maintaining and Supporting a Network
Skill Being Measured Location in Book
Describe the types of test documentation that are usually available for a Chapter 16, Lesson 3;
vendor's patches, fixes, upgrades, and so on. Chapter 18, Lesson 1

Demonstrate an awareness of the issues in a given network
maintenance scenario, including the following:

o Standard backup procedures and backup media storage practices

e The need for periodic application of software patches and other  Chapter 16

fixes to the network

o The need to install anti-virus software on the server and
workstations

e The need to frequently update virus signatures

Troubleshooting the Network

Skill Being Measured

Identify the following steps as a systematic approach to identifying the extent of
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a network problem and, given a problem scenario, select the appropriate next
step.

1. Determine whether the problem exists across the network. Chapter 17,
. . . Lesson 2; Chapter
2. \IZ/)\;&EI:Imme whether the problem is workstation, workgroup, LAN or 19, Lesson 1

3. Determine whether the problem is consistent and replicable, and use
standard troubleshooting methods.

Identify the following steps as a systematic approach to determining whether a
problem is attributable to the operator or the system, and, given a problem
scenario, select the appropriate next step.

1. Identify the exact issue.
2. Recreate the problem.
3. lsolate the cause. Chapter 17,
) Lesson 2
4. Formulate a correction.
5. Implement the correction.
6. Test
7. Document the problem and the solution.
8. Provide feedback.
Identify the following steps as a systematic approach to determining whether a
problem is attributable to the operator or the system, and, given a problem
scenario, select the appropriate next step.
1. Have a second operator perform the same task on an equivalent Chapter 17,
Lesson 2

workstation.

2. Have a second operator perform the same task on the original operator's
workstation.

3. Ascertain whether operators are following standard operating procedure.

Given a network troubleshooting scenario, demonstrate awareness of the need to
check for physical and logical indicators of trouble, including:

Link lights

Power lights Chapter 19,
Lesson 1

Error displays

Error logs and displays

Performance monitors

Given a network problem scenario, including symptoms, determine the most
likely cause or causes of the problem based on the available information. Select
the most appropriate course of action based on this inference. Issues can include:

Recognizing abnormal physical conditions
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Isolating and correcting problems in cases where there is fault in the physical
media (patch cable)

Checking the status of servers

Checking for configuration problems with DNS, WINS, HOST file

Checking for viruses Egsspz)tﬁrlla
Checking the validity of the account name and password

Rechecking operator logon procedures

Selecting and running appropriate diagnostics

Identify the purpose and function of common network tools, including:

Crossover cable

Hardware loopback Egssrgﬁr?’l&

Tone generator

Tone locator (fox and hound)

34

Getting Started

This self-paced training course contains demonstration videos that enhance and supplement the text.
The following sections discuss the hardware and software required to view the demonstration videos
on the companion CD-ROM.

Hardware Requirements

Each computer must have the following minimum configuration.

Multimedia PC with 16-bit sound system

16 MB RAM for Windows 95 or Windows 98
32 MB RAM for Windows ME or Windows NT
64 MB RAM for Windows 2000

An additional 70 MB minimum of hard disk space to install Internet Explorer 5.5 from this
CD-ROM, if Internet Explorer is not already installed
Standard multimedia player, such as Windows Media Player or compatible software

4 MB of available hard drive space is required for Windows Media Player
A double-speed CD-ROM drive or better

Super VGA display with at least 256 colors

Microsoft Mouse or compatible pointing device
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Software Requirements

The following software is required to view the demonstration videos in this course:

e Microsoft Windows 95, Windows 98, Windows Me, Windows NT 4 with Service Pack 3 or
later, or Windows 2000
e Microsoft Internet Explorer 4.01 or later

¢ Microsoft Windows Media Player 7

To view the eBook version of the book, you will need Microsoft Internet Explorer 4.01 or later. A
version of Microsoft Internet Explorer 5.5 is supplied on the companion CD-ROM. For more
information, see the Readme.txt file on the companion CD-ROM.

To view the demonstration videos on the companion CD-ROM, you will need a machine with
standard multimedia support and an HTML browser. A version of Microsoft Windows Media Player
7 is supplied on the companion CD-ROM.

NOTE

You must have the Supplemental Course Materials CD-ROM inserted in your CD-ROM drive to run
the eBook.
34

The Network+ Certification Program

Network+ Certification is a testing program sponsored by the Computing Technology Industry
Association (ComTIA) that certifies the knowledge of networking technicians who have
accumulated 18 to 24 months of experience in the information technology (IT) industry.

The development of the Network+ Certification program began in 1995, when a group of
technology-industry companies came together to create the IT Skills Project. This committee was
formed to direct CompTIA in identifying, classifying, and publishing skills standards for networking
professionals employed in three types of organizations: IT companies, channel partners, and
business/government firms. Acting on the committee's recommendations, CompTIA defined these
job skills through an industry-wide survey. Results and analyses of this survey were used as a
foundation for the Network+ Certification program.

Earning the Network+ certification means that you possess the knowledge needed to configure and
install the TCP/IP client. This exam covers a wide range of vendor and product-neutral networking
technologies.

Benefits of Certification

For most individuals entering the computer industry, Network+ Certification is only the first step. Or
it can be thought of as the next step after CompTIA's A+ Certification examination, which measures
your knowledge of personal computers and your qualifications to work as a computer service
technician. Passing the Network+ examination certifies you as possessing the basic knowledge and
skills needed to work in the computer networking field. If you are interested in becoming a
Microsoft Certified Systems Engineer (MCSE), the Network+ Certification Training Kitprovides
just the foundation you need to get on your way with confidence.
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With Network+ Certification, you will receive many benefits, including:
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¢ Recognized proof of professional achievement The Network+ credential asserts that the
holder has reached a level of competence commonly accepted and valued by the industry.
e Enhanced job opportunities Many employers give hiring preference to applicants with

Network+ certification.

o Opportunity for advancement The Network+ credential can be a plus when an employer

awards job promotions.

e Training requirement Network+ certification is being adopted as a prerequisite to

enrollment in certain vendors' training courses.

o Customer confidence As the general public learns about Network+ certification, customers

will request that only certified technicians be assigned to their accounts.

o Improved productivity Certified employees perform work faster and more accurately.
Statistics show that certified employees can work up to 75 percent faster than noncertified

employees.

o Customer satisfaction When employees have credentials that prove their competency,
customer expectations are more likely to be met. More business can be generated for the

employer through repeat sales to satisfied customers.

The Network+ Exam

The text in this book prepares you to master the skills needed to pass the Network+ exam. By
mastering all course work, you will be able to complete the Network+ Certification exam with the
confidence you need to ensure success. Individuals are permitted to take the exam as many times as
they like.

The exam is broken down into two sections. The first section contains nine subsections and the
second section contains three subsections. The following table lists the sections and the extent to
which they are represented.

© oo N A WDN PR

Knowledge of Networking Technology 77%

Basic knowledge 18
Physical layer 6
Data-link layer 5
Network layer 5
Transport layer 5
TCP/IP fundamentals 16
TCP/IP utilities 11
Remote connectivity 5
Security 6

Il. Knowledge of Networking Practices 23%
Implementing the installation of the network 6
Maintaining and supporting the network 6
Troubleshooting the network 11

file://C:\Documents and Settings\babak\Local Settings\Temp\~hh8271.htm

2009/05/07



About_this_chapter.html Page 14 of 16

Registering for the Network+ Exam

Anyone can take the Network+ exam. There are no specific requirements or prerequisites, except
payment of the fee. However, exam content is targeted to computer technicians with 18 to 24 months
of experience in the IT industry. A typical candidate will have CompTIA A+ Certification or
equivalent knowledge, but A+ Certification is not required. The Network+ exam consists of 65
guestions that must be answered within a maximum allowable time of 90 minutes.

The tests are administered by Sylvan Prometric and NCS/VUE, who have hundreds of authorized
testing centers in all 50 states in the United States and in over 150 countries worldwide. To register
for the exam, call 1-888-895-6166.

When you call, please have the following information available:

o Social Security number or Sylvan Prometric ID (provided by Sylvan Prometric)

Mailing address and telephone number

Employer or organization

Date on which you want to take the test
Method of payment (credit card or check)

The test is available to anyone who wants to take it. Payment is made at the time of registration,
either by credit card or by requesting that an invoice be sent to you or your employer. VVouchers and
coupons are also redeemed at that time.

Preparing for the Network+ Exam

The process of preparing for the Network+ exam is unique to every student, but there are a wide
variety of resources to aid you in the process, including the following:

e Classroom instruction There are many organizations that offer instructor-led training

courses for the Network+ exam. The advantages of this type of training are that you have
access to a networking lab in which you can experiment, and a teacher whom you can ask
questions. This type of training can be quite expensive, however, often running several
hundred dollars per day.

e Computer-based training (CBT) CBTSs are courses that come on one or more CD-ROMs,

and which can contain multimedia training materials such as audio and video, in addition to
graphics and text. A typical CBT includes software that you install on your computer that
enables you to track the lessons you've completed and the amount of time you've spent on each
one, as well as your results for any exercises and practice exams that might be included. The
advantage of a CBT is that you can work with it at your own pace and without having to travel
to a training center. CBTs can also be expensive, but not as expensive as classroom training.

e Online Training Some training companies offer Network+ courses using Web-based

training, which is usually similar in format to a CBT, but delivered online instead of from a
CD-ROM. One advantage of online training is that usage information and quiz scores can be
maintained by the training company on its servers, making it a good solution for corporations
looking for an employee training program. Some courses also offer feedback from a live
instructor, through online message boards or chat applications, which can place this medium a
step above CBTs. Depending on the format of the course, however, online training might not
be satisfactory for users limited to relatively low-speed dial-up Internet connections. For
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corporate customers, however, who usually have high-speed connections, online training could
be ideal, and is generally comparable in cost to CBTs.

o Study guides Books always provide the most information for your training dollar. A student

who is disciplined enough to work through a comprehensive Network+ study guide is likely to
absorb more information from books than are even offered by CBTs or online training courses,
and for substantially less money. There are many different Network+ books available, many
with exercises and practice questions that provide feedback and progress indicators similar to
those in the electronic training formats.

e Practice exams Practice exams for the Network+ certification are available in book form, on

CD-ROM, and on Web sites. The interface used for the examination by the testing centers
should not present a challenge to users familiar with computers, so it should make little
difference to most people whether their practice tests are in printed or electronic form. What is
more important is the content of the practice exams. In addition to providing the correct
answers, a good practice exam should also explain why each possible answer to a question is
either right or wrong.

e Braindumps Although not a commercial product like the other training material listed here,

braindumps can be the most valuable resource for information about the Network+ exam, and
they're free. A braindump is simply a document, usually posted on a Web site or in a Usenet
newsgroup, containing the recollections of a person who has taken the exam. Because no one
is permitted to take notes during the test or take them outside the testing room, how much
information a braindump provides depends on the person's memory and how long it's been
since he or she took the test. Some people are able to recall a great deal of information; some
are not. One thing to be careful of when it comes to braindumps, however, is that while a
person's memories of the exam might be useful, their networking knowledge might be
incomplete or incorrect. Don't rely on braindumps for explanations of right or wrong answers;
just note the content of the questions and research them yourself, if necessary.

Taking the Network+ Exam

The Network+ exam is administered by computer, and is completely “closed book." You are not
permitted to bring any written materials into the testing room with you, although you are given a
pencil and a blank piece of paper or a scratch tablet on which you can write any information you
want before the exam begins. Many students memorize a page full of crucial facts and jot them down
in the testing room before the exam begins. You can then use your own notes during the exam, but
you must turn them in afterward; you cannot take them out with you.

The testing room typically contains a group of computers, with cubicles or dividers to prevent any
distraction or communication between students. In most cases, there is a window through which a
proctor observes the testing process. You are given time in the testing room to make your own notes.
You can then take an orientation exam on the testing computer to familiarize yourself with the
format of the software.

The exam is pre-loaded on the computer when you arrive, and you can start the test at any time. The
exam consists of 65 questions, chosen at random from a pool, so that the probability of two people
taking the exact same exam are very slight. You have 90 minutes to take the exam; a clock on the
computer screen keeps you informed of the time remaining. Each question appears on a separate
screen, and you can move forward and backward through the questions by clicking the appropriate
arrows. Instructions for using the testing software appear on each screen, although most users
familiar with graphical user interfaces don't need them.

The questions are all multiple choice. Some questions require you to select a single answer; these
questions have radio buttons on the answers so you can make only one choice. Some questions
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require more than one answer. These questions have check boxes and might also indicate how many
selections you can make. Others might instruct you to choose all of the answers that apply. All
questions are graded either right or wrong; there is no partial credit. If you do not select the required
number of responses to a question, the software flags that question and reminds you that it is
incomplete at the end of the exam. In some cases, questions include graphics, such as charts or
network diagrams. You are asked a question about the graphic, and you might have to click on a
particular part of the graphic to indicate your answer.

As you take the test, you can answer each question as it appears, or you can fill a checkbox that flags
an unanswered question to review later. This feature is for user convenience only. You can return to
any question at any time in the exam by clicking the forward and backward arrows. The flags only
enable you to return to specific questions without having to go through all the questions you have
already completed.

Students have different techniques for taking multiple choice exams. Some people read all of the
questions first before selecting any responses. This can be beneficial, because later questions might
provide a hint or trigger your memory about the subject of an earlier question. However, don't waste
too much time doing this, or you might find yourself rushing through the last few questions.
Answering 65 questions in 90 minutes works out to 83 seconds each, so you can't afford to spend too
much time on any one question.

The key to taking an exam of this type is to read each question extremely well. The language of the
questions is chosen very carefully, and sometimes very deviously. In many cases, questions are
designed to trick you into thinking that they are easier than they actually are. If an answer seems
painfully obvious, read the question over again. Chances are, the obvious answer is not the correct
one. In some cases, all of the responses are correct, and you are instructed to select the one that best
answers the question, so always be sure to read all of the possible responses, even when the first one
seems correct.

Even if you are completely stumped about a question, you should take a guess before the exam is
over. Leave yourself a few minutes at the end of the test to make any guesses you need to, so that
you don't leave any questions unanswered.

When 90 minutes have elapsed and the exam is over, there is a brief delay as the computer totals
your score. You then receive the results on the spot, with a printed report that breaks down your
score into several topics. If you fail the test, this report can be an excellent guide to the material that
requires further study. If you pass, the report contains the certification number that you can use to
prove your status.

The Network+ exam is now graded using a scaled format. Before February 28, 2001, your score was
a percentage, with 82 per cent being a passing grade. Now, your score is expressed as a number
between 100 and 900, with 752 being a passing grade. The Network+ Certification exam is strictly
pass/fail. While you can use your high score for bragging rights among your friends and colleagues,
all students passing the exam receive the same certification, which is a certificate that CompTIA
mails to you a few weeks after the exam.
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34
Chapter 1

Networking Basics

About This Chapter

This chapter introduces the basic principles and architectural structure of network communications.
These concepts and structures are referred to repeatedly in the rest of this book as well as in real-life

networking situations. Even if you plan to skip other chapters in this book, you must read and fully
understand this one. You are certain to need it, both for the Network+ exam and on the job.

34

Lesson 1: Network Communications

This lesson introduces the basic building blocks of network communications and some of the
structures used to construct data networks. There are many different kinds of data networks—from

enterprise networks used by large corporations to a simple two-node local area network (LAN) used

in a private home. However, many of the same principles apply to all networks, regardless of size or
complexity.

After this lesson, you will be able to

o List the services provided by network protocols

o Describe how protocols enable networked computers to communicate

¢ Distinguish a local area network (LAN) from a wide area network (WAN)
e Understand the difference between baseband and broadband networks

o ldentify and distinguish the characteristics of a packet-switched network and a circuit-
switched network
o Understand full-duplex and half-duplex communications

o Describe the basic segment and backbone design of an enterprise network
o Distinguish a server-based network from a peer-to-peer network

Estimated lesson time: 30 minutes

When you connect two or more computers so they can communicate with each other, you create a
data network. This is true whether you connect the computers using a cable, a wireless technology
such as infrared or radio waves, or even modems and telephone lines. The technology that connects

the computers together, no matter what form it takes, is called the network medium. Copper-based

cables are the most common form of network medium, and for this reason the term "network cable"
is often used to refer to any kind of network medium.
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Signals and Protocols

Computers can communicate over a network in many ways and for many reasons, but a great deal
that goes on in the networking process is unconcerned with the nature of the data passing over the
network medium. By the time the data generated by the transmitting computer reaches the cable or
other medium, it has been reduced to signals that are native to that medium. These might be
electrical voltages, for a copper cable network; pulses of light, for fiber optic; or infrared or radio
waves. These signals form a code that the network interface in each receiving computer converts
back into the binary data understood by the software running on that computer. The computer then
interprets the binary code into information that it can use in a variety of ways. Of course there is a
great deal more complexity to this process than this description indicates, and there is a lot going on

in order to make it possible that the e-mail you just sent to your mother gets reduced to electrical
voltages, transmitted halfway across the country, and then reconstituted into text.

In some cases, a network consists of identical computers running the same version of the same
operating system and using all the same applications, while other networks can consist of many
different computing platforms running entirely different software. It may seem as though it would be
easier for the identical computers to communicate than it would be for the different ones, and in
some ways it is. But no matter what kind of computers the network uses and what software the
computers are running, they must have a common language in order to understand each other. These
common languages are called protocols, and computers use many of them during even the simplest
exchanges of network data. Just as two people must speak a common language in order to
communicate, two computers must have one or more protocols in common to exchange data.

A network protocol can be relatively simple or highly complex. In some cases, a protocol is simply a
code—such as a pattern of electrical voltages—that defines the binary value of a bit of data: zero or
one. The concept is the same as that of Morse code, in which a pattern of dots and dashes represents
a letter of the alphabet. More complicated networking protocols can provide a variety of services,
including the following:

o Packet acknowledgment This is the transmission of a return message by the recipient that

verifies the receipt of a packet or packets. A packet is the fundamental unit of data transmitted
over a LAN.

e Segmentation This is the division of a lengthy data stream into segments sufficiently small for
transmission over the network.

o Flow control This is the generation of messages by a receiving system that instruct the
sending system to speed up or slow down its transmissions.

o Error detection This is the inclusion of special codes in a packet that the receiving system
uses to verify that the content of the packet wasn't damaged in transit.

e Error correction This is the generation by a receiving system of messages that inform the
sender that specific packets were damaged and must be retransmitted.

o Data compression This is a mechanism for reducing the amount of data transmitted over a
network by eliminating redundant information.

o Data encryption This is a mechanism for protecting the data transmitted over a network by
encrypting it using a key already known by the receiving system.

In most cases, protocols are based on public standards developed by an independent committee, and
not a single manufacturer or developer. These public standards ensure that different types of systems
can use them without incurring any obligation to a particular company. There are still a few
protocols, however, that are proprietary, having been developed by a single company and never
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released into the public domain.

One of the most important things to remember about networking is that every computer on a network
uses many different protocols during the communications process. The functions provided by the
various protocols are divided into the layers that make up the Open Systems Interconnection (OSI)
reference model (which is described in Lesson 2, later in this chapter). You might see references to
an Ethernet network in networking books and articles, for example, but Ethernet is not the only
protocol running on that network. Ethernet is, however, the only protocol running at one particular

layer (called the data-link layer). Some layers, however, can have multiple protocols running on
them simultaneously.

Protocols are implemented on a computer in several different ways. Some take the form of hardware,
such as the network interface adapter (generally a network interface card, or NIC) installed in the
computer. Others are device drivers, such as the driver for a particular network interface adapter
supplied by its manufacturer. And there are yet others that are integrated into a computer's operating
system.

Protocol Interaction

The protocols operating at the various OSI layers are often referred to as a protocol stack. The
protocols running on a networked computer work together to provide all of the services required by a
particular application. Generally speaking, the services provided by the protocols are not redundant.
If, for example, a protocol at one layer provides a particular service, the protocols at the other layers
do not provide exactly the same service. Protocols at adjacent layers in the stack provide services to
each other, depending on the direction in which the data is flowing. As illustrated in Figure 1.1, on a
transmitting system, the data originates in an application at the top of the protocol stack and works
its way down through the layers. Each protocol provides a service to a protocol operating at the layer
below it. At the bottom of the protocol stack is the network medium itself, which carries the data to
another computer on the network.

When the data arrives at its destination, the receiving computer performs the same procedure as did
the transmitting computer, except in reverse. The data is passed up through the layers to the
receiving application, with each protocol providing an equivalent service to the protocol on the layer
above it. For example, if a protocol at layer three on the transmitting computer is responsible for
encrypting data, the same protocol at layer three of the receiving system is responsible for decrypting
it. In this way, protocols at the various layers in the transmitting system communicate with their
equivalent protocols operating at the same layer in the receiving system. This is illustrated in Figure
1.2.
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Figure 1.1 7he networking protocols running on a computer form a layered stack, with each
protocol providing services to the protocol operating at the layer above or below it, depending on the
direction of data flow.
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Figure 1.2 Protocols operating at the same layer in the stack on different systems can be said to
communicate indirectly by providing complementary services.

Local Area Networks and Wide Area Networks
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A group of computers located in a relatively small area and connected by a common medium is
called a /ocal area network (LAN). Each of the computers on the LAN is also called a node. A LAN
is characterized by three primary attributes: its topology, its medium, and its protocols. The topology
is the pattern used to connect the computers together. With a bus topology, a network cable connects
each computer to the next one, forming a chain. With a startopology, each of the computers is
connected to a central nexus called a hub. A ring topology is essentially a bus network with the two
ends joined together. You will learn more about network topologies in Chapter 2, "Network
Hardware."

The network medium, as defined earlier, is the actual physical connection between the networked
computers. The topology and the medium used on a particular network are specified by the protocol
operating at the data-link layer of the OSI model, such as Ethernet or Token Ring. Ethernet, for
example, supports several different topologies and media. When you select one combination of
topology and medium for a LAN, such as unshielded twisted pair (UTP) cable in a star topology, you
must (in most cases) use the same topology and medium for all of the computers on that LAN. There
are some hardware products that enable you to connect computers to the same LAN with different
media, but this is only true for closely related technologies. You can't connect a bus Ethernet system
to a star Ethernet system and have both systems be part of the same LAN.

In the same way, all of the systems on a LAN must share common protocols. You can't connect an
Ethernet system to a Token Ring system on the same LAN, for example. The same is true for the
protocols operating at the other layers of the OSI model. If the systems on the LAN don't have
common protocols at every layer of the stack, communication among them is not possible.

In most cases, a LAN is confined to a room, a floor, or perhaps a building. To expand the network
beyond these limits, you can connect multiple LANs together using devices called routers, forming
what is known as an /nternetwork. An internetwork is essentially a network of networks. A computer
on one LAN can communicate with the systems on another LAN, because they are all
interconnected. By connecting LANS in this way, you can build an internetwork as large as you
need. Many sources use the term "network” when describing a LAN, but just as many use the same
term when referring to an internetwork.

NOTE

It is important to distinguish between an internetwork, which is any collection of interconnected
LANSs, and the Internet. While the Internet is an example of an internetwork, not every internetwork
involves the Internet.

In many cases, an internetwork is composed of LANSs in distant locations. To connect remote LANS,
you use a different type of network connection called a wide area network (WAN) connection. WAN
connections can use telephone lines, radio waves, or any one of many other technologies. WAN
connections are usually point-to-point connections, meaning that they connect only two systems.
They are unlike LANS, which can connect many systems. An example of a WAN connection would
be a company with two offices in distant cities, each with its own LAN and connected by a leased
telephone line. This type of WAN is illustrated in Figure 1.3. Each end of the leased line is
connected to a router and the routers are connected to individual LANs. Any computer on either of
the LANs can communicate with any one of the other computers at the other end of the WAN link or
with a computer on its own LAN.
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Figure 1.3 WAN connections create internetworks by connecting LANS in distant locations.

Broadband and Baseband

In most cases, LANSs use a shared network medium. The cable connecting the computers can carry
one signal at a time, and all of the systems take turns using it. This type of network is called a
baseband network. To make a baseband network practical for many computers to share, the data
transmitted by each system is broken up into separate units called packets. If you were to tap into the
cable of a baseband network and examine the signals as they flow by, you would see a succession of
packets generated by various systems and destined for various systems. When your computer
transmits an e-mail message, for example, it might be broken up into many packets, and the
computer transmits each packet separately. If another computer on the network also wants to
transmit, it would also send one packet at a time. When all of the packets constituting a particular
transmission reach their destination, the receiving computer reassembles them back into your
original e-mail. This is the basis for a packet-switching network.

The alternative to a packet-switching network is a circuit-switching network. Circuit-switching
means that the two systems wanting to communicate establish a circuit before they transmit any
information. That circuit remains open throughout the life of the exchange, and is only broken when
the two systems are finished communicating. This is an impractical solution for computers on a
baseband network, because two systems could conceivably monopolize the network medium for
long periods of time, preventing other systems from communicating. Circuit switching is more
common in environments like the public switched telephone network (PSTN), in which the
connection between your telephone and that of the person you're calling remains open for the entire
duration of the call.

To make circuit switching practical, telephone companies use broadband networks. A broadband
network is the opposite of a baseband network, in that it carries multiple signals in a single cable at
the same time. One broadband network that you probably use every day is that operated by your
local cable television company. A cable TV (CATV) service runs a single cable into a user's home,
but that one cable carries the signals for dozens of TV channels and often provides Internet access as
well. Broadband technologies are almost never used for local area networking, but they are
becoming an increasingly popular solution for wide area networking.

Half-Duplex and Full-Duplex Communications

When two computers communicate over a LAN, data typically travels in only one direction at a time,
because the baseband network used for most LANSs supports only a single signal. This is called sa/f-
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auplex communication. By contrast, two systems that can communicate in both directions
simultaneously are operating in fu/l-dup/ex mode. These two kinds of communication are illustrated
in Figure 1.4. The most common example of a full-duplex network is, once again, the telephone
system. Both parties can speak simultaneously during a telephone call and each party can also hear
the other at the same time. An example of a half-duplex communication system is a two-way radio
like a CB radio, in which only one party can transmit at any one time, and each party must say
"over" to signal that he or she has finished talking.

Full-dupled communications

Figure 1.4 Most LANSs use half-duplex communications, meaning that only one side of a
connection can transmit at a time.

Half-duplex communications

With the right equipment, full-duplex communication is possible on certain types of LANSs. The first
requirement is a separate channel for traffic running in each direction. Whether this is possible
depends on the network medium. Coaxial cable, for example, contains a single conductor and a
ground, so there is no physical way that traffic could run in both directions, unless you were to install
two cable runs for each connection. Twisted pair cable, on the other hand, contains four separate
wire pairs within a single sheath, one of which is dedicated to incoming traffic and one to outgoing.
Networks that use this type of cable can therefore theoretically operate in full-duplex mode, and
some manufacturers are making Ethernet equipment that makes this possible. Full-duplex Ethernet
essentially doubles the throughput of the existing network.

Segments and Backbones

When a small network begins to grow, it is possible to connect LANSs together in a haphazard
manner for a while. However, building a large enterprise network by connecting many LANS is a
complex undertaking that requires careful planning. One of the most common designs for a network
of this type is a series of segment LANs connected by a backbone LAN.

The term segment is sometimes used synonymously with "LAN" or "network" to refer to any
collection of networked computers, but in this context it refers to a LAN composed of user
workstations and other end-user devices, such as printers. An enterprise network would consist of
many such LANS, all of which are connected to another LAN called a backbone. The backbone
exists solely as a conduit that enables the segments to communicate with each other. One common
configuration for an office building with multiple floors calls for a horizontal segment connecting all
of the workstations on each floor and a backbone running vertically from the top of the building to
the bottom that connects all of the segments. Such a configuration is illustrated in Figure 1.5.
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Figure 1.5 An enterprise network spanning an entire building can consist of an individual segment
on each floor and a backbone connecting the segments on all of the floors.

This type of configuration increases the efficiency of the network by using the backbone to carry all
of the traffic going from one network to another. No packet has to traverse more than three LANs
using this model. By contrast, if you were to connect each of the horizontal segments to the adjacent
segment, daisy-chain fashion, most of the internetwork packets would have to travel through many
more segments to reach their destinations, thus burdening the intermediate segments with through
traffic for no good reason.

In many cases, the backbone network runs at a higher speed than the segments, and may also use a
different type of network medium. For example, a typical network might use 10BaseT Ethernet,
running at 10 megabits per second (Mbps) over copper UTP cable, for the segments, and it might use
100BaseFX Ethernet, running at 100 Mbps over fiber optic cable, for the backbone. There are two
reasons for using a different type of network for the backbone. First, the backbone by definition must
carry all of the internetwork traffic generated by all of the segments, and a faster protocol can
prevent the backbone from becoming a bottleneck. Second, the backbone may have to span a much
longer distance than the segments, and a network that uses fiber optic cable can better handle long
distances.

Client/Server and Peer-to-Peer Networking

Computers can interact with each other on a network in different ways, and fulfill different roles.
There are two primary networking models used to define this interaction, called c/ient/serverand
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peer-to-peer. On a client/server network, certain computers act as servers while others act as clients.
A serveris simply a computer (or more precisely, an application running on a computer) that
provides a service to other computers. The most basic network functions are the sharing of files and
the sharing of printers; the machines that do this are called file servers and print servers. There are
many other types of servers as well: application servers, e-mail servers, Web servers, database
servers, and so on. A client is a computer that avails itself of the services provided by servers.

NOTE

While servers are often thought of as computers, they are actually applications. A single computer
can conceivably run several different server applications at the same time and, in most cases,
perform client operations as well.

At one time, it was common for computers to be limited to either client or server roles. Novell
NetWare, which was the most popular network operating system for many years, consists of a
separate server operating system and clients that run on DOS and Microsoft Windows workstations.
The server computer functions only as a server and the clients only as clients. The most popular
network operating systems today, however, include both client and server functions. All of the
current versions of Windows (95, 98, Me, NT, and 2000), for example, can function as both clients
and servers. How to utilize each system is up to the network administrator. You will learn more
about the networking capabilities of various operating systems in Chapter 4, "Networking Software."

You can construct a client/server network by designating one or more of the networked computers as
a server and the rest as clients, even when all of the computers can perform both functions. In most
cases, servers are better-equipped systems, and on a large network many administrators connect
them to the backbone so that all of the segments have equal access to them. A client/server network
typically uses a directory service to store information about the network and its users. Users log on to
the directory service instead of logging on to individual computers, and administrators can control
access to the entire network using the directory service as a central resource.

On a peer-to-peer network, every computer is an equal, and functions both as a client and as a server.
This means that any computer can share its resources with the network and access the shared
resources on other computers. You can therefore use any of the Windows versions mentioned earlier
for this type of network, but you cannot use a dedicated client/server operating system like NetWare.
Peer-to-peer networks are generally limited to 10 or 15 nodes or less on a single LAN, because each
system has to maintain its own user accounts and other security settings.

Exercise 1.1: Networking Definitions

T
T

EE

Match the concepts in the numbered list with the definitions that follow it.

Concepts

1. Full-duplex

2. Broadband

3. Circuit switching

4. Client/server network
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5. Baseband
Definitions

A medium that carries multiple signals simultaneously

A network in which a connection is established before any data is transmitted
A network on which systems perform designated roles

A medium that carries traffic in both directions simultaneously

T 2 o T o

A medium that carries only one signal

34

Lesson 2: The OSI Reference Model

The OSI reference model illustrates the networking process as being divided into seven layers. This
theoretical construct makes it easier to learn and understand the concepts involved. At the top of the
model is the application that requires access to a resource on the network, and at the bottom is the
network medium itself. As data moves down through the layers of the model, the various protocols
operating there prepare and package it for transmission over the network. Once the data arrives at its
destination, it moves up through the layers on the receiving system, where the same protocols
perform the same process in reverse.

Run the c01demO1 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of the data encapsulation process.

After this lesson, you will be able to

o ldentify the layers of the OSI reference model
o Describe the functions associated with each of the layers

Estimated lesson time: 50 minutes

In 1983, the International Organization for Standardization (ISO) and what is now the
Telecommunications Standardization Sector of the International Telecommunications Union (ITU-T)
published a document called "The Basic Reference Model for Open Systems Interconnection.” The
model described in that document divides a computer's networking functions into seven layers, as
shown in Figure 1.6. Originally, this seven-layer structure was to be the model for a new protocol
stack, but this never materialized in a commercial form. Instead, the OSI model has come to be used
with the existing network protocols as a teaching and reference tool.
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Most of the protocols in common use today pre-date the OSI model, so they don't conform exactly to
the seven-layer structure. In most cases, single protocols combine the functions of two or more of the
layers in the model, and the boundaries between protocols often don't exactly conform to the layer
boundaries of the OSI model. However, the model remains an excellent tool for studying the
networking process, and professionals frequently make reference to functions and protocols
associated with specific layers.

Application

|

Fresentation

!

session

!

Transport

!

et ork

|

Diata-link

!

Physical

Figure 1.6 7he OS/ reference model

Data Encapsulation

The interaction between the protocols operating at the various layers of the OSI model takes the form
of each protocol adding headers (and in one case, a footer) to the information it receives from the
layer above it. For example, when an application generates a request for a network resource, it passes
the request down through the protocol stack. When the request reaches the transport layer, the
transport layer protocol adds its own header to the request. The Aeader consists of fields containing
information that is specific to the functions of that protocol, and the original request becomes the
data field, or payload, for the transport layer protocol.

The transport layer protocol, after adding its header, passes the request down to the network layer.
The network layer protocol then adds its own header in front of the transport layer protocol's header.
The original request and the transport layer protocol header thus become the payload for the network
layer protocol. This entire construct then becomes the payload for the data-link layer protocol, which
typically adds both a header and a footer. The final product, called a packet, is then ready for
transmission over the network. After the packet reaches its destination, the entire process is repeated
in reverse. The protocol at each successive layer of the stack (traveling upwards this time) removes
the header applied by its equivalent protocol in the transmitting system. When the process is
complete, the original request arrives at the application for which it was destined in the same
condition as when it was generated.
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The process by which the protocols add their headers and footer to the request generated by the
application is called data encapsulation (see Figure 1.7). The procedure is functionally similar to the
process of preparing a letter for mailing. The application request is the letter itself, and the protocol
headers represent the process of putting the letter into an envelope, addressing, stamping, and
mailing it.

Run the c01dem02, c01dem03, and c01dem04 videos located in the Demos folder on the CD-ROM
accompanying this book for a demonstration of the data encapsulation process.

Applcalion dafa

Tanspn Applcation data
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Figure 1.7 As data travels down through the protocol stack; it is encapsulated by the protocols
operating at the various layers.

The functions of the OSI model layers are covered in the following sections.

The Physical Layer

The physical layer, at the bottom of the OSI model, is, as the name implies, the layer that defines the
nature of the network's hardware elements, such as what medium the network uses, how the network
is installed, and the nature of the signals used to transmit binary data over the network. The physical
layer also defines what kind of network interface adapter must be installed in each computer and
what kind of hubs (if any) to use. Physical layer options include various types of copper or fiber
optic cable, as well as many different wireless solutions. In the case of a LAN, the physical layer
specifications are directly related to the data-link layer protocol used by the network. When you
select a data-link layer protocol, you must use one of the physical layer specifications supported by
that protocol.

For example, Ethernet is a data-link layer protocol that supports several different physical layer
options. You can use one of two types of coaxial cable with Ethernet, any one of several types of
twisted pair cable, or fiber optic cable. The specifications for each of these options include a great
deal of detailed information about the physical layer requirements, such as the exact type of cable
and connectors to use, how long the cables can be, how many hubs you can have, and many other
factors. These specific conditions are required for the protocol to function properly. A cable segment
that is too long, for example, can prevent an Ethernet system from detecting packet collisions. When
the system can't detect errors, it can't correct them, and data is lost.

While some aspects of the physical layer are defined in the data-link layer protocol standard, others
are defined in separate specifications. One of the most commonly used physical layer specifications
is the "Commercial Building Telecommunications Cabling Standard,"” published jointly by the

American National Standards Institute (ANSI), the Electronics Industry Association (EIA), and the

file://C:\Documents and Settings\babak\Local Settings\Temp\~hhEO8E.htm 2009/05/07



About This Chapter Page 13 of 21

Telecommunications Industry Association (TIA) as EIA/TIA 568A. This document includes detailed
specifications for installing cables for data networks in a commercial environment, including the
required distances from sources of electromagnetic interference and other general cabling policies.
Nowadays, in most cases, large network cabling jobs are outsourced to specialized contractors, and
any such contractor you hire for a LAN cabling job should be intimately familiar with EIA/TIA
568A and other such documents, including your city's building codes.

The other communications element found at the physical layer is the particular type of signaling that
is used to transmit data over the network medium. For copper-based cables, these signals are
electrical charges. For fiber optic cables, the signals are pulses of light. Other types of network
media can use radio frequencies, infrared pulses, and other types of signals. In addition to the
physical nature of the signals, the physical layer dictates the signaling scheme that the computers
use. The signaling scheme is the pattern of electrical charges or light pulses used to encode the
binary data generated by the upper layers. Ethernet systems use a signaling scheme called
Manchester encoding, and Token Ring systems use a scheme called Differential Manchester.

The Data-Link Layer

The protocol at the data-link layer is the conduit between the computer's networking hardware and
its networking software. Network layer protocols pass their outgoing data down to the data-link layer
protocol, which packages it for transmission over the network. When the other systems on the
network receive the transmitted data, their data-link layer protocols process it and pass it up to the
network layer.

When it comes to designing and building a LAN, the data-link layer protocol you choose is the
single most important factor in determining what hardware you buy and how you install it. To
implement a data-link layer protocol, you need the following hardware and software:

o Network interface adapters (When an adapter is a discrete card plugged into a bus slot, it is
referred to as a network interface card or NIC.)

o Network adapter drivers

o Network cables (or other media) and ancillary connecting hardware

o Network hubs (in some cases)

Network interface adapters and hubs are both designed for specific data-link layer protocols, and are
not interchangeable with products for other protocols. Some network cables are protocol-specific,
while others can be used with various protocols.

By far the most popular data-link layer LAN protocol in use today (and throughout the history of the
LAN) is Ethernet. Token Ring is a distant second, followed by other protocols such as the Fiber
Distributed Data Interface (FDDI). Data-link layer protocol specifications typically include the
following three basic elements:

o A format for the frame (that is, the header and footer applied to the network layer data before
transmission)
o A mechanism for controlling access to the network medium

o One or more physical layer specifications for use with the protocol

These three components are discussed in the following sections.
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Frame Format

The data-link layer protocol encapsulates the data it receives from the network layer protocol by
adding a header and footer to it, forming what is called a frame (see Figure 1.8). Using the mail
analogy given earlier, the header and footer are the equivalent of the envelope that you use to mail a
letter. They contain the address of the system sending the packet and the address of its destination
system. For LAN protocols like Ethernet and Token Ring, these addresses are 6-byte hexadecimal
strings assigned to network interface adapters by their manufacturers. The addresses are referred to
as hardware addresses or media access control (MAC) addresses, to distinguish them from addresses
used at other layers of the OSI model.

Frame

Drata-link Cratalink
headat Betwork layar data oo

Figure 1.8 A typical data-link layer protocol frame contains source and destination address fields, a
network layer protocol identifier, and error detection information.
NOTE

Protocols operating at different layers of the OSI model have different names for the data structures
they create by adding a header to the data they receive from the layer above. What the data-link layer
protocol calls a frame, for example, the network layer protocol calls a datagram. Packet is a more
generic term for the unit of data created at any layer.

It is important to understand that data-link layer protocols are limited to communications with
computers on the same LAN. The hardware address in the header always refers to a computer on the
same local network, even if the data's ultimate destination is a system on another network.

The other primary functions of the data-link layer frame are to identify the network layer protocol
that generated the data in the packet and to provide error detection information. A computer can use
multiple protocols at the network layer, and the data-link layer protocol frame usually contains a
code that specifies which network layer protocol generated the data in the packet. This is so that the
data-link layer protocol on the receiving system can pass the data to the appropriate protocol at its
own network layer.

The error detection information takes the form of a cyclical redundancy check (CRC) computation
performed on the payload data by the transmitting system, the results of which are included in the
frame's footer. On receiving the packet, the receiving system performs the same computation and
compares its results to those in the footer. If the results match, the data has been transmitted
successfully. If they do not, the receiving system assumes that the packet is corrupted and discards it.

Media Access Control

The computers on a LAN usually share a common half-duplex network medium, which means that it
is possible for two computers to transmit data at the same time. When this happens, a packet
collision is said to occur, and the data in both packets is lost. One of the main functions of the data-
link layer protocol on this type of network is to provide a mechanism that regulates access to the
network medium. This mechanism, called a media access control (MAC) mechanism, provides each
computer with an equal opportunity to transmit its data while minimizing the occurrence of packet
collisions.
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Run the c01dem05, c01dem06, and c01dem07 videos located in the Demos folder on the CD-ROM
accompanying this book for a demonstration of media access control.

The MAC mechanism is one of the primary defining characteristics of a data-link layer protocol.
Ethernet uses a MAC mechanism called Carrier Sense Multiple Access with Collision Detection
(CSMA/CD). Several other protocols, including Token Ring, use a scheme called token passing.

NOTE

For more information on specific MAC mechanisms, see Chapter 5, "Data-Link Layer Protocols."

Physical Layer Specifications

The data-link layer protocols used on LANSs often support more than one network medium, and the
protocol standard includes one or more physical layer specifications. The data-link layer and
physical layer are closely related, because the characteristics of the network medium have a
profound effect on the functionality of the protocol's MAC mechanism. For this reason, you can say
that the data-link layer protocols used on a LAN also encompass the functions of the physical layer.
There are other data-link layer protocols used for WAN links, however, such as the Serial Line
Internet Protocol (SLIP) and the Point-to-Point Protocol (PPP), which do not include physical layer
information.

The Network Layer

At first glance, the network layer seems to duplicate some of the functions of the data-link layer.
This is not so, however, because network layer protocols are responsible for end-to-end
communications, while data-link layer protocols function only on the local LAN. To say that
network layer protocols are responsible for end-to-end communications means that the network layer
protocol is responsible for a packet's complete journey from the system that created it to its final
destination. Depending on the nature of the network, the source and destination systems can be on
the same LAN, on different LANSs in the same building, or on LANSs separated by thousands of
miles. When you connect to a server on the Internet, for example, the packets your computer creates
may pass through dozens of different networks before reaching their destination. The data-link layer
protocol may change many times to accommodate those dozens of networks, but the network layer
protocol remains intact throughout the trip.

The Internet Protocol (IP) is the cornerstone of the Transmission Control Protocol/Internet Protocol
(TCP/IP) suite, and the most commonly used network layer protocol. Novell NetWare has its own
network layer protocol, called Inter-network Packet Exchange (IPX), and the NetBIOS Extended
User Interface (NetBEUI) protocol is often used on small Microsoft Windows networks. Most of the
functions attributed to the network layer are based on the capabilities of IP.

Like the data-link layer protocol, the network layer protocol applies a header to the data it receives
from the layer above it, as shown in Figure 1.9 on the following page. The unit of data created by the
network layer protocol, which consists of the transport layer data plus the network header, is called a
aatagram.

Catagram

Network g
haadar 1 L e

Figure 1.9 T7he network layer protocol packages transport layer information into a datagram.

The functions associated with the network layer are discussed in the following sections.
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Addressing

The network layer protocol header contains source address and destination address fields, just as the
data-link layer protocol does. However, in this case, the destination address is the packet's final
destination, which may be different from the data-link layer protocol header's destination address.
For example, when you type the address of a Web site in your browser, the packet your system
generates contains the address of the Web server as its network layer destination, but the data-link
layer destination is the address of the router on your LAN that provides you with Internet access.

IP has its own addressing system that is completely separate from the data-link layer addresses. Each
computer on an IP network is assigned a 32-bit IP address by an administrator or an automated
service. This address identifies both the network on which the computer is located and the computer
itself, so that one address can uniquely identify any computer. IPX, on the other hand, uses a
separate address to identify the network on which a computer is located and uses the hardware
address to identify a computer on the network. NetBEUI identifies computers using a NetBIOS name
assigned to each system during its installation.

Fragmenting

Network layer datagrams may have to pass through many different networks on the way to their
destinations, and the data-link layer protocols that the datagrams encounter can have different
properties and limitations. One of these limitations is the maximum packet size permitted by the
protocol. For example, Token Ring frames can be as large as 4,500 bytes, but Ethernet frames are
limited to 1,500 bytes. When a large datagram that originated on a Token Ring network is routed to
an Ethernet network, the network layer protocol must split it into pieces no larger than 1,500 bytes
each. This process is called fragmentation.

During the fragmentation process, the network layer protocol splits the datagram into as many pieces
as necessary to make them small enough for transmission using the data-link layer protocol. Each
fragment becomes a datagram in itself that continues the journey to the network layer destination.
The fragments are not reassembled until all of the datagrams that make up the transmission reach the
destination system. In some cases, datagrams may be fragmented, and their fragments may be
fragmented again repeatedly before reaching their destination.

Routing

Routing is the process of directing a datagram from its source, through an inter-network, and to its
ultimate destination using the most efficient path possible. On complex internetworks such as the
Internet or a large corporate network, there are often many possible routes to a given destination. The
designers of the network deliberately create redundant links so that in the event of a failure of one of
the computers on the network, traffic can still find its way to its destination.

The individual LANSs that make up an internetwork are connected by routers. The function of a
router is to receive incoming traffic from one network and transmit it to a particular destination on
another network. There are two types of systems involved in internetwork communications, end
systems and intermediate systems. End systems are the source of individual packets and also their
ultimate destination. Routers are the intermediate systems. End systems utilize all seven layers of the
OSI model, while packets arriving at intermediate systems rise only as high as the network layer.
The router then processes the packet and sends it back down through the stack to be transmitted to its
next destination, as shown in Figure 1.10.
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Figure 1.10 The network layer protocol in a router Is responsible for accepting incoming packets
and transmitting them to the next stop on their journey.

In order to properly direct a packet to its destination, routers maintain information about the network
in tables that they store in memory. The information in the tables can be either manually supplied by
an administrator or gathered automatically from other routers by using specialized routing protocols.
A typical routing table entry specifies the address of another network and the router that packets
should use to get to that network. Routing table entries also contain a metric that indicates the
comparative efficiency of that particular route. If there are two or more routes to a particular
destination, the router selects the more efficient one and passes the datagram down to the data-link
layer for transmission to the router specified in the table entry. On large networks, routing can be an
extraordinarily complicated process, but most of it is automated and invisible to the average user.

Identifying the Transport Layer Protocol

Just as the data-link layer header specifies the network layer protocol that generates the data that it
transports, the network layer header identifies the transport layer protocol from which it receives the
data that it carries. With this information, the receiving system can pass the incoming datagrams to
the correct transport layer protocol.

The Transport Layer

The transport layer protocols provide services that complement those provided by the network layer.
The transport and network layer protocols used to transmit data are often thought of as a matched
pair. This is seen in the case of TCP/IP. These protocols include the TCP, which runs at the transport
layer, plus the IP, which runs at the network layer. Most protocol suites provide two or more
transport layer protocols, which provide different levels of service. The alternative to TCP is the
User Datagram Protocol (UDP). The IPX protocol suite also provides a choice between transport
layer protocols, including the NetWare Core Protocol (NCP) and Sequenced Packet Exchange
(SPX).

The difference between the protocols provided at the transport layer within a particular protocol suite
is that some are connection oriented and some are connectionless. A connection-oriented protocol is
one in which the two communicating systems exchange messages to establish a connection before
they transmit any application data. This ensures that the systems are both active and ready to
exchange messages. TCP, for example, is a connection-oriented protocol. When you use a Web
browser to connect to an Internet server, the browser and the server first perform what is known as a
three-way handshake to establish the connection. Only then does the browser transmit the address of
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the desired Web page to the server. When the data transmission is completed, the systems perform a
similar handshake to break down the connection.

Connection-oriented protocols also provide additional services such as packet acknowledgment, data
segmentation, flow control, and end-to-end error detection and correction. Systems generally use this
type of protocol to transmit relatively large amounts of information that can't tolerate even a single
bit error, such as data or program files, and these services ensure the correct transmission of the data.
Because of these services, connection-oriented protocols are often said to be refiable. Reliable here is
a technical term that refers to the fact that each packet transmitted using the protocol has been
acknowledged by the recipient and verified as having been transmitted without error. The drawback
of this type of protocol is that it greatly increases the amount of control data exchanged by the two
systems. In addition to the extra messages needed to establish and terminate the connection, the
header applied by a connection-oriented protocol is substantially larger than that of a connectionless
one. In the case of the TCP/IP transport layer protocols, TCP uses a 20-byte header and UDP uses
only an 8-byte one.

A connectionless protocol is one in which there is no preliminary communication between the two
systems before the transmission of application data. The sender simply transmits its data to the
destination without knowing if the system is ready to receive data, or even if the system exists.
Systems generally use connectionless protocols, such as UDP, for brief transactions that consist only
of single requests and responses. The response from the recipient functions as a tacit
acknowledgment of the transmission.

NOTE

Connection-oriented and connectionless protocols are not limited to the transport layer. Network
layer protocols are usually connectionless, for example, because they leave the reliability functions
to the transport layer.

Transport layer protocols typically provide a path through the layers above, just as network and data-
link layer protocols do. The headers for both TCP and UDP, for example, include port numbers that
identify the applications from which the packet originated and for which it is destined.

The Session Layer

The session layer is the point at which the actual protocols used on networks begin to differ
substantially from the OSI model. There are no separate session layer protocols as there are at the
lower layers. Session layer functions are instead integrated into other protocols that also include
presentation and application layer functions. The transport, network, data-link, and physical layers
are concerned with the proper transmission of data across the network, but the protocols at the
session layer and above are not involved in that part of the communications process. The session
layer provides 22 services, many of which are concerned with the ways in which networked systems
exchange information. The most important of these services are called dialog control and dialog
separation.

The exchange of information between two systems on the network is called a dialog, and dialog
control is the selection of a mode that the systems will use to exchange messages. When the dialog is
begun, the systems can choose one of two modes, two-way alternate (TWA) mode or two-way
simultaneous (TWS) mode. In TWA mode, the two systems exchange a data token, and only the
computer in possession of the token is permitted to transmit data. This eliminates problems caused
by messages that cross in transit. TWS mode is more complex, because there is no token and both
systems can transmit at any time, even simultaneously.

Dialog separation is the process of creating checkpoints in a data stream that enable communicating
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systems to synchronize their functions. The difficulty of the checkpointing process depends on
whether the dialog is using TWA or TWS mode. Systems involved in a TWA dialog perform minor
synchronizations, which require only a single exchange of checkpointing messages, while systems
using a TWS dialog perform a major synchronization using a major/activity token.

The Presentation Layer

There is only one function found at the presentation layer, and that is the translation of syntax
between different systems. In some cases, computers communicating over a network use different
syntaxes, and the presentation layer enables them to negotiate a common syntax for the network
communications. When the communicating systems establish a connection at the presentation layer,
they exchange messages containing information about the syntaxes they have in common, and
together they choose the syntax they will use during the session.

Both of the systems involved in the connection have an abstract syntax, which is their native form of
communication. During the negotiation process, the systems choose a transfer syntax. The
transmitting system converts its abstract syntax to the transfer syntax, and the receiving system
converts the transfer syntax to its own abstract syntax. When called for, the systems can select a
transfer syntax that provides additional services, such as data compression or encryption.

The Application Layer

The application layer is the entrance point that programs use to access the OSI model and utilize
network resources. Most application layer protocols provide services that programs use to access the
network, such as the Simple Mail Transfer Protocol (SMTP), which most e-mail programs use to
send e-mail messages. In some cases, such as the File Transfer Protocol (FTP), the application layer
protocol is a program in itself.

Application layer protocols often include the session and presentation layer functions. As a result, a

typical protocol stack consists of four separate protocols, which run at the application, transport,
network, and data-link layers.

Exercise 1.2: OSI Model Layers

T
T

i

For each of the protocols, functions, or concepts listed below, specify the OSI model layer with
which it is associated.

Ethernet

Dialog separation
Transfer syntax
Routing
Segmentation
SMTP

Differential Manchester

N o o~ w e
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34

Chapter Summary

The key points covered in this chapter are as follows.
Network Communications

o Computer networks use signals to transmit data, and protocols are the languages computers
use to communicate.
o Protocols provide a variety of communications services to the computers on the network.

o Local area networks connect computers using a shared, half-duplex, baseband medium, and
wide area networks link distant networks.
o Enterprise networks often consist of clients and servers on horizontal segments connected by a

common backbone, while peer-to-peer networks consist of a small number of computers on a
single LAN.

The OSI Reference Model

o The OSI reference model consists of seven layers: physical, data-link, network, transport,
session, presentation, and application.

o The OSI model layers usually do not correspond exactly to the protocol stack running on an
actual system.

o The data-link layer protocols often include physical layer specifications.

e The network and transport layer protocols work together to provide a cumulative end-to-end
communication service.

o The functions of the session, presentation, and application layers are often combined into a
single application layer protocol.

34

Chapter Review

1. Which layer of the OSI reference model is responsible for controlling access to the network
medium?

2. On which type of network does each computer maintain its own permissions and security
settings?

3. A language that two computers "speak™ while communicating over a network is called

4. A series of LANs connected together by any means is called
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10.
11.
12.
13.

14.

15.

What kind of network is often used to connect horizontal segments on a large enterprise
internetwork?
Which layer of the OSI model is responsible for translating different syntaxes?

A network in which the medium carries only one signal is called

An example of full-duplex communications is

The address of a packet's final destination is specified in the layer.
TCP is an example of a layer protocol.

Electrical voltages, light pulses, and infrared waves are all examples of types of
A technology used to connect LANS at distant locations is called

The type of network in which data is split into discrete units that are transmitted over the
network individually is called

The process by which a receiving system sends messages instructing a sending system to slow
down its transmission rate is called

A protocol that uses a handshake to establish a connection before sending data is called
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34
Chapter 2

Network Hardware

About This Chapter

This chapter examines the components used to build a standard local area network (LAN), including
network interface adapters, cables, and hubs. There are other hardware devices used on more
complex networks, but these are the basic elements found on almost every LAN. The Network+
exam invariably includes questions about these components and the procedures for installing and
troubleshooting them.

34

Lesson 1: Network Cables

Most LANSs use some form of cable as their network medium. Although there are many types of
wireless media, cables are more reliable and generally provide greater transmission speeds than other
media. Data-link layer protocols often provide more than one cable specification to choose from.
Each specification includes the type of cable to use, the cable grade, and the basic guidelines for
installing it. The type of cable you choose should be based on the requirements of your installation,
the nature of the site where your network is to be installed, and, of course, your budget.

After this lesson, you will be able to

o List the cabling topologies used to build networks
o Name the types of cables used to build local area networks
o Understand the grading systems used for the various cable types

Estimated lesson time: 40 minutes

Cable Topologies

As explained in Chapter 1, the topology of a network is the pattern used to connect computers.
Network topology is directly related to the type of cable used. You cannot select a particular type of
cable and install it using just any toplogy. However, you can create individual LANS using a
different topology for each LAN and connect them together using devices such as bridges, switches,
and routers.

The three primary topologies used to build LANs are as follows:

o Bus
e Star
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¢ Ring
The Bus Topology

A bus network is one in which the computers are connected in a single line, with each system
logically cabled to the next system. Bus networks are illustrated in Figure 2.1. Early Ethernet
systems used the bus topology with coaxial cable, a type of network that is rarely seen today. The
cabling of a bus network can take two forms: thick and thin. Thick Ethernet networks use a single
length of coaxial cable and connect the computers to it using smaller individual cables called
transceiver cables, as shown on the top half of Figure 2.1. Thin Ethernet networks use separate
lengths of a narrower type of coaxial cable, and each length of cable connects one computer to the
next, as shown in the bottom half of Figure 2.1.

Run the c02dem01 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of Thin Ethernet bus topology connections.

NOTE

The transceiver is an integral component of the network interface that is responsible for both
transmitting and receiving data over the network medium. Thick Ethernet is the only form of
Ethernet network that uses a transceiver that's separate from the network interface adapter. The
transceiver itself connects to the coaxial cable using a device called a vampire tap, named for the
metal teeth with which it penetrates the cable sheath to make a connection with the copper conductor
inside. The transceiver is then connected to the network interface adapter in the computer using a
transceiver cable. All of the other Ethernet physical layer standards have their transceivers integrated

into the network interface adapter card, and do not require separate transceiver cables.
Thick Ethernet

T 2 8
N N

Thin Etherned

Z

Figure 2.1 Bus topology cabling options

When any one of the computers on the network transmits data, the signals travel down the cable in
both directions, reaching all of the other systems. A bus network always has two open ends, which
must be terminated. 7ermination is the process of installing a resistor pack at each end of the bus to
negate the signals that arrive there. Without terminators, the signals reaching the end of the bus
would reflect back in the other direction and interfere with the newer signals being transmitted.
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Run the c02dem02, c02dem03, c02dem04, c02dem05, and c02dem06 videos located in the Demos
folder on the CD-ROM accompanying this book for a demonstration of bus topology
communications, signal bounce, and termination.

The main problem with the bus topology is that a single faulty connector, terminator, or break in the
cable affects the functionality of the entire network. Signals that cannot pass beyond a certain point
fail to reach all of the computers beyond that point. In addition, the break in the cable is also
unterminated. On the half of the network that does receive the transmitted signals, the data can be
affected by reflected signals. This is one of the primary reasons that bus networks are almost never
used nowadays.

Run the c02dem07 and c02dem08 videos located in the Demos folder on the CD-ROM
accompanying this book for a demonstration of a bus topology failure.

The Star Topology

While the bus topology has the computers in a network logically connected directly to each other,
the star topology uses a central cabling nexus called a /b or concentrator. In a star network, each
computer is connected to the hub using a separate cable, as shown in Figure 2.2. Most LANS
installed today use the star topology. LANS can use several different cable types, including various
twisted pair and fiber optic configurations. The main advantage of the star network is that each
computer has its own dedicated connection to the hub. If a single cable or connector should fail, only
one computer is affected.

Run the c02dem09, c02dem10, and c02dem11 videos located in the Demos folder on the CD-ROM
accompanying this book for a demonstration of star topology.

S 2

Figure 2.2 The star topology uses an individual connection for each computer to provide a greater
measure of fault tolerance than the bus topology.

The disadvantage of the star topology is that an additional piece of hardware, the hub, is required to
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implement it. If the hub should fail, the entire network goes down. However, this is a relatively rare
occurrence, since hubs are usually found in a protected environment, such as a data center or server
closet.

The Ring Topology

As far as signal transmissions are concerned, a ring network is like a bus in that each computer is
logically connected to the next. The difference is that in a ring network the two ends are connected
instead of being terminated. This enables a signal originating on one computer to travel around the
ring to all of the other computers and eventually back to its point of origin. Networks such as Token
Ring, which use token passing for their media access control (MAC) mechanism (as explained in
Lesson 2: The OSI Reference Model, in Chapter 1, "Networking Basics™), are wired using a ring
topology. The most important thing to understand about the ring topology, however, is that it is
strictly a logical construction, not a physical one. Or, to be more precise, the ring exists in the wiring
of the network, but not in the cabling.

NOTE

A cableis a device that contains a number of signal conductors, usually in the form of separate
wires. A twisted pair cable, for example, contains eight individual wires within a single sheath.

When you look at a network that uses the ring topology, you may be puzzled to see what looks like a
star. In fact, the cables for a ring network connect to a hub and take the form of a star. The ring
topology is actually implemented logically, using the wiring inside the cables. Ring networks use a
special type of hub, called a multistation access unit (MAU), which receives data through one port
and transmits it out through the next. This process continues until the MAU has transmitted the
signals to each computer on the ring. If you were to remove the wires from the cable sheath, you
would have a circuit that runs from the MAU to each computer and back to the MAU, as shown in
Figure 2.3.

Run the c02dem12, c02dem13, c02dem14, and c02dem15 videos located in the Demos folder on
the CD-ROM accompanying this book for a demonstration of the ring topology.

Phyzical star

Legical ring

Figure 2.3 A ring network uses a ring topology in a logical sense only. The cables are actually
arranged in the form of a star.

The design of the star topology used by the ring makes it possible for the network to function even
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when a cable or connector fails. The MAU contains special circuitry that removes a malfunctioning
workstation from the ring. By comparison, a network that is literally cabled as a ring would have no
MAU, but that would cause the network to cease to function in the event of a cable failure.

Run the c02dem16 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of a ring topology failure.

Cable Types

There are three primary types of cable used to build LANSs: coaxial, twisted pair, and fiber optic.
Coaxial and twisted pair cables are copper-based, while fiber optic cables use glass or plastic
conductors.

Coaxial Cable

Coaxial cable is so named because it contains two conductors within the sheath. Unlike other two-

conductor cables, however, coaxial cable has one conductor inside the other. This is illustrated in
Figure 2.4. At the center of the cable is the copper core, which actually carries the electrical signals.
The core can be solid copper or composed of braided strands of copper. Surrounding the core is a
layer of insulation, and surrounding that is the second conductor, which is typically made of braided
copper mesh. This second conductor functions as the cable's ground. Finally, the entire assembly is
encased in an insulating sheath made of PVVC or Teflon.

WARNING

The outer sheath—also called a casing—of electrical cables can be made of different types of
materials, and the sheath you use should depend on your local building codes and the location of the
cables in the network’s site. Cables that run through a building's air spaces (called p/enums) usually
must have a sheath made of a material that doesn't generate toxic gases when it burns. Plenum cable

costs more than standard PVVC-sheathed cable and is somewhat more difficult to install, but it's an

important feature that should not be overlooked when you are considering what type of cable to
purchase.

Cuter sheath (FVC, Teflon)

Insulation

Copper wire mesh

of aluminum slegve :
Conducting core

Figure 2.4 Coaxial cable consists of two electrical conductors sharing the same axis, with insulation
in between and encased in a protective sheath.
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There are two types of coaxial cable that have been used in local area networking: RG8, also known
as Thick Ethernet, and RG58, which is known as Thin Ethernet. These two cables are similar in
construction but differ primarily in their thickness (0.405 inches for RG8 versus 0.195 inches for
RG58) and in the types of connectors they use (N connectors for RG8 and BNC connectors for
RG58). Both cable types are wired using a bus topology.

NOTE

Thick Ethernet and Thin Ethernet are also known as Z0Base5 and 10BaseZ, respectively. These
abbreviations indicate that the networks on which they are used run at 10 Mbps, use baseband
transmissions, and are limited to maximum cable segment lengths of 500 and 200 (actually 185)
meters, respectively.

Coaxial cable is used today for many applications, most noticeably on cable television networks, but
it has fallen out of favor as a LAN medium. This is due to the bus topology's fault-tolerance

problems and the size and relative inflexibility of the cables, which make them difficult to install and
maintain.

Twisted Pair Cable

Twisted pair cable wired in a star topology is the most common type of network medium used in
LANs today. Most of the LANSs installed today use unshielded twisted pair (UTP) cable, but there is
also a shielded twisted pair (STP) variety for use in environments more prone to electromagnetic
interference. UTP cable contains eight separate conductors, as opposed to the two used in coaxial
cable. Each conductor is a separate insulated wire, and the eight wires are arranged in four pairs of
twisted conductors. The twists prevent the signals on the different wire pairs from interfering with
each other (called crosstalk) and also provide resistance to outside interference. The four wire pairs
are then encased in a single sheath, as shown in Figure 2.5. The connectors used for twisted pair
cables are called RJ45s; they are the same as the connectors used on standard telephone cables,
except that they have eight electrical contacts instead of four.

Figure 2.5 UTP cable has four separate wire pairs, each pair individually twisted, enclosed in a
protective sheath.

Twisted pair cable has been used for telephone installations for decades; its adaptation to LAN use is
relatively recent. Twisted pair cable has replaced coaxial cable in the data networking world, because
it has several distinct advantages. First, because it contains eight separate wires, the cable is more
flexible than the more solidly constructed coaxial cable. This makes it easier to flex, which
simplifies installation. The second major advantage is that there are thousands of qualified telephone
cable installers who can easily adapt to installing LAN cables as well. In new construction, telephone
and LAN cables are often installed at the same time, by the same contractor.

UTP Cable Grades

UTP cable comes in a variety of different grades, called "categories"” by the Electronics Industry
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Association (EIA) and the Telecommunications Industry Association (TI1A), the combination being
referred to as EIA/TIA. These categories are listed in Table 2.1. The two most significant UTP
grades for LAN use are Category 3 and Category 5. Category 3 cable was designed for voice-grade
telephone networks and eventually came to be used for Ethernet. Category 3 cable is sufficient for 10
Mbps Ethernet networks (where it is called 10BaseT), but it is generally not used for Fast Ethernet
(except under certain conditions). If you have an existing Category 3 cable installation, you can use
it to build a standard Ethernet network, but virtually all new UTP cable installations today use at
least Category 5 cable.

Table 2.1 EIA/TIA UTP cable grades

Category 1 Used for voice-grade telephone networks only; not for data transmissions

Used for voice-grade telephone networks, as well as IBM dumb-terminal connections to
mainframe computers

Used for voice-grade telephone networks, 10 Mbps Ethernet, 4 Mbps Token Ring,
100BaseT4 Fast Ethernet, and 100VG AnyLAN

Category 4 Used for 16 Mbps Token Ring networks
Category 5 Used for 100BaseT X Fast Ethernet, SONet, and OC-3 ATM

Category
5e

TIP

Category 2

Category 3

Used for Gigabit (1000 Mbps) Ethernet protocols

When you install a network with a particular grade of cable, you need to know more than the
category of the cable. You must also be sure that all of the connectors, wall plates, and patch panels
you use are rated for the same category as the cable. A network connection is only as strong as its
weakest link.

Category 5 UTP is suitable for 100BaseTX Fast Ethernet networks running at 100 Mbps, as well as
for slower protocols. In addition to the officially ratified EIA/TIA categories, there are other UTP
cable grades available that have not yet been standardized. A cable standard called Level 5 by a
company called Anixter, Inc. is currently being marketed using names such as Enhanced Category 5.
This cable increases the bandwidth of Category 5 from 100 to 350 MHz, making it suitable to run the
latest Gigabit Ethernet protocol at 1,000 Mbps (1 Gbps). Level 6 cable increases the bandwidth even
further.

NOTE

There is also a Fast Ethernet protocol called 100BaseT4 that is designed to use Category 3 UTP
cable and run at 100 Mbps. This is possible because 100BaseT4 uses all four wire pairs in the cable,
while 100BaseTX uses only two pairs. See Chapter 5, "Data-Link Layer Protocols," for more
information.

STP Cable Grades

Shielded twisted pair cable is similar in construction to UTP, except that it has only two pairs of
wires and it also has additional foil or mesh shielding around each pair. The additional shielding in
STP cable makes it preferable to UTP in installations where electromagnetic interference is a
problem, often due to the proximity of electrical equipment. The various types of STP cable were
standardized by IBM, who developed the Token Ring protocol that originally used them. STP
networks use Type 1A for longer cable runs and Type 6A for patch cables. Type 1A contains two
pairs of 22 gauge solid wires with foil shielding, and Type 6A contains two pairs of 26 gauge
stranded wires with foil or mesh shielding. Token Ring STP networks also use large, bulky
connectors called IBM data connectors (IDCs). However most Token Ring LANs today use UTP

file://C:\Documents and Settings\babak\Local Settings\Temp\~hh1F6C.htm 2009/05/07



About This Chapter Page 8 of 21

cable.

NOTE

Token Ring networks, both UTP and STP, use the ring topology implemented in a MAU, even
though the cable is installed in the form of a star.

Fiber Optic Cable

Fiber optic cable is a completely different type of network medium. Instead of carrying signals over
copper conductors in the form of electrical voltages, fiber optic cables transmit pulses of light over a
glass or plastic conductor. Fiber optic cable is completely resistant to the electromagnetic
interference that so easily affects copper-based cables. Fiber optic cables are also much less subject
to attenuation than are copper cables. Attenuation is the tendency of a signal to weaken as it travels
over a cable. The longer the cable, the weaker the signal gets. On copper cables, signals weaken to
the point of unreadability after 100 to 500 meters (depending on the type of cable). Some fiber optic
cables, by contrast, can span distances up to 120 kilometers without excessive signal degradation.
This makes fiber optic the medium of choice for installations that span long distances or that connect
buildings on a campus. Fiber optic cable is also inherently more secure than copper, because it is not
possible to tap into a fiber optic link without affecting the normal communication over that link.

A fiber optic cable, as illustrated in Figure 2.6, consists of a clear glass or clear plastic core that
actually carries the light pulses, and is surrounded by a reflective layer called the cladding. Around
the cladding is a plastic spacer layer, a protective layer of woven Kevlar fibers, and an outer sheath.

Protective outer sheath
(jacket)

Plastic spacer

Kevlar fibers

Glass cladding

Figure 2.6 Fiber optic cable has a glass or plastic core surrounded by cladding that reflects the light
pulses back and forth along the cable’s length.

There are two primary types of fiber optic cable, called singlemode and multimode. The difference
between the two is in the thickness of the core and the cladding. The measurements are the primary
specifications used to identify each type of cable. Singlemode fiber typically has a core diameter of
8.3 microns, and the thickness of the core and cladding together is 125 microns. You will generally
see this referred to as 8.3/125 singlemode fiber. Multimode fiber is usually rated as 62.5/125.

Singlemode fiber uses a single-wavelength laser as a light source, and as a result, it can carry signals
for extremely long distances. For this reason, singlemode fiber is more commonly found in outdoor
installations that span long distances, such as telephone and cable television networks. This type of
cable is less suited to LAN installations because it is much more expensive than multimode and has a
higher bend radius, meaning that it cannot be bent around corners as tightly. Multimode fiber, by
contrast, uses a light emitting diode (LED) as a light source instead of a laser and carries multiple
wavelengths. Multimode fiber cannot span distances as long as singlemode, but it bends around
corners better and is much cheaper.
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Installing fiber optic cable is very different from any copper cable installation. The tools and testing
equipment required for installation are different, as are the cabling guidelines. Generally speaking,
fiber optic cable is quite a bit more expensive than twisted pair or coaxial in every way, although
prices have come down in recent years.

Exercise 2.1: Network Cable Types

T
T

..._;9«:
L] .

“-\:'\.-/.}

Match the applications in the left column with the network cable types in the right column that best
suit them.

1. Uses the bus topology a. UTP

2. Used for the original Token Ring networks b. Singlemode fiber optic
3. Used for Gigabit Ethernet networks c. Shielded twisted pair
4. Contains eight wires d. Coaxial cable

5. Used for LANSs that span long distances  e. Category 5e UTP

6. Uses a laser to generate signals f. Multimode fiber optic
34

Lesson 2: Network Interface Adapters

The network interface adapter (called the network interface card, or NIC, when installed in a
computer's expansion slot) is the component that provides the link between a computer and the
network of which it is a part. Every computer must have an adapter that connects to the system's
expansion bus and provides a connection to the network medium. Some computers have the network
interface adapter integrated into the motherboard, but in the majority of cases the adapter takes the

form of an expansion card that plugs into the system's ISA, PCI, or PC Card bus. An ISA-bus

network interface card is illustrated in Figure 2.7. The network connection is, in most cases, a cable
jack such as an RJ45 for UTP cables, but it can also be a wireless transmitter of some sort.

After this lesson, you will be able to

o Describe the functions of a network interface adapter
o List the various types of network interface cards on the market
o Understand the NIC installation and troubleshooting process

Estimated lesson time: 30 minutes

file://C:\Documents and Settings\babak\Local Settings\Temp\~hh1F6C.htm 2009/05/07



About This Chapter Page 10 of 21

b

Figure 2.7 Network interface adapters usually take the form of expansion cards.

The network interface adapter, in cooperation with its device driver, is responsible for performing
most of the functions of the data-link layer protocol, and those of the physical layer. When you buy

a NIC for a computer, you must select one for a particular protocol, such as Ethernet or Token Ring;
they are not interchangeable. You must also select a card that plugs into the appropriate type of bus
slot in the computer, and that has the proper connector for the network medium. PCI cards are

generally preferable, because the slots are self-configuring and the bus is much faster than ISA, but

you may use an ISA card if the computer has only ISA slots available. Ensure that the data rate of
the card is compatible with the other network components. Some NICs have more than one cable
connector, which enables you to connect to different types of network media, but these combo NICs
can be much more expensive than those with only one connector.

TIP

One of the few scenarios in which combo NICs are practical is when a large number of cards are
needed for an internetwork that uses multiple cable types and it is cheaper to buy the NICs in

quantity. Many NIC manufacturers sell their products in multi-unit packs that are deeply discounted.

Understanding Network Interface Adapter Functions

Network interface adapters perform a variety of functions that are crucial to getting data to and from
the computer over the network. These functions are as follows:

o Data encapsulation The network interface adapter and its driver are responsible for building

the frame around the data generated by the network layer protocol, in preparation for
transmission. The network interface adapter also reads the contents of incoming frames and
passes the data to the appropriate network layer protocol.

¢ Signal encoding and decoding The network interface adapter implements the physical layer

encoding scheme that converts the binary data generated by the network layer—now
encapsulated in the frame—into electrical voltages, light pulses, or whatever other signal type
the network medium uses, and converts received signals to binary data for use by the network
layer.

o Data transmission and reception The primary function of the network interface adapter is to
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generate and transmit signals of the appropriate type over the network and to receive incoming
signals. The nature of the signals depends on the network medium and the data-link layer

protocol. On a typical LAN, every computer receives all of the packets transmitted over the
network, and the network interface adapter examines the destination address in each packet, to
see if it is intended for that computer. If so, the network interface adapter passes the packet to
the computer for processing by the next layer in the protocol stack; if not, the network
interface adapter discards the packet.

o Data buffering Network interface adapters transmit and receive data one frame at a time, so

they have built-in buffers that enable them to store data arriving either from the computer or
from the network until a frame is complete and ready for processing.

o Serial/parallel conversion The communication between the computer and the network

interface adapter runs in parallel, that is, either 16 or 32 bits at a time, depending on the bus
the adapter uses. Network communications, however, are serial (running one bit at a time), so
the network interface adapter is responsible for performing the conversion between the two
types of transmissions.

o Media access control The network interface adapter also implements the MAC mechanism

that the data-link layer protocol uses to regulate access to the network medium. The nature of
the MAC mechanism depends on the protocol used.

Installing a NIC
The process of installing a network interface card consists of physically inserting the card into the
computer, configuring the card to use appropriate hardware resources, and installing the card's

device driver. Depending on the age and capabilities of the computer, these processes can be very
simple or quite a chore.

Run the c02dem17 and c02dem18 videos located in the Demos folder on the CD-ROM
accompanying this book for a demonstration of a NIC installation.

WARNING

Before touching the internal components of the computer or removing the NIC from its protective
bag, be sure to ground yourself by touching the metal frame of the computer's power supply or use a
wrist strap or static-dissipative mat to protect the equipment from damage due to electrostatic
discharge.

To physically install the NIC

1. Turn off the power to the computer. Inserting a NIC in a slot while the computer is powered

up can destroy the NIC. Accidentally dropping a screw or slot cover can also cause serious
damage if the computer is powered up.

2. Open the computer case. In some instances, this can be the most difficult part of the

installation process. You may have to remove several screws in order to loosen the case cover
and wrestle with the computer a bit in order to get the cover off. Many newer systems, on the
other hand, secure the case cover with thumbscrews and are much easier to open.

3. Locate a free slot. There are both ISA and PCI NICs on the market, and you must check to see
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what type of slots the computer has free before you select a card. An ISA card is sufficient for
average network use, but this bus is gradually being phased out, and PCI is replacing it. The
PCI bus is preferable if you are planning to connect the computer to a Fast Ethernet or other
100 Mbps network.

4. Remove the slot cover. Empty slots are protected by a metal cover that prevents them from

being exposed through the back of the computer. Loosen the screw securing the slot cover in
place, and remove both the screw and slot cover.

5. Insert the card into the slot. Line up the edge connector on the card with the slot and press it
down until it is fully seated, as shown in Figure 2.8.
6. Secure the card. Replace the screw that held the slot cover on. This secures the card firmly into

the slot. This is a step that network technicians frequently omit, but an important one, as a
yank on the network cable can pull the card partially out of the slot, causing intermittent
problems that are difficult to diagnose.

7. Replace the computer case and secure it with the fasteners provided.

L -
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Figure 2.8 Press the NIC down firmly until /t /s seated all the way into the slot.
TIP

-

It's usually a good idea to fully test the network card before closing up the case and returning the
computer to its original location. For some unknown reason, newly installed components are more
likely to malfunction if you put the cover on before testing them.

The procedure described above is for installing a NIC into a standard expansion slot on a desktop

computer. If you are working with a laptop, the network interface adapter takes the form of a PC
Card, which you install simply by inserting it into a PC Card slot from the outside of the computer.

Configuring a Network Interface Adapter

Configuring a network interface adapter is a matter of configuring it to use certain hardware
resources, such as the following:

o Interrupt requests (IRQs) These are hardware lines that peripheral devices use to send
signals to the system processor, requesting its attention.
o Input/Output (1/0) port addresses These are locations in memory assigned for use by
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particular devices to exchange information with the rest of the computer.

o Memory addresses These are areas of upper memory used by particular devices, usually for
installation of a special-purpose basic input/output system (BIOS).

e Direct Memory Access (DMA) channels These are system pathways used by devices to
transfer information to and from system memory.

Network interface adapters do not usually use memory addresses or DMA channels, but this is not
beyond the realm of possibility. Every network interface adapter requires an IRQ and an 1/0O port
address in order to communicate with the computer.

When you have a computer and a network interface adapter that both support the Plug and Play
standard, the resource configuration process is automatic. The computer detects the adapter,
identifies it, locates free resources, and configures the adapter to use them. However, it is important
for a network support technician to understand more about the configuration process, because you
may run into computers or network interface adapters that do not support Plug and Play, or you may
encounter situations where Plug and Play doesn't quite work as advertised. Improper network
interface adapter configuration is one of the main reasons that a computer fails to communicate with
the network, and knowing how to troubleshoot this problem is a useful skill.

In order for a network interface adapter (or any type of adapter) to communicate with the computer
in which it is installed, the hardware (that is, the adapter) and the software (the adapter driver) must
both be configured to use the same resources. Before the availability of Plug and Play, this meant
that you had to configure the network interface adapter itself to use a particular IRQ and 1/0 port,
and then configure the network interface adapter driver to use the same settings. If the settings of the
network interface adapter and the driver do not match, it's like dialing the wrong number on a phone;
the devices are speaking to someone, but it isn't who they expected. In addition, if the network
interface adapter is configured to use the same resources as another device in the computer, then
both of the conflicting devices are likely to malfunction.

On older NICs, you configure the hardware resources by installing jumper blocks or setting DIP
switches. If you are working with a card like this, you must configure the card before you install it
into the computer. In fact, you may have to remove the card from the slot in order to reconfigure it if
you find that the settings you've chosen are unavailable. Later model NICs use a proprietary software
utility supplied by the manufacturer to set the card's resource settings. This makes it easier to
reconfigure the settings in the event of a conflict. The Plug and Play cards available today usually
include a configuration utility also, but you won't need to use it unless your computer doesn't
properly support Plug and Play.

When you're working with older equipment, determining the right resource settings for the NIC can
be a trial-and-error process. Older NICs often have a relatively limited number of available settings,
and you may have to try several before you find a configuration that works. Newer cards have more
settings to choose from, and when you're working with a newer computer that's running an operating
system like Windows 2000, Windows 98, Windows 95, or Windows Me, you have better tools to
help you resolve hardware resource conflicts. The Device Manager utility (illustrated in Figure 2.9)
lists the resource settings for all of the components in the computer, and can even inform you when a
newly installed NIC is experiencing a resource conflict. You can use Device Manager to find out
which device the NIC is conflicting with and which resource you need to adjust.
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Installing Network Interface Adapter Drivers

The device driver is an integral part of the network interface adapter, as it enables the computer to
communicate with the network interface adapter and implements many of the required functions.
Virtually all network interface adapters come with a driver disk supporting all of the major operating
systems, but in many cases you won't even need the disk, because operating systems like Windows
include a collection of drivers for most of the popular network interface adapter models.

In addition to configuring the network interface adapter's hardware resource settings, Plug and Play
also installs the appropriate driver, assuming that the operating system includes one. If it doesn't,
you'll have to supply the driver disk included with the card. Like any piece of software, network
interface adapter drivers are upgraded from time to time, and you can usually obtain the latest driver
from the network interface adapter manufacturer's Web site. However, it usually is not necessary to
install every new driver release unless you're experiencing problems and the new driver is designed
to address those problems. In other words, network interface adapter drivers are usually subject to
the "if it's not broken, don't fix it" rule.

Troubleshooting a Network Interface Adapter

When a computer fails to communicate with the network, the network interface adapter can
conceivably be at fault, but it's far more likely that some other component is causing the problem.
Before addressing the network interface adapter itself, check for the following alternative problems
first:

o Make sure the network cable is firmly seated into the connector on the network interface

adapter. If you're using a hub, check the cable connection there as well. Loose connections are
a common cause of communications problems.

o Try using a different cable that you know works, or if you are using a permanently installed

cable run, plug another computer that you know works into it and use different patch cables. It
is possible for the cable to be causing the problem, even if there is no visible fault.

o Make sure that you have the proper driver installed on the computer. You may want to check

the driver documentation and the network interface adapter manufacturer's Web site for
information on possible driver problems on your operating system before you open up the
compulter.

o Check to see that all of the other software components required for network communications,
such as clients and protocols, are properly installed on the computer.

If you can find no problem with the driver, the cable, or the network configuration parameters, it's
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time to start looking at the NIC itself. Before you open the computer case, check to see if the NIC
manufacturer has provided its own diagnostic software. In some cases, the same utility you use to
configure the NIC's hardware resources manually also includes diagnostic features that test the
functions of the card. If you're using Plug and Play, you might not have even looked at the disk
included with the NIC, but this is a time when it can be worth your while to do so. In troubleshooting
a hardware component like this, you should exhaust all other options before you actually open the
compulter.

If the NIC diagnostics indicate that the card is functioning properly, and assuming that the software
providing the upper layer protocols is correctly installed and configured, the problem you're
experiencing is probably caused by the hardware resource configuration. There is either a resource
conflict between the network interface adapter and another device in the computer, or the network
interface adapter is not configured to use the same resources as the network interface adapter driver.
Use the configuration utility supplied with the adapter to see what resources the network interface
adapter is physically configured to use, and then compare this information with the driver
configuration. You may have to adjust the settings of the card or the driver, or even those of another
device in the computer, to accommodate the card.

If the diagnostics program finds a problem with the card itself, it is time to open up the computer and
physically examine the NIC. If the NIC is actually malfunctioning, due to a static discharge or a
manufacturer's defect, for example, there is not much you can do except replace it. However, before
you do this, you should check to see that the NIC is fully seated in the slot, as this is a prime cause of
communication problems. If the card is not secured with a screw, press it down firmly into the slot at
both ends and secure it. If the problem persists, try removing the card from the slot, cleaning out the
slot with a can of compressed air, and installing the card again. If there is still a problem, you can try
using another slot, if one is available. After exhausting all of these avenues, trying installing a
different card in the computer, either a new one or one from another computer that you know is
working properly. If the replacement card functions, then you know that the card itself is to blame,
and you should obtain a replacement.

Exercise 2.2: Network Adapter Functions

e
T
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1. The two hardware resources used by every network interface adapter are and

Network interface adapters are associated with the protocol operating at the layer.

w N

The network interface adapter encapsulates data by enclosing it within a

34

Lesson 3: Network Hubs

A hub or concentrator is a device used to connect all of the computers on a star or ring network. A
hub, as shown in Figure 2.10, is nothing more than a box with a series of cable connectors in it. Hubs
are available in a variety of sizes, from four- and five-port devices designed for home and small
business networks to large rack-mounted units with up to 24 ports or more. Installing a single hub is
simply a matter of connecting it to a power source and plugging in cables connected to the network
interface adapters in your computers. However, it's important for a network technician to understand
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what goes on inside a hub.

After this lesson, you will be able to

o Describe the different types of hubs
o Understand the functions of a hub
o Add additional hubs to a network

Estimated lesson time: 30 minutes

Figure 2.10 Hubs have ports into which you plug the cables connected to your computers’ network
interface aaapters.

Like network interface adapters, hubs are associated with specific data-link layer protocols. Ethernet
hubs are the most common, because Ethernet is the most popular data-link layer protocol, but Token
Ring MAUSs are hubs too, and other protocols, such as the Fiber Distributed Data Interface (FDDI)
also use hubs.

Understanding Ethernet Hubs

An Ethernet hub is also called a multiport repeater. A repeateris a device that amplifies a signal as it
passes through it, to counteract the effects of attenuation. If, for example, you have a thin Ethernet
network with a cable segment longer than the prescribed maximum of 185 meters, you can install a
repeater at some point in the segment to strengthen the signals and increase the maximum segment
length. This type of repeater only has two BNC connectors, and is rarely seen these days. The hubs
used on UTP Ethernet networks are repeaters as well, but they can have many RJ45 ports instead of
just two BNC connectors.

When data enters the hub through any of its ports, the hub amplifies the signal and transmits it out
through all of the other ports. This enables a star network to have a shared medium, even though
each computer has its own separate cable. The hub relays every packet transmitted by any computer
on the network to all of the other computers, and also amplifies the signals. The maximum segment
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length for a UTP cable on an Ethernet network is 100 meters. A segment is defined as the distance
between two communicating computers. However, because the hub also functions as a repeater, each
of the cables connecting a computer to a hub port can be up to 100 meters long, allowing a segment
length of up to 200 meters when one hub is inserted in the network.

Using Smart Hubs

The hubs used on most Ethernet networks are purely physical-layer devices. This means that the hub
works with the signals native to the network medium, such as electrical voltages, but does not
interpret the signals or read the data inside packets or even recognize that there is data there. This
type of hub is relatively inexpensive. However, there are Ethernet hubs with more intelligence,
which can process the data they receive in more elaborate ways.

Some hubs with greater data processing capabilities provide a service called store and forward,
which means that the hub contains buffers in which it can retain packets in order to retransmit them
out through specific ports as needed. This is one step short of a switch, which reads the destination
address from each incoming packet and transmits it only to the system for which it is intended.

Some intelligent hubs also include management features that enable them to monitor the operation of
each of the hub's ports. In most cases, an intelligent hub uses the Simple Network Management
Protocol (SNMP) to transmit periodic reports to a centralized network management console. This
type of manageability isn't needed on a small LAN, especially because it significantly increases the
price of the hardware, but for a large enterprise network that has dozens of hubs, it can be a boon to
the network administrator.

Connecting Hubs

You can build a simple Ethernet LAN by plugging a number of computers into a single hub, but
what happens when your network outgrows your hub? The solution is to get another hub and connect
it to the first one. Large networks can have a great many interconnected hubs forming large LANS,
which are in turn connected by routers. Almost every Ethernet hub on the market has an extra port
called an yplink port, which is used to connect to another hub instead of to a computer. The uplink
port differs from the other ports in the hub in how it is wired.

As explained in Lesson 1 of this chapter, UTP cables contain eight wires in four pairs, and each pair
consists of a signal wire and a ground. Computers transmit data over one wire pair and receive data
over another. In most cases, the other two pairs of wires are left unused. In order for two computers
to communicate, the transmit pair on each system must be connected to the receive pair on the other
system. In all but exceptional cases, UTP cables are wired straight through. This means that each of
the eight pins in the connector at one end of the cable is wired to the same pin in the connector at the
other end. If you were to use a cable like this to connect two computers, you would have the transmit
pins connected to the transmit pins and the receive pins to the receive pins, making communication
impossible.

Another function of a hub is to provide the crossover circuitthat connects the transmit pins to the
receive pins for each connection between two computers. The uplink port is the one port in the hub
that does not have the crossover circuit. When you connect the uplink port in one hub to a regular
port in another, you enable the computers on one hub to connect to those on the other, with only a
single crossover between them. Without the uplink port, connecting one hub to another would cause
a connection between computers on different hubs to go through two crossover circuits, which would
cancel each other out. To avoid such a connection failure, you shouldn't plug an uplink port on one
hub into the uplink port on another.

NOTE
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On some hubs, the uplink port is switched, meaning that you can choose whether that port uses the
crossover circuit or not. This can be an important factor to consider when evaluating hubs, because
the switched port might count towards the total number of usable ports in the hub. In other words, a
hub advertised as having eight ports might have one that is switchable, while an eight-port hub with
a dedicated uplink port might have eight regular ports and one uplink port, for a total of nine. Be sure
you know what you're getting before making a purchase.

TIP

It is possible to create a simple two-node Ethernet network without using a hub by connecting the
network interface adapters of two computers directly, using what is known as a crossover cable. A
crossover cable is a UTP cable that has the transmit pins on one end of the cable wired to the receive
pins on the other end, thus eliminating the need for the crossover circuit in the hub. Of course you
can create this sort of network with two computers, and since you're eliminating the repeater from
the network, the crossover cable can be no longer than 100 meters.

Understanding Token Ring MAUs

The MAUSs used on Token Ring networks may look similar to Ethernet hubs, but they could not be
more different. Unlike Ethernet hubs, Token Ring MAUSs are passive devices, meaning that they are
not repeaters, and they perform certain data-link layer functions that are crucial to the operation of
the network. The primary difference in the operation of a MAU is the fact that it does not retransmit
all incoming traffic out through the other ports simultaneously. Instead, the MAU transmits a packet
arriving through port 5 (for example) out through port 6, and then waits for the packet to return to the
MAU through port 6, after which it transmits it through port 7, waits for it to return, and so on. This
pattern is shown in Figure 2.11. Once the MAU has transmitted the packet to each of the computers
on the network and has received it back, it sends the packet to the system that originated it, and that
system removes it from the network. This is the process that enables the computers in a physical star
topology to communicate as though they are cabled in a ring topology.
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Figure 2.11 Token Ring MAUSs relay packets serially, while Ethernet hubs transmit them in parallel.
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When forwarding packets in this way, the role of the computer is at least as important as that of the
MAU. If a computer is not there to return each packet that was sent to it back to the MAU, that
packet can never be forwarded out through the next port. To prevent packets from being lost in this
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way, Token Ring computers perform an initialization process when starting up that informs the
MAU of their presence. Once the MAU receives the proper signals from the NIC in the computer, it
figuratively adds the system to the logical ring and begins forwarding packets to it. Ports to which no
computer is connected are never added to the ring, and the MAU skips them when forwarding
packets. These unused ports are said to be in the /oopback state. Token Ring MAUSs also do not have

an uplink port like an Ethernet hub, but they do have dedicated Ring In and Ring Out ports that are
used to connect one MAU to another.

Exercise 2.3: Network Hub Functions

T
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Match the concept in the left column with the definition in the right column that best describes it.

1. Token Ring MAU a. Amplifies signals

2. Intelligent hub b. Used to send reports to a network management console

3. Uplink port c. Used to connect MAUS

4. Loopback port d. Forwards packets serially

5. Repeater e. Excluded from a Token Ring network

6. Ring Inand Ring Out  f. Used to connect one Ethernet hub to a standard port on another
ports Ethernet hub

34

Chapter Summary

The key points covered in this chapter are as follows.
Network Cables

There are three basic topologies used to connect LANS: bus, star, and ring.

o Coaxial cables have two conductors, use the bus topology, and are no longer in common use
for LAN installations.

o Unshielded twisted pair (UTP) cable in the star topology is the most common network medium
used today.

o Fiber optic cable uses light pulses for signaling instead of electrical voltages, and are resistant
to many of the forms of interference that affect copper cables.

Network Interface Adapters

o A network interface adapter—generally a network interface card (NIC)—provides the link
between a computer and the network medium.

o The network interface adapter and its driver implement the data-link layer protocol on the
computer.

o NIC installation problems are most often caused by hardware resource configuration issues or
device conflicts.
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Network Hubs

o Ethernet hubs are also called multiport repeaters.
o Ethernet hubs forward incoming traffic out through all other ports simultaneously.

¢ You connect Ethernet hubs together by cabling the uplink port on one hub to a standard port
on the other.
o Token Ring hubs are called multistation access units (MAUS).

o Token Ring MAUSs forward packets out through each port in turn and wait for each packet to
be returned.
e You connect Token Ring MAUSs using the Ring In and Ring Out ports.

34

Chapter Review

1. What is the name of an Ethernet cable that contains two electrical conductors?
a. A shielded twisted pair cable
b. A coaxial cable
c. Addielectric cable
d. Anunshielded twisted pair cable

2. What are the names of the two most common conditions that degrade the signals on copper-
based cables?
3. Which topology requires the use of terminators?

a. Bus
b. Star
c. Ring
d. None of the above
4. Which of the following topologies is implemented only logically, not physically?
a. Bus
b. Star
c. Ring
d. All of the above
5. How many wire pairs are actually used on a typical UTP Ethernet network?
a. One
b. Two
c. Three
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10.
11.

12.

13.

14.
15.

d. Four
What is the name of the process of building a frame around network layer information?
a. Data buffering
b. Signal encoding
c. Media access control
d. Data encapsulation
Which of the connectors on a network interface adapter transmits data in parallel?
Which two of the following hardware resources do network interface adapters always require?
a. DMA channel
b. 1/0O port address
c. IRQ
d. Memory address

What is the name of the process by which a network interface adapter determines when it
should transmit its data over the network?
Which bus type is preferred for a NIC that will be connected to a Fast Ethernet network?

A passive hub does not do which of the following?
a. Transmit management information using SNMP
b. Function as a repeater
c. Provide a crossover circuit
d. Store and forward data
To connect two Ethernet hubs together, you must do which of the following?
a. Purchase a special crossover cable
b. Connect the uplink ports on the two hubs together
c. Connect any standard port on one hub to a standard port on the other
d. Connect the uplink port in one hub to a standard port on the other
Which term describes a port in a Token Ring MAU that is not part of the ring?
a. Passive
b. Loopback
c. Crossover
d. Intelligent
A hub that functions as a repeater inhibits the effect of

You can use which of the following to connect two Ethernet computers together using UTP
cable?
a. An Ethernet hub

b. A multiport repeater
c. A crossover cable
d. All of the above
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Chapter 3

Network Connections

About This Chapter

With a hub, some cables, and some network interface adapters (or network interface cards, or NICs),
you can turn a group of computers into a network. As networks grow larger, other types of hardware
devices are needed. When a network grows beyond a certain point, the computers generate too much
traffic for the network medium to handle. This is particularly true on Ethernet networks, which
decrease in efficiency as traffic increases. This chapter examines some of the more complex
components you can use to connect local area networks (LANS) together at the data-link and
network layers. By using these tools, you can increase the network’s size without diminishing its
efficiency, even though network traffic increases significantly.

34

Lesson 1: Bridging

Bridging is a technique used to connect networks at the data-link layer. As explained in Chapter 2,
"Network Hardware," hubs connect networks at the physical layer, and are unaware of the data
structures operating at the higher layers. When you expand your network by adding another hub, the
effect is no different than if you substituted a hub with more ports for the old one. Each packet
generated by a computer on the network reaches every other computer. A bridge, on the other hand,
provides packet filtering at the data-link layer, meaning that it only propagates the packets that are
destined for the other side of the network. If you have a large LAN that is experiencing excessive
collisions or delays due to high traffic levels, you can reduce the traffic by splitting the network in
half with a bridge.

After this lesson, you will be able to

o Understand the concept of a collision domain
o Describe the function of a bridge
o List the types of bridges available

Estimated lesson time: 20 minutes

Connecting Local Area Networks with a Bridge

A bridge is a physical unit, typically with two ports, that you use to connect network segments
together. You can use a bridge to join two existing LANSs or to split one LAN into two segments.
Bridges operate in what is called promiscuous mode, meaning that they read and process all of the
packets transmitted over the network segments. Because a bridge functions at the data-link layer, it is
capable of interpreting the information in the data-link layer protocol header. Data packets enter the
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bridge through either one of the ports, and the bridge then reads the destination address in each
packet header and decides how to process that packet. This process is called packet filtering. If the
destination address is that of a computer on the other network segment, the bridge propagates it out
through the other port. If the destination address is that of a computer on the same network segment
as the system that generated it, the bridge discards the packet.

NOTE

While bridges can read the contents of a packet's data-link layer protocol header, they cannot go any
farther up the protocol stack than that protocol layer. A bridge cannot read the contents of the data
field in a data-link layer frame, which contains the information generated by a network layer
protocol.

Figure 3.1 shows two LANSs connected by a bridge. When a computer on one LAN transmits a
packet to a computer on the other, the bridge receives that packet and relays it to the other LAN. In
this case, the destination system receives the packet just as if the two computers were on the same
LAN. If a computer on one LAN transmits a packet to another computer on the same LAN, the
bridge receives the packet and discards it, because there is no reason for the packet to go to the other
LAN. The use of the bridge (theoretically) cuts in half the unnecessary traffic passing over each
network segment, because packets not needed on the other network segment don't go there.

2
Figure 3.1 A bridge filters the packets passing between two LANSs or two LAN segments by reading

their data-link layer protocol headers. The bridge relays the packets destined for the other network
segment and discards those that are not.

Bridges and Collisions

A collision domain is a network (or part of a network) that is constructed so that when two
computers transmit packets at precisely the same time, a collision occurs. When you add a new hub
to an existing network, the computers connected to that hub become part of the same collision
domain as the original network. This is because hubs relay the signals that they receive immediately
upon receiving them, without filtering packets.

Bridges, on the other hand, do not relay signals to the other network until they have received the
entire packet. For this reason, two computers on different sides of a bridge that transmit at the same
time do not cause a conflict. The two network segments connected by the bridge are thus said to be
in different collision domains. On an Ethernet network, collisions are a normal and expected part of
network operations, but when the number of collisions grows too large, the efficiency of the network
goes down, because more packets must be retransmitted. An increase in the number of collisions on
a network is a natural result of an increase in the number of computers on that network. The more
systems there are sharing the network medium, the more likely it is that two will transmit at the same
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time. When the network is split into two collision domains with a bridge, the reduction in traffic on
the two network segments results in fewer collisions, fewer retransmissions, and an overall increase
in efficiency.

Bridges and Broadcasts

Another important concept in bridging technology is that of the broadcast domain. A broadcast
message is a packet with a special destination address that causes it to be read and processed by
every computer that receives it. By contrast, a un/cast message is a packet addressed to a single
computer on the network, and a multicast message is addressed to a group of computers on the
network (but not necessarily all of them). A broadcast domainis a group of computers that will all
receive a broadcast message transmitted by any one of the computers in a group.

Broadcasts are a crucial part of the networking process. The most common method computers use to
locate a particular system on the local network is to transmit a broadcast that essentially asks, "Does
any computer here have this Internet Protocol (IP) address or this NetBIOS name?" and wait for that
computer to reply (see Figure 3.2). From that reply message, the broadcaster can determine the
desired destination computer's hardware address and send subsequent packets to it as unicasts.

IP address
152 1681 54

Broad cast: Whare k5
152 1681 557

Unicazt Herg is

162 168 1 85, 1P adiress

192168157

IP address
12168155

IP address
192 160 1 65

Figure 3.2 Computers use broadcast messages to locate specific systems on the LAN.

Adding a bridge separates a network into two different collision domains, but the segments on either
side of the bridge remain part of the same broadcast domain, because the bridge always relays all
broadcast messages from both sides. This behavior mitigates the benefit of the bridge somewhat,
because a portion of the broadcast traffic being relayed is not utilized by the systems on the other
side of the network. However, the retention of a single broadcast domain is what enables the two
network segments to remain part of the same LAN. This method is unlike using a router, which
completely separates the network into two LANS.

Transparent Bridging

The next logical question to ask when you're learning about how bridges filter packets is, "How do
the bridges know which computers are located on each network segment?” The answer is that
bridges have this information because they maintain an internal address table that lists the hardware
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addresses of the computers on both segments. When the bridge receives a packet and reads the
destination address in the data-link layer protocol header, it checks that address against its lists. If the
address is associated with a segment other than that from which the packet arrived, the bridge relays
it to that segment.

TIP

One of the specifications that bridge manufacturers often supply is the number of addresses that the

device can maintain in its table. In most cases, bridges can maintain address tables that are far larger
than required by any network, but it's still a good idea to check this specification before you make a
purchase.

The question still remains, however, of where the bridge gets its information about the locations of
the computers. Originally, network administrators had to manually create the lists of hardware
addresses for each segment connected to the bridge. This was obviously an onerous chore. Today,
bridges use a technique called fransparent bridging to automatically compile their own address lists.
When you activate a transparent bridge for the first time, it begins processing packets. For each
incoming packet, the bridge reads the source address in the data-link layer protocol header and adds
it to the address list for the network segment over which the packet arrived. At first, the bridge
doesn't have the information needed to decide whether it should relay the packet or discard it, so the
bridge errs on the side of caution and relays the packet to all of the other network segments. When a
sufficient number of packets pass through the bridge to enable the compilation of the address tables,
the bridge begins using them to selectively forward packets.

It is a common practice for network administrators to install multiple bridges between network
segments to provide redundancy in case of an equipment failure. However, this practice can cause
data loss when multiple bridges process the same packets and determine that the source computer is
on two different network segments. In addition, it's possible for multiple bridges to forward
broadcast packets around the network endlessly, in what is called a bridge loop. To prevent these
problems from occurring, bridges communicate among themselves using a protocol known as the
spanning tree algorithm (SPA), which selects one bridge to process the packets. All other bridges on
that network segment remain idle until the first one fails.

Source Route Bridging

It is typical for Ethernet networks to use transparent bridging and the SPA, but Token Ring networks
use a different system. Instead of the bridges themselves selecting a designated bridge between two
segments, Token Ring systems select for themselves which bridge they will use. The technique these
systems use is called source route bridging, and it works by each system transmitting packets called
All Rings Broadcast (ARB) frames over the network. As each bridge processes these packets (by
forwarding them to all connected segments, as with any broadcast), it adds a route designator to
them, which identifies the bridge and the port through which it received the packet. When the packet
arrives at its destination, the receiving system sends it back to the source. Bridges use the route
designators to avoid sending packets to the same bridge twice, and the original source system uses
them to select the most efficient route through the network to a given destination.

Bridge Types

The standard type of bridge used to connect network segments of the same type and the same
location is called a /ocal bridge. This is the simplest type of bridge because it doesn't modify the data
in the packets; it simply reads the addresses in the data-link layer protocol header and passes the
packet on or discards it. There are also two other types of bridges that you can use to handle
segments of different types and segments at different locations.
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A translation bridge, as illustrated in Figure 3.3, is a data-link layer device that connects network
segments using different network media or different protocols. This type of bridge is more
complicated than a local bridge, because in addition to reading the headers in the packet, the bridge
strips the data-link layer frame off the packets to be relayed to other network segments and
constructs another frame. This way, the bridge can connect an Ethernet network to a Fiber
Distributed Data Interface (FDDI) network or to two different types of Ethernet (such as 100BaseTX
and 100BaseT4) while retaining a single broadcast domain. Because of the additional packet
manipulations, translation bridging is slower than local bridging, and translation bridges are more
expensive as well. Because there are other types of devices that can connect different network types,
such as routers, the use of translation bridges is relatively rare.

Figure 3.3 Translation bridges enable you to build a single network using multiple protocols or
media types.

A remote bridge is designed to connect two network segments at distant locations using some form
of wide area network (WAN) link. The link can be a modem connection, leased telephone line, or
any other type of WAN technology. The advantage of using a bridge in this manner is that you
minimize the amount of traffic passing over the WAN link, which is usually far slower and more
expensive than the local network.

Exercise 3.1: Bridge Functions
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1. At what layer of the Open Systems Interconnection (OSI) reference model does a bridge
function?
a. Physical

b. Data-link
c. Network
d. Transport

2. What does a bridge do when it receives a packet that is destined for a system on the same
network segment over which the packet arrived?
a. Discards it

b. Relays it
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c. Broadcasts it
d. Unicasts it

Page 6 of 20

3. What is a bridge called that connects network segments using different types of cable?

a. Transparent
Remote

b
c. Translation
d. Source route

4. Two network segments connected by a bridge share what type of domain?

a. Collision
b. Broadcast
c. Source route
d. Unicast
5. What is the technique used to prevent bridge loops called?
a. Transparent bridging
b. Packet filtering
c. Translation bridging
d. The spanning tree algorithm

34

Lesson 2: Switching

There is another type of data-link layer connection device, called a switch, which has largely
replaced the bridge in the modern network, and which is replacing routers in many instances as well.

A switchis a box with multiple cable jacks in it that looks a lot like a hub. In fact, some

manufacturers have hubs and switches of various sizes that are all but identical in appearance, except
for their markings. The difference between a hub and a switch is that while a hub forwards every
incoming packet out through all of its ports, a switch forwards each incoming packet only to the port

that provides access to the destination system, as shown in Figure 3.4.
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Figure 3.4 A switch forwards incoming packets only to the port that provides access to the
destination system.

After this lesson, you will be able to

¢ ldentify the functions of a switch
¢ Understand how switches can improve network efficiency
o ldentify the basic types of switches available

Estimated lesson time: 15 minutes

Because they forward data to a single port only, switches essentially convert the LAN from a shared
network medium to a dedicated one. If you have a small network that uses a switch instead of a hub
(such a switch is sometimes called a switching hub), each packet takes a dedicated path from the
source computer to the destination, forming a separate collision domain for those two computers.
Switches still forward broadcast messages to all of their ports, but not unicasts and multicasts. No
systems receive packets destined for other systems, and no collisions occur during unicast
transmissions because every pair of computers on the network has what amounts to a dedicated cable
segment connecting them. Thus, while a bridge reduces unnecessary traffic congestion on the
network, a switch all but eliminates it.

Another advantage of switching is that each pair of computers has the full bandwidth of the network
dedicated to it. A standard Ethernet LAN using a hub might have 20 or more computers sharing the
same 10 Mbps of bandwidth. Replace the hub with a switch, and every pair of computers has its own
dedicated 10 Mbps channel. This can greatly improve the overall performance of the network
without the need for any workstation modifications at all. In addition, some switches provide ports
that operate in Full-duplex mode, which means that two computers can send traffic in both directions
at the same time using separate wire pairs within the cable. Full-duplex operation can effectively
double the throughput of a 10 Mbps network to 20 Mbps.
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NOTE

Switches are, in general, more expensive than repeating hubs and less expensive than routers. As
with hubs, you can purchase switches that range from small standalone units to large rack-mounted
models.

Installing Switches

Switches generally aren't needed on small networks that only use a single hub. They are more often
found on larger networks, where they're used instead of bridges or routers. If you take a standard
enterprise network consisting of a backbone and a series of segments and replace the routers with
switches, the effect is profound. On the routed network, the backbone must carry the internetwork
traffic generated by all the segments. This can lead to high traffic conditions on the backbone, even
if it uses a faster protocol than the segments. On a switched network, you connect the computers to
individual workgroup switches, which are in turn connected to a high-performance backbone switch,
as shown in Figure 3.5. The result is that any computer on the network can open a dedicated channel
to any other computer, even when the data path runs through several switches.

NOTE

For more information on the backbone/segment internetwork configuration, see Lesson 1: Network
Communications, in Chapter 1, "Networking Basics."
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Figure 3.5 Switching enables computers to communicate directly with other computers, without the
need for a shared backbone network.

There are many different ways to use switches on a complex internetwork; you don't have to replace
all of the hubs and routers with switches at one time. For example, you can continue to use your
standard shared network hubs and connect them all to a multiport switch instead of a router. This
increases the efficiency of your internetwork traffic. On the other hand, if your network tends to
generate more traffic within the individual LANs than between them, you can replace the workgroup
hubs with switches to increase the available intranetwork bandwidth for each computer while leaving
the backbone network intact.

The problem with replacing all of the routers on a large internetwork with switches is that you create
one huge broadcast domain, instead of several small ones. The issue of collision domains is no
longer a problem, because there are far fewer collisions. However, switches relay every broadcast
generated by a computer anywhere on the network to every other computer, which increases the
number of unnecessary packets processed by each system. There are several technologies that
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address this problem, such as the following:

o Virtual LANs (VLANSs) With a virtual LAN you can create subnets on a switched network

that exist only in the switches themselves. The physical network is still switched, but
administrators can specify the addresses of the systems that are to belong to a specific subnet.
These systems can be located anywhere, because the subnet is virtual and not constrained by
the physical layout of the network. When a computer on a particular subnet transmits a
broadcast message, the packet goes only to the computers in that subnet, rather than being
propagated throughout the entire network. Communication between subnets can be either
routed or switched, but all traffic within a VLAN is switched.

o Layer 3 Switching Layer 3 switching is a variation on the VLAN concept that minimizes the

amount of routing needed between the VLANs. When communication between systems on
different VLANS is required, a router establishes a connection between the systems and then
the switches take over. Routing occurs only when absolutely necessary.

Switch Types

There are two basic types of switches: cut-through and store-and-forward. A cut-through switch

forwards packets immediately by reading the destination address from their data-link layer protocol

headers as soon as they're received and relaying the packets out through the appropriate port with no
additional processing. The switch doesn't even wait for the entire packet to arrive before it begins

forwarding it. In most cases, cut-through switches use a hardware-based mechanism that consists of

a grid of input/output circuits, which enable data to enter and leave the switch through any port. This
is called matrix switching or crossbar switching. This type of switch is relatively inexpensive and
minimizes the delay incurred during the processing of packets by the switch (which is called
latency).

A store-and-forward switch waits until an entire packet arrives before forwarding it to its

destination. This type of unit can be a shared-memory switch, which has a common memory buffer

that stores the incoming data from all of the ports, or a bus architecture switch with individual
buffers for each port, connected by a bus. While the packet is stored in the switch's memory buffers,
the switch takes the opportunity to verify the data by performing a cyclical redundancy check (CRC).

The switch also checks for other problems, peculiar to the data-link layer protocol involved, which

result in malformed frames—commonly (and colorfully) known as runts, giants, and a jabber
condition. This checking naturally introduces additional latency into the packet forwarding process,

and the additional functions make store-and-forward switches more expensive than cut-through
switches.

Exercise 3.2: Switch Functions

e
T

zias it Iy

1. The functionality of a switch is best described as being a combination of what two devices?
a. Arouter and a gateway
b. A huband a bridge
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c. A bridge and a router
d. Arepeater and a hub

2. Which of the following effects is a result of replacing the routers in a segment/backbone
network with switches?
a. The speed of the network increases.

b. The traffic on the backbone increases.
c. The number of LANS increases.
d. The bandwidth available to workstations increases.

3. When you use switches instead of routers and hubs, what is the effect on the number of
collisions on the network?
a. Increases

b. Decreases
c. Stays the same
4. When you replace the routers with switches on an internetwork consisting of three segments
connected by one backbone, how many broadcast domains do you end up with?
a. None
b. One
c. Three
d. Four
5. What is a switch called that immediately relays signals from the incoming port to the outgoing
port?
a. A cut-through switch
b. A shared memory switch
c. A bus architecture switch
d. A store-and-forward switch

34

Lesson 3: Routing

A router is a device that connects two networks together, forming an internetwork. Unlike bridges
and switches, routers function at the network layer of the OSI reference model. This means that a
router can connect LANS that run completely different data-link layer protocols (such as Ethernet
and Token Ring), as long as all of the systems are running the same network layer protocol.
Transmission Control Protocol/Internet Protocol (TCP/IP) is the most popular protocol suite in use
today, and IP is TCP/IP's network layer protocol, so most of the router information you come across
refers to IP routing.

After this lesson, you will be able to
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o Understand the functions of a router
o List the various types of routers
o Distinguish between a router and a gateway

Estimated lesson time: 20 minutes

When a computer on a LAN wants to transmit data to a computer on another LAN, the system sends
its packets to a router on the local network, and the router forwards them to the destination network.
In many cases, the destination system is not located on an adjacent network, so the router has to
forward the packets to another router. On a large internetwork, such as the Internet, packets may
have to pass through a dozen or more routers on the way to their destination.

Routers and Gateways

The term "router” always refers to a hardware or software device that connects two LANS together at
the network layer. In TCP/IP parlance, however, routers are often referred to using the term
"gateway." For example, when you configure the TCP/IP client on a Microsoft Windows system,
you supply the address of a default gateway, which is actually a router on the local network that the
system uses to access other networks. Unfortunately, gateway can also refer to a hardware or
software device that operates at the application layer and provides an interface between two
programs. For example, an e-mail gateway enables people using one particular e-mail system to send
messages to people using another e-mail system. Don't confuse the two.

Because routers operate at the network layer, they transcend the limitations of the data-link layer
protocols. Packets arriving at the router travel upwards through the protocol stack to the network
layer, and in the process, the data-link layer frame is stripped away. Once the router determines
where to send the packet, it passes the data down to a different network interface which encapsulates
it within a new frame for transmission. If the two data-link layer protocols involved support different
sized packets, the router might have to fragment the network layer data and create multiple frames
that are small enough for transmission.

Packet Routing

Routers are more selective than hubs, bridges, and switches in the packets that they forward to other
ports. Because they operate at the boundaries of LANS, they do not forward broadcast messages,
except in certain highly specific cases. A router forwards a packet based on the destination address in
the network layer protocol header, which specifies the packet's ultimate destination, and not the
hardware address used at the data-link layer. A router has internal tables (called routing tables) that
contain information about the networks around it, and it uses these tables to determine where to send
each packet. If the packet is destined for a system on one of the networks to which the router is
connected, the router transmits the packet directly to that system. If the packet is destined for a
system on a distant network, the router transmits the packet across one of the adjacent networks to
another router.

As an example, consider a typical corporate internetwork composed of a backbone and several
segments connected to the backbone using routers, as shown in Figure 3.6. The computers on each
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segment use the router connecting it to the backbone as their default gateway. The computers
transmit all of the packets they generate either to a specific system on the local network or to the
default gateway. The gateway router strips the data-link layer frame from each packet and reads the
destination address from its network layer protocol header.

Using the information in its routing tables, the gateway determines which router it must use to access
the network on which the destination system is located. The gateway then constructs a new frame for
the packet, using the backbone's data-link layer protocol (which can be different from the protocol
used on the segment) and specifying the router leading to the destination network as the data-link
layer destination address. When the packet reaches the next router, the process repeats itself, except
that this router's tables indicate that the destination system is on the segment to which the router is
attached. The router can therefore construct a frame that transmits the packet directly to the
destination system.
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Figure 3.6 On a typical internetwork configuration, the routers are responsible for directing the
packets to their next interim destination.

file://C:\Documents and Settings\babak\Local Settings\Temp\~hh5F05.htm 2009/05/07



About This Chapter Page 15 of 20

measured by the number of hops (or routers) between them. In this case, system A Is six hops away
from system B.

When the packet has to pass through multiple networks on the way to its final destination, each
router that processes it is referred to as a /gp, as shown in Figure 3.7. In many cases, routers measure
the efficiency of a given path through the network by the number of hops that are required to reach
the destination. One of the primary functions of a router is to select the most efficient path to a
destination, based on the data in its routing tables.

In addition to connecting networks at a single location, such as a corporate internetwork, routers can
also connect distant networks using WAN links. Organizations with multiple branch offices often
connect the networks in those offices by installing a router at each location, and connecting the
routers together using leased telephone lines, or some other WAN technology, such as frame relay.
Because each location has a separate broadcast domain, the only packets that pass over the WAN
links are those destined for systems on the other networks. This minimizes the amount of traffic
passing over those links, thus minimizing their cost.

Routing to the Internet

The most common use for a WAN router is to connect a network to an Internet Service Provider
(ISP), providing the computers on the network with access to the Internet. The Internet is the
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ultimate example of a routed network; thousands of LANSs are connected together using many
different kinds of routers. To connect your LAN to the Internet, you install a router that can connect
to an ISP using any type of technology, from a dial-up modem to Integrated Services Digital
Network (ISDN) to a leased line. The router is configured to forward all traffic not destined for the
local network to the ISP, which relays it to the Internet.

Understanding Routing Tables

The routing tables are the heart of a router; without them, there's no way for the router to know
where to send the packets it receives. However, the question then arises of where the routing tables
come from. Unlike bridges and switches, routers cannot compile routing tables from the information
in the data packets they process. This is because the routing table contains more detailed information
than is found in a data packet, and also because the router needs the information in the table to
process the first packets it receives after being activated. A router can't forward a packet to all
possible destinations in the way that a bridge can.

However, the process of building the routing table can still be either manual or automatic. Static
routing is the process of manually creating routing table entries. A network administrator decides
what the router should do when it receives packets addressed to systems on a particular network and
adds entries to the routing table that reflect these decisions. This process is possible on a relatively
small network with a handful of routers, but on a larger network, the manual configuration process is
too much work and the routers are unable to modify their table to accommodate changes in network
status.

The alternative to static routing is dynamic routing, in which routers use specialized protocols to
exchange information about themselves and the networks around them. Routers have direct
information about the LANS to which they are connected, and use routing protocols to send that
information to other routers. When the routers on an internetwork share the contents of their tables
using these protocols, all of the routers can have information about more distant networks as well.

There are many different routing protocols, particularly on the Internet, where routing is one of the
most complex and vital parts of the internetwork infrastructure. Dynamic routing requires no direct
participation by network administrators, other than to install and run the routing protocols, and it also
enables routers to automatically modify the information in their tables when the network changes.
For example, should a router malfunction, all of the routers that normally communicate with it
remove that router from their tables after a given period of time. Those routers then inform others of
the malfunction, and the entire network eventually stops trying to use that router. When the
offending router is put back into service, the other routers update their tables and begin to use it
again.

NOTE

For more information on routing tables, routing protocols, and specific IP routing practices, see
Chapter 9, "TCP/IP Routing."

Routing Metrics

Part of a router's function is to select the most efficient route to each packet's destination. On a
relatively small internetwork such as that pictured in Figure 3.6, there is only one possible route to
any particular destination. However, on a more complex network, administrators often install more
than one router on each network, to provide alternate routes in case of a malfunction. When multiple
routes to a particular destination exist, routers include all of them in their routing tables, along with a
value called a metric that specifies the relative efficiency of each route. The nature of the metric
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depends on the routing protocol used to generate it. In some cases, the metric is simply the number
of hops between the router and the destination network. Other protocols use more complex
computations to determine the metric.

Router Types

Most people think of a router as a large, complex device costing tens or hundreds of thousands of
dollars, used only on giant enterprise networks. Actually, routers can take many different forms and
are far more commonly used than you may think. It is true that many routers are large, powerful, and
very expensive. Generally speaking, routers are more expensive than switches, bridges, and hubs.
You can indeed find routers on large corporate networks, where they're mounted in racks in data
centers and in server closets. These types of routers connect segments to a backbone and provide an
entire private internetwork with access to computers in their branch offices and/or the Internet.

However, there are also much smaller and less expensive routers on the market. In fact, if you use
the Internet Connection Sharing (ICS) feature in Windows 2000, Windows 98 second edition (SE),
or Windows Me to connect your home network to the Internet, you are actually using your computer
as a router. Other software-based router products enable you to share dial-up, cable television
(CATV) network, and Digital Subscriber Line (DSL) connections with a small network. There are
also relatively small hardware routers on the market that you can use for connecting a LAN to the
Internet.

For private internetworking, you can use any one of many hardware routers that cover a range of
prices, or use a Windows 2000 or Windows NT system with two or more NICs installed in it to route
IP traffic between networks. Every computer with a TCP/IP client has a routing table in it, even
those that are not strictly functioning as routers. For example, when you use a computer on a LAN to
connect to the Internet with a dial-up connection, the system uses its routing table to determine
whether requests for network resources should go to the NIC providing the LAN connection or to the
modem providing the Internet connection. Even though the system is not providing Internet access to
the LAN, it still uses the routing table.

Exercise 3.3: Routing Functions

T
T

]

1. At what layer of the OSI reference model do routers operate?
a. Physical
b. Data-link
c. Network
d. Transport
2. Multiples of what are created by connecting several LANs with routers?
a. Collision domains
b. Broadcast domains
c. Subnets
d. All of the above
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3. What is the information in a routing table that specifies the relative efficiency of a particular
route called?
a. Metric

b. Static route
c. Dynamic route
d. Hop
4. With which of the following techniques are routing protocols associated?
a. WAN routing
b. Static routing
c. Dynamic routing
d. All of the above
5. What is the term for a group of LANS in one building connected by routers?
a. AWAN
b. A broadcast domain
c. A collision domain
d. An internetwork

34

Chapter Summary

The key points covered in this chapter are as follows.
Lesson 1: Bridging

o Bridges selectively relay packets between network segments, depending on their data-link
layer destination addresses.
¢ Bridges maintain a single broadcast domain while creating separate collision domains.

o Transparent bridging and source route bridging are techniques that bridges use to gather
information about the network segments they're servicing.

o Local bridges connect network segments of the same type; translation bridges connect network
segments of different types, and remote bridges connect network segments at distant locations.

Lesson 2: Switching

o Switches improve on the function of bridges by forwarding packets only to their destination
systems.

o Switches reduce the collisions on a network and increase the bandwidth available to each
compulter.

¢ Virtual LANSs can help you create multiple broadcast domains on a switched network.

o Several types of switches are available, from relatively simple and inexpensive workgroup
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units to complex enterprise network switches.

Lesson 3: Routing

o Routers are used to connect networks together at the network layer of the OSI reference
model.

o Routers strip away the data-link layer frame of incoming packets and build a new frame using
the data-link layer protocol of the outgoing network.

o Routers use internal tables of information about the surrounding networks to forward packets
to their destinations.

o Routing tables are created either manually by the network administrator or automatically by a
routing protocol. These techniques are called static routing and dynamic routing, respectively.

34

Chapter Review

1. Which of the following devices are you most likely to use to connect a LAN to the Internet?
a. Ahub
b. A bridge
c. Aswitch
d. Arouter

2. Which of the following devices does not read the data-link layer protocol header in incoming
packets?
a. Ahub

b. A bridge
c. A switch
d. A router

3. Suppose that you have a 10 Mbps Ethernet LAN that consists of 45 computers connected to

three standard repeating hubs. Traffic levels are getting too high, causing excessive collisions
and reduced performance. Which of the following courses of action is the most inexpensive
way to reduce the overall traffic level on the network?

a. Split the network into three LANSs and connect them using dedicated hardware routers.
b. Replace the three hubs with switches.

c. Connect the three hubs to a high-performance switch, instead of to each other.

d. Install a transparent bridge between two of the hubs.

4. Using the same scenario as in question 3, which of the following courses of action would not
increase the bandwidth available to each workstation?
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a
b.
c
d

. Split the network into three LANs and connect them using dedicated hardware routers.

Replace the three hubs with switches.
Connect the three hubs to a high-performance switch, instead of to each other.
Upgrade the network to 100 Mbps by installing Fast Ethernet NICs and hubs.

5. The spanning tree algorithm is used to prevent which of the following networking problems?

a
b.
c

d.

Excessive collisions
Packet filtering
Bridge loops

Static routing

6. Source route bridging is associated with which of the following protocols?

a.

b
C.
d

Ethernet

. Token Ring

FDDI

. TCP/IP

7. On aswitched network, virtual LANSs are used to create multiples of what?

a
b
c
d
8. ICSe
a
b
c

d.

. Collision domains

Broadcast domains
Internetworks

. All of the above

nables a computer running Windows to function as what?

. Ahub
. Abridge
. A switch

A router

9. Which of the following processes requires manual intervention from a network administrator?

a.
b.
C.
d.

10. Whic
a.

b
C.
d

Transparent bridging

Source route bridging

Static routing

Dynamic routing
h of the following devices does not have buffers to store data during processing?
A repeating hub

. A'local bridge

A cut-through switch

. All of the above
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34
Chapter 4

Networking Software

About This Chapter

You may need hardware, such as network interface adapters—generally network interface cards
(NICs)—and cables, to physically connect your computers together into a network, but software is
also an important component. This chapter examines the various software elements that provide
network connectivity, including operating systems, clients, and directory services. These components
provide the protocols that make up the networking stack, as well as the applications that make use of
the network. Although you may be intimately familiar with some of the components discussed in this
chapter, there are probably others that you have never used and should become familiar with.

Before You Begin

This chapter assumes a basic knowledge of the networking concepts discussed in Chapter 1,
"Networking Basics," and particularly an understanding of the layers of the Open Systems
Interconnection (OSI) reference model, as covered in Lesson 2: The OSI Reference Model, in
Chapter 1.

34

Lesson 1: Network Operating Systems

In the past, there was a significant difference between a standalone operating system and a network
operating system. The typical operating system provided no networking capabilities, and you had to
purchase and install networking software to run on it. Today, virtually all operating systems are
network operating systems, because they include, right in the box, the software needed to connect to
a network. This lesson is concerned primarily with operating systems that provide server functions,
although in some cases you can use the server system as a client or as a member of a peer-to-peer

network as well.

NOTE

For more information about the difference between client/server and peer-to-peer networks, see
Lesson 1: Network Communications, in Chapter 1, "Networking Basics."

After this lesson, you will be able to

o List the network operating systems used for server systems

o Describe the basic networking capabilities of Microsoft Windows 2000 Server, Windows NT
Server, Novell Network, and UNIX

Estimated lesson time: 40 minutes
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Windows NT and Windows 2000

All Windows operating systems except Windows NT and Windows 2000 are built on the MS-DOS

kernel. Windows NT 3.1, first released in 1993, was a radical departure from the MS-DOS tradition.

It was newly designed from the ground up to support an entirely different memory architecture and
to integrate networking capabilities into the operating system itself. Windows NT and Windows
2000 also offer preemptive multitasking, which enables the system processor to run multiple
programs simultaneously without relying on the programs themselves to return control to the
processor. In the years since the original release, Microsoft has released several relatively minor
Windows NT upgrades, culminating in version 4.0, and then finally released Windows 2000, which
was a major upgrade.

Windows NT and Windows 2000 have always existed in versions intended both for servers and for
client workstations. Windows NT is available in Server and Workstation versions, and Windows
2000 is available in three Server versions (Server, Advanced Server, and Datacenter Server) for
systems with various numbers of processors, and a Professional version for client workstations. The
underlying kernels of both server and workstation versions are essentially identical; the difference
between the two is that the server version includes a large collection of additional programs,
services, and utilities designed for server use, many of which are concerned with networking. The
following sections examine some of these components and how they affect the networking
capabilities of the operating systems.

File Systems

Sharing files is one of the main reasons for networking computers, and all network operating systems
include a service that makes file sharing possible. One of the most important elements of file sharing
is the ability to restrict access to the server files. Windows NT and Windows 2000 both include a file

system called NTFS (the NT file system) that is specifically designed for this purpose. The MS-

DOS-based versions of Windows use the File Allocation Table (FAT) file system, and Windows NT
and Windows 2000 support FAT, too. You can share FAT drives with other users on the network,
but the FAT file system's security capabilities are extremely limited. When you create NTFS drives
during a Windows NT or Windows 2000 installation, you can specify access permissions for specific
files and folders to the users and groups on your network with great precision, using the controls
shown in Figure 4.1. NTFS also supports larger amounts of storage than do FAT drives.
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Figure 4.1 The NTFS file system enables a network administrator to control access to files and
folders on Windows NT and Windows 2000 drives.
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For example, if you store your company's accounting spreadsheets on a Windows NT or Windows
2000 NTFS drive, you can grant the bookkeepers full Read/Write access to the files, grant Read-

only access to other company executives, and prevent any other users from even seeing that the files
exist. Maintaining these permissions is an important part of the network administrator's job.

WARNING

NTFS drives can be read only by the Windows NT and Windows 2000 operating systems. If you
were to boot a computer with NTFS drives using an MS-DOS boot disk, for example, the drives
would be invisible. However, this compatibility issue has nothing to do with access to the drives over

the network. Any operating system can access shared NTFS drives, as long as the appropriate
permissions are in place.

Services

In Windows NT and Windows 2000 terminology, a serviceis a program that runs continuously in
the background while other operations are running at the same time (see Figure 4.2). Most of the
networking capabilities in Windows NT and Windows 2000, and particularly the server functions,
are provided by services. In most cases, you configure services to load when the system boots, and
they remain loaded and running even when users log on and log off the computer.
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Figure 4.2 Windows NT and Windows 2000 include a variety of services that you can configure to
load at boot time.

The following services are the core of the operating system's networking capabilities:

¢ Server Enables the system to share its resources, such as files and printers

o Workstation Enables the system to access the shared resources on another computer

o Computer Browser Maintains a list of the shared resources on a network from which users
can choose
e Messenger Enables the system to display pop-up messages about the activities on other
network systems
o Alerter Works with the Messenger service to notify selected users of administrative alerts that

occur on the system

The following services are optional, but provide important networking support:

o Internet Information Server (11S) Provides Internet services, such as World Wide Web and
File Transfer Protocol (FTP) servers
o Windows Internet Naming Service (WINS) Resolves Windows computer (NetBIOS) names
into Internet Protocol (IP) addresses
e Domain Name System (DNS) Server Resolves DNS host names into IP addresses

e Dynamic Host Configuration Protocol (DHCP) Server Automatically configures
Transmission Control Protocol/Internet Protocol (TCP/IP) settings on multiple client systems
e Routing and Remote Access (RRA) Server Enables a server to route traffic between two

local area networks (LANS) or a wide area network (WAN) and a LAN, and provides support
for various routing protocols

o Distributed File System (DFS) Enables shared drives on servers all over the network to
appear to clients as a single combined share

o Microsoft Cluster Server Enables systems running Windows NT 4.0 Enterprise Server or
Windows 2000 Advanced Server to operate as part of a cluster—a group of servers that
perform the same exact operations in unison, for fault-tolerance purposes

Security

Security is a primary concern on larger networks, and Windows NT and Windows 2000 provide a
much more comprehensive security model than do the MS-DOS-based versions of Windows.
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Windows NT Server and Windows 2000 Server systems have the ability to function as domain
controllers, which store information about accounts and other network resources, for access by
clients anywhere on the network. Using domain controllers instead of individual computers to store
security information makes it easier for network administrators to control access to network
resources. For more information about domain controllers, see Lesson 3: Directory Services, later in
this chapter.

Novell NetWare

Novell NetWare was the first commercially successful network operating system, and while its
popularity has largely been eclipsed by Windows NT and Windows 2000, it still remains a viable
networking platform. NetWare is strictly a client/server operating system, unlike Windows NT and
Windows 2000, which can function as both clients and servers. This means that you cannot use a
NetWare server to access shared resources on other computers or run workstation applications. The

NetWare operating system is not DOS-based (although it loads from a DOS prompt), and is

dedicated solely to server operations. NetWare clients communicate only with NetWare servers, and
not with each other. To transfer files from one workstation to another, for example, you must copy
them from the first workstation to a server, and then from the server to the other workstation.

NetWare is available in two primary versions, 3.2 and 5.1. Version 3.2 was intended to be the final
release of the original NetWare product that stores user account information in a simple flat database
called the bindery. The bindery was replaced by Novell Directory Services (NDS) in NetWare
version 4.0 (released in 1993), but Novell continues to develop and market the 3..x version because it
has a large installed user base that does not need the more advanced capabilities of NDS, and these
users have no plans to upgrade their networks. Version 5.1 is the current release of the NDS-based
NetWare product that began with version 4.0.

NetWare is a network operating system that was originally designed primarily to provide clients with
access to file and print services, and these remain NetWare's strengths. As a network application
platform, NetWare trails behind both Windows and UNIX, and there is currently relatively little
application development for NetWare.

NOTE

Novell Directory Services is NetWare's greatest strength. NDS is a full-featured directory service
that was released in 1993, and has therefore had a long time to mature. Microsoft's equivalent
directory service, called Active Directory, was only released in 2000. For more information about
NDS, see Lesson 3: Directory Services, later in this chapter.

Because they do not have to perform workstation operations, NetWare servers have a relatively
simple, character-based interface, as shown in Figure 4.3. There is no need for a graphical interface
on a server (although the most current versions have an optional Java-based interface called
ConsoleOne that you can use), and as a result, the computer can devote less of its resources to
maintaining a graphical display and more to performing its server functions.
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Figure 4.3 The NetWare server console is character-based, but uses keyboard-driven menus.

Like Windows NT and Windows 2000, NetWare has its own file system that enables you to control
access to the server resources with great precision. You can assign access permissions based on
either bindery accounts or NDS objects, depending on which version of NetWare you are using. The
NetWare file system consists of volumes that you create on server drives. By adding specialized
components called name space modules, you can create NetWare volumes that support various client
file systems, such as Windows Virtual File Allocation Table (VFAT), Macintosh, and Network File
System (NFS). This enables clients to store their files on NetWare servers using their own native
formats.

NetWare Protocols

When NetWare was first developed in the mid-1980s, networking was more of a proprietary venture,
and interoperability between products made by different manufacturers was less of a concern than it
is today. Novell, therefore, developed their own set of networking protocols, which have come to be
named after the main network layer protocol, called Internetwork Packet Exchange (IPX). Unlike
Windows NT, Windows 2000, and UNIX, which have long since adopted TCP/IP as their native
protocols, NetWare still relies heavily on IPX. Fortunately, Microsoft has developed its own
protocol, called NWL.ink, to be compatible with IPX. All of the Windows operating systems can use
NWLink to access shared NetWare resources.

NOTE

For more information about the IPX protocols, see Chapter 6, "Network Layer Protocols," and
Chapter 7, "Transport Layer Protocols."”

NetWare Services

In addition to its core file and print services, which have been present since the early days of
NetWare, the latest versions include many other additional services, such as the following:

o Novell Storage Services (NSS) This is a 64-bit, indexed storage service that enables
administrators to use the storage space on multiple drives to create an unlimited number of
40
logical volumes up to 8 terabytes in size. (A terabyte is 2  bytes, approximately 1 trillion
bytes, or precisely 1,099,511,627,776.)
o Novell Distributed Print Services (NDPS) This is a new network printing architecture that

replaces NetWare's traditional queue-based printing with a single printer object in NDS that
provides simplified, centralized administration.
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o NetWare Internet Servers NetWare includes Web, FTP, News, and Multimedia Servers, as
well as a Web Search Server that indexes your Web sites for easier client access.
e DNS and DHCP Servers NetWare now supports TCP/IP in addition to IPX, and includes

DNS and DHCP servers that can resolve host names into IP addresses and configure TCP/IP
clients, all from the NetWare platform.

o Multiprotocol WAN Router This service enables a NetWare server to route multiple

network-layer protocols between two LANSs or between a LAN and a WAN. You can use the
router to connect private networks together, or to connect a network to the Internet.

UNIX

UNIX is a network operating system that was originally developed in the 1970s, and is now
available in dozens of different versions and variants. Unlike Windows and NetWare, UNIX is not
the product of one particular company. A variety of different development teams worked on their
own UNIX versions during the ensuing decades, which were released under many different names,
including the following:

e UNIX System V This is the descendent of the original UNIX development program started by

AT&T in the 1970s. The UNIX trademark has changed hands several times over the years, and
UNIX System V is now owned by The Santa Cruz Operation, Inc., generally known as SCO.

o BSD UNIX Berkeley Software Distribution (BSD) UNIX is one of the first variants to splinter

off from the original AT&T development effort, and has become one of the most consistently
popular UNIX products. The most popular BSD UNIX versions today are FreeBSD,
OpenBSD, and NetBSD, all of which are available for download from the Internet, free of
charge.

e Sun Solaris Sun Microsystems markets Solaris, one of the most popular and user-friendly
commercial UNIX operating systems available. Solaris is essentially a modified version of
BSD UNIX with elements of SVR4, one of the progenitors of UNIX System V. Solaris also
includes Open Windows, one of the better graphical interfaces for UNIX.

e Linux Linux is a UNIX-based subculture unto itself, in that there are many different versions,

both free and commercial. Originally developed as a school project by a student named Linus
Torvalds, Linux is the quintessential open source operating system, because its development
and maintenance was almost totally a noncommercial collaboration until quite recently. There
are now some Linux versions being sold as commercial products with documentation and
technical support, but others are still available free of charge.

o Hardware-specific UNIX variants Several manufacturers of computer hardware have

developed their own UNIX variants, which are designed specifically to run on their computers.
These include Hewlett Packard's HP-UX and IBM's Advanced Interactive Executive (better
known as AlX).

NOTE

While NetWare runs solely on computers with Intel-based processors, and Windows NT and
Windows 2000 run on the Intel and Alpha platforms, the various UNIX operating systems run on
computers with a wide variety of processors, including Intel, Alpha, Sun Microsystems' proprietary
SPARC processor, and others.

The UNIX operating systems are built around the TCP/IP protocols, and while all have certain

similarities, they vary greatly in their capabilities. This is due to the variations in the additional
software included with the operating system and the commercial (or non-commercial) nature of the
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various products. Some UNIX variants are commercial products marketed by large software
companies, such as Hewlett Packard, Sun Microsystems, and IBM. Others are developed and
maintained as part of the open source movement, in which volunteer programmers work on the
software in their spare time, usually communicating with their colleagues over the Internet, and
freely releasing their work to the public domain. There are many different UNIX operating systems
that you can download from the Internet free of charge, such as FreeBSD, NetBSD, and various
forms of Linux.

This non-commercial side of UNIX development is based on the fact that many of the development
teams freely post the source code for the operating system. Users with programming expertise then
modify the code to suit their particular needs and post the revised code for use by others. This is in
stark contrast to companies like Microsoft and Novell, who zealously guard the source code for their
operating systems.

UNIX is primarily an application server platform, and is typically associated with Internet services,
such as Web, FTP, and e-mail servers. As with Windows NT and Windows 2000, UNIX systems can
function as both servers and clients at the same time. While you can use UNIX as a general purpose
LAN server, it is much more difficult to install and administer than either Windows or NetWare.
There are UNIX programs that provide the file and print services needed by LAN users, such as the
NFS and the Line Printer Daemon (LPD), but they are far from being as easy to use as their
Windows NT, Windows 2000, and NetWare equivalents. NetWare's strength is in file and print
services, while the strength of UNIX is in its network application capabilities. Windows NT and
Windows 2000 fall somewhere between the two, fulfilling both roles but doing neither as well as the
more specialized operating systems.

NOTE

Daemon is the UNIX term for an application that runs continuously in the background, like a service
in Windows NT or Windows 2000.

UNIX, in general, is a less intuitive operating system than either Windows or NetWare. Although
many UNIX variants now include graphical user interfaces (GUIs), UNIX is still primarily a
character-based platform, and the command interface requires a good deal of study and practice to
use efficiently. While a relatively unsophisticated user can install a Windows NT, Windows 2000, or
NetWare server and get it running without too much trouble, the same cannot be said for the typical
UNIX operating system.

Exercise 4.1: Network Operating System Products

e
T

zias it Iy

Match the network operating system in the left column with the phrase in the right column that best
describes it.

Linux a. Uses a bindery to store user accounts

Windows NT  b. Current version of the original AT&T UNIX

UNIX System V c. Available in Server, Advanced Server, and Datacenter versions
NetWare 3.x  d. First version of Windows not based on MS-DOS

Windows 2000 e. Open source UNIX version

‘wmbwmn—\
PO -
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Lesson 2: Network Clients

A clientis a software component that enables a computer to access the resources provided by a
server. Clients can take many forms, and can either be included as part of an operating system or
distributed as a separate product. In its simplest form, a client can be a standalone program that sends
requests to and receives replies from a server. Your Web browser, for example, is a client that
communicates with Web servers on your local network or the Internet. In the same way, FTP, e-mail,
and news reader programs are all clients. These clients function at the application layer of the OSI
reference model and are highly specialized; they only communicate with one type of server.
Application-layer clients contain no lower-layer protocols of their own, relying instead on protocols
such as TCP/IP and Ethernet, which are already installed on the computer, to provide network
communication services.

After this lesson, you will be able to

o Describe the client capabilities of the major operating systems
« ldentify the components of the client networking stack on a Windows system
o Distinguish between the Microsoft and the Novell versions of clients for NetWare

Estimated lesson time: 30 minutes

The other main type of client on a workstation is the one that enables you to access shared resources
on the local network, such as files and printers. This type of client is more tightly integrated with the
operating system; you don't have to launch a special program and you can access files and printers
through your regular applications, just as though they were part of your local computer environment.
This type of client is specific to the platform used by the server. There are clients for Windows
networks, clients for NetWare, and clients for UNIX systems. In some cases, the client is supplied as
part of the operating system, while in others you must install a separate client software package. The
following sections examine the different LAN client platforms.

Windows Clients

Almost all versions of Windows (including Windows for Workgroups, Windows 95, Windows 98,
Windows Me, as well as Windows NT and Windows 2000, in both Server and Workstation versions)
include both client and server capabilities with the operating system. This means that you can share
the files and printers on any of these Windows systems and also use the client capabilities to access
shared files and printers on other systems. Note that Windows 3.1 and earlier ship with no network
client at all.

In the case of Windows 95, Windows 98, Windows Me, Windows NT, and Windows 2000, the
operating system includes everything you need to connect to a Windows network, including a
complete client networking stack. The stack (shown in Figure 4.4) consists of the following major
components:

o Clients What these operating systems often call a "client™ is actually a component called a

redirector. A redirectoris a module that receives requests for file system resources from an
application and determines whether the requested resource is located in a local or network
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drive. It's the redirector that enables you to open a network file in your word processing
program as easily as you would open a local file.

o Protocol drivers The Windows protocol drivers implement the protocol suites required for

network communications, such as TCP/IP, IPX, or NetBEUI. In Windows terminology, the
singular word "protocol” is used to refer to components such as TCP/IP and IPX, both of
which are actually suites consisting of several different protocols. There are also other
software components running on the system (such as Ethernet, for example) that Windows
doesn't refer to as protocols, but which actually are.

o Network interface adapter drivers The network interface adapter driver is a Windows

device driver that provides the connection between the network interface adapter and the rest
of the networking stack. The combination of the network interface adapter and its driver
implement the data-link layer protocol used by the system, such as Ethernet or Token Ring.
Windows supports network interface adapters that conform to the Network Driver Interface
Specification (NDIS). The various operating systems use different NDIS driver versions.

o Services While they are not essential to client functionality, there are services included in

Windows that provide additional networking capabilities. For example, to share resources on a
Windows system, you must install the File And Printer Sharing For Microsoft Networks
service.

Client

Protocal driver

Metwork interface adapter driver

a

==t a[iiNy

Figure 4.4 The Windows networking stack consists of several components that work together
to provide client access to network resources.

|n

Together with the network interface adapter, these software components provide the functions of all
seven layers of the OSI model. A system can have more than one of each component installed,
providing alternative paths through the networking stack for different applications. Most of the
Windows operating systems include two redirectors. For example, there might be one for Windows
networking and one for connecting to NetWare servers. The operating systems include multiple
protocol drivers for the same purpose. NetWare connectivity traditionally requires the IPX protocol
(although the latest versions of NetWare do support TCP/IP), and a Windows network can use
TCP/IP or NetBEUI. Windows and NetWare systems usually share the same network medium, but
it's also possible to install two network interface adapters, each with its own driver, and connect the
computer to two networks, one for Windows and one for NetWare.

NOTE
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Although the drivers can take different forms, all of the Windows operating systems contain the
same set of basic networking components, with the exception of Windows for Workgroups.
Windows for Workgroups was developed in the early days of Microsoft networking, and is rarely
used today. That operating system includes a redirector for Windows networking and the NetBEUI
and IPX protocols, but no NetWare client is included, nor is the TCP/IP protocol. However, you can
add NetWare support by installing a client supplied by Novell, and you can add TCP/IP support by
downloading and installing the TCP/IP-32 update, available from Microsoft at
ftp://ftp.microsoft.com/peropsys/windows/public/tcpip/wiwt32.exe.

The protocols at the various layers specify the path up or down through the OSI model. For example,
when a packet arrives at a workstation from the network, the Ethernet frame contains a code that
specifies the network layer protocol that it should use. The network layer protocol header then
specifies a transport layer protocol, and the transport layer header contains a port number that
identifies the application that should receive the data. For packets generated by the workstation, the
process works in reverse. The redirector specifies a transport layer protocol, the transport layer
specifies the network layer protocol, and the network layer specifies the data-link layer protocol.

Installing Windows Networking Components

While technologies like Plug and Play now automate the installation of the Windows networking
components in most cases, you may still find yourself having to install a client or a protocol
manually. The process of installing a protocol module on a Windows 2000 Professional system is
described below. The procedure is virtually identical in Windows 95, Windows 98, and Windows
Me. Windows NT uses a slightly different user interface, but the networking architecture is
essentially the same.

To install a protocol module

1. From the Start menu's Settings group, select Network And Dial-up Connections.

2. Right-click the Local Area Connection icon and select Properties from the shortcut menu to
display the Local Area Connection Properties dialog box shown in Figure 4.5.
3. Click the Install button to display the Select Network Component Type dialog box.

4. Highlight the Protocol entry in the components list and click the Add button to display the

Select Network Protocol dialog box. To install a different component, such as a client, make a
different selection in the Select Network Component Type dialog box.

5. Highlight an entry (such as NetBEUI Protocol) in the list of protocols and click the OK button.

6. Click the Close button in the Local Area Connection Properties dialog box to complete the

component installation. You might need to supply the Windows 2000 installation CD-ROM so
that the program can copy the required files. When the process is complete, you are prompted
to restart the computer.
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Figure 4.5 The Local Area Connection Properties dialog box lists all of the networking
components installed on the system.

NOTE

The only networking component that you do not install from the Network And Dial-up Connections
dialog box is the network interface adapter driver, because this module is associated with the
network interface adapter in the system. To install a network interface adapter driver manually, use
the Add/Remove Hardware facility found in Control Panel.

NetWare Clients

When Microsoft first introduced its own network operating systems (Windows for Workgroups and
Windows NT) in 1993, Novell NetWare ruled the local area networking industry. In order to
successfully compete with Novell, Microsoft knew that their operating systems had to be able to
access NetWare resources, but early attempts to have Novell supply a NetWare client for the
Windows operating systems failed. As a result, Microsoft developed the NetWare clients for
Windows, and Novell subsequently released clients of their own. Both have continued to update their
software, and to this day you can choose between the Microsoft client for NetWare that ships with
Windows or download Novell's client from their Web site.

Microsoft Clients for NetWare

The NetWare clients provided in the Windows operating systems by Microsoft fit into the same
networking architecture as the client for Microsoft networking. In order to access NetWare resources
in Windows 2000 Professional, you must install the Client Service for NetWare (CSNW) and the
NWLink IPX/SPX/NetBIOS Compatible Transport Protocol modules using the same procedure
described earlier in this lesson under "Installing Windows Networking Components.” In Windows
95, Windows 98, or Windows Me, the names of the modules are slightly different; you must install
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the Client for NetWare Networks and the IPX/SPX-compatible Protocol.

The CSNW module is a second redirector that you can use along with—or instead of—the Microsoft
networking client. When an application requests access to a network resource, the system determines
whether the request is for a Windows or NetWare file and sends it to the appropriate redirector. The

NWLink protocol module is a reverse-engineered version of Novell's IPX protocols. In most cases,

Windows systems use the IPX protocols only to access NetWare servers. The NetWare redirector is
connected to the NWLink protocol module, while the Microsoft redirector uses TCP/IP or NetBEUI.
Both protocols’ modules are then connected to the same network interface adapter driver, as shown
in Figure 4.6.

Mcnosall rediedon HetWare redirecior

TCPAP IPX.

‘ Megwork interface adapler driver

S 1000
[]

Figure 4.6 Microsoft's NetWare client functions as a second redirector within the networking
architecture, using its own version of the IPX protocols.

Using the Gateway Service for NetWare

The CSNW included with Windows 2000 Professional and Windows NT Workstation provides basic
NetWare connectivity, but Windows 2000 Server and Windows NT Server include the Gateway
Service for NetWare (GSNW), which expands this functionality. In addition to providing client
access to NetWare servers, GSNW also enables Windows systems without a NetWare client installed
to access NetWare resources. Once you've installed GSNW, the service's client capabilities enable it
to connect to NetWare servers. You can then configure GSNW to share those NetWare resources
using the system's Microsoft networking capabilities. When a Windows client accesses the share on
the Windows NT or Windows 2000 server, the server accesses the files on the NetWare server and
relays them to the client.

Novell Clients for NetWare

Novell continues to maintain its own client software packages for NetWare, which you can use
instead of those included with the Windows operating systems. The Microsoft and Novell clients
both provide the same basic functionality, such as access to NetWare volumes and printers and
access to Novell Directory Services, but Novell's clients also provide additional capabilities that are
helpful to administrators and power users.

The primary difference between the Microsoft and Novell clients is that the Novell clients include

the NetWare Administrator application, which is the tool that administrators use to create and
maintain objects in the NDS database. This is a critical part of NetWare administration, and it's the

file://C:\Documents and Settings\babak\Local Settings\Temp\~hhA517.htm 2009/05/07



About This Chapter Page 14 of 23

main reason for using Novell clients instead of Microsoft clients. Apart from including NetWare
Administrator, Novell clients provide additional file management functions and utilities accessible
from shortcut menus and the Taskbar tray, but they also tend to be noticeably slower than Microsoft
clients.

Novell maintains the following three NetWare clients for Windows:

o Novell Client for DOS and Windows 3.1x
o Novell Client for Windows 95 and Windows 98
o Novell Client for Windows NT and Windows 2000

The Windows 95, Windows 98, Windows NT, and Windows 2000 clients all consist of modules that
fit into the existing Windows networking architecture. Each client includes its own redirector—
which is a genuine Novell IPX protocol module, rather than Microsoft's compatible version—and
network interface adapter drivers that conform to the Open Data-Link Interface (ODI) standard used

by Novell. However, the client can use the NDIS drivers supplied with Windows, if one is already
installed.

Though Novell has not added Windows Me to the list of supported clients, they claim that the client
for Windows 95 and Windows 98 will fully support Windows Me, as well.

The client for DOS and Windows 3.1x is different, because these operating systems don't have their

own networking capabilities. The client provides a complete networking architecture in itself, which
can also work alongside the Windows client included in Windows for Workgroups.

Exercise 4.2: Network Client Concepts

T
T

]

1. What is the protocol traditionally associated with NetWare networking?
a. NetBEUI
b. IPX
c. TCP/IP
d. Ethernet

2. What is the Windows component that enables an application to access a network resource in
the same way as a local one?
. Aredirector

a
b. A protocol
c. Aclient
d. Aservice
3. Which of the following Windows network components is not required for client functionality?
a. A redirector
b. A service
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c. A protocol
d. A network interface adapter driver

4. What is the most important reason for a network administrator to use a Novell client for
NetWare rather than Microsoft's NetWare?
a. Novell's client includes a genuine version of the IPX protocols.

b. Novell's client is faster than Microsoft's.

c. Novell's client is less expensive than Microsoft's.

d. Novell's client includes the NetWare Administrator application.
5. Which of the following Windows 2000 networking modules do you not install from the

Network And Dial-up Connections dialog box?

a. Services

b. Clients
c. Protocols
d

Network interface adapter drivers

34

Lesson 3: Directory Services

A diirectory serviceis a database of user accounts and other information that network administrators
use to control access to shared network resources. When users connect to a network, they have to be
authenticated before they can access network resources. Authentication is the process of checking
the user's credentials (usually a user name and a password) against the directory. Users that supply
the proper credentials are permitted access according to the permissions specified by the network
administrator.

As explained in Lesson 1: Network Communications, in Chapter 1, "Networking Basics," on a peer-

to-peer network, each computer maintains its own user accounts and security settings, while

client/server networks rely on a centralized security database or directory service. Directory services
range from simple flat file databases containing a list of accounts to complex hierarchical databases
that store information about a network's many different resources: hardware, software, and human.

Flat file directory services are suitable for relatively small installations, but for large enterprise
networks, they are difficult to maintain. For this reason, both Novell and Microsoft have developed
hierarchical directory services that can support networks of virtually any size, and that have the fault
tolerance and security capabilities needed for large installations.

After this lesson, you will be able to

o ldentify the directory services provided with the Windows NT Server, Windows 2000 Server,
and Novell NetWare operating systems
o Describe the difference between a flat file directory and a hierarchical directory
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o List the fault tolerance and security features of the major directory services

Estimated lesson time: 20 minutes

The NetWare Bindery

The bindery—included in all versions of NetWare up to and including 3.2—is a simple database that
contains a list of user and group accounts, information about those accounts, and little else. The
bindery even stretches the definition of a directory service, since it is not a centralized storehouse of
information for an entire network. Every NetWare bindery server maintains its own list of accounts,
which it uses to authenticate users trying to access its resources. If network users need to access files
or printers on more than one NetWare server, they must have an account on each server, and each
server performs its own user authentication.

In the early days of NetWare, LANs were relatively small and users generally required access to
only one or two servers, so the bindery was all they needed. In fact, there is still a substantial user
base of NetWare shops that don't feel the need for an enterprise directory service like NDS, which is
why there is a bindery-based version of NetWare (version 3.2) still on the market, years after the

release of the newer NDS versions.

Novell Directory Services

NetWare 4.0, released in 1993, was the first version to include NDS, which at that time stood for
NetWare Directory Services, but is now Novell Directory Services. NDS was the first hierarchical
directory service to be a commercial success, and in the years since its initial release, it has matured
into a robust enterprise network solution.

A hierarchical directory service is composed of objects, which are arranged in tree-like structure,

much like a directory tree (see Figure 4.7). There are two basic kinds of objects, called containers
and leaves. Containers are the equivalent of directories in a file system; they hold other objects.
Leaves represent network resources, such as users, groups, computers, and applications. All objects
are composed of attributes (which NDS calls properties), the nature of which depend on the object's
type. For example, the properties of a user object can specify the user's name, password, telephone

number, e-mail address, and other pertinent information.

L]

Figure 4.7 NDS and other hierarchical directory services consist of objects arranged in a tree
Structure.
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NOTE

The basic components of the hierarchical directory services in NetWare and Windows 2000, such as
the use of objects and attributes, containers and leaves, and the tree structure, are derived from the
X.500 directory service standard, which was developed by the International Telecommunications
Union (ITU) and the International Organization for Standardization (1SO). X.500 is not a
commercial directory services product. Rather, it is a model for a global directory that is designed to
enable users to search for people and objects by providing an object naming standard and a
hierarchical tree structure.

The types of objects that you can create in the NDS tree, and the properties of those object types are
determined by the directory schema. Network applications can modify the schema to create their
own specialized object types or to add new properties to existing object types. This makes the
directory service a flexible tool for application developers. For example, a network backup program
can create an object type used to represent a job queue, which contains backup jobs waiting to be
executed.

Deploying the directory service is a matter of designing and building an NDS tree, which involves
the creation of a hierarchy of containers into which administrators put the various leaf objects. The
tree design can be based on the geographical layout of the network, with containers representing
buildings, floors, and rooms, or it can be based on the structure of the organization using the
network, with containers representing divisions, departments, and workgroups. An NDS tree can also
use a combination of the two, or any other organizational paradigm the administrator chooses. The
important part of the design process is grouping together users with similar network access
requirements, to simplify the process of assigning them permissions. Like a file system, permissions
flow down through the NDS tree and are inherited by the objects beneath. Granting a container
object permission to access a particular resource means that all of the objects in that container
receive the same permission.

Unlike the NetWare bindery, which is server-specific, there is usually only one NDS database for the
entire network. When a user logs in, he or she logs into NDS, not into a specific server, and one
authentication can grant the user access to resources located anywhere on the network. This means
that administrators need only create and maintain one account for each user, instead of one for each
server the user accesses, as in bindery-based NetWare.

Because the entire NetWare network relies on NDS, the directory is designed with features that
ensure its availability at all times. You can split the NDS database into partitions, which are stored
on different servers, to make it easy for a user to log in using a nearby server. In addition, you can
create replicas of the partitions, and store those on different servers as well. This way, if a server
containing all or part of the NDS tree should fail, users can still access the directory from another
server.

Windows NT Domains

Windows NT uses a directory service that is more capable and more complex than the NetWare
bindery, but is still not suitable for a large enterprise network. Windows NT networks are organized
into domains, which contain accounts that represent the users, groups, and computers on the
network. A domain is a flat file database like a bindery, but it is not server-specific. The domain
directory is stored on Windows NT servers that have been designated as domain controllers during
the operating system installation.

WARNING

A Windows NT domain is not the same as an Internet domain, such as those used by the DNS.
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Windows NT domains are named using a single word, while DNS domains have names that are at
least two words long and are separated by periods (such as microsoft.com). Be sure not to confuse
the two.

A server can be a Primary Domain Controller (PDC) or a Backup Domain Controller (BDC). Most
domains have at least two domain controllers, for fault tolerance purposes. Each domain has one
PDC, which contains the main copy of the domain directory, and can have any number of BDCs,
each of which contains a replica of the domain. Whenever network administrators modify the
directory by adding, deleting, or modifying accounts, they are making changes to the files on the
PDC, which holds the master copy of the data. At periodic intervals, the PDC replicates the directory
database to the BDCs (as shown in Figure 4.8), which keeps them updated with the latest
information. This process is called s/ingle master replication.

NOTE

You can only designate a Windows NT server as a domain controller during the installation of the
operating system. Once Windows NT is installed, you can promote a BDC to a PDC or demote a
PDC to a BDC, but you can't convert a regular server into a domain controller, nor can you convert a
domain controller into a regular server.

It's common for larger Windows NT networks to have multiple domains, and the domains can
communicate with each other. To have this happen, administrators must create trust relationships
between the domains, using a utility called the Server Manager. Trust relationships operate in one
direction only. If Domain A trusts Domain B, users from Domain B can access resources in Domain
A (assuming they have the appropriate permissions). In order for Domain A users to access Domain
B resources, an administrator must create a trust running in that direction.

ff’

Figure 4.8 Single master replication: Windows NT domain controllers keep their information
upaated by replicating in one direction, from the PDC to the BDCs.
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Because you have to create trust relationships manually, managing a large enterprise Windows NT
network with many domains can be labor intensive. Users that have to access resources in multiple
domains must have a separate account in each domain, just as users of bindery-based NetWare need
a separate account on each server.

Run the c04dem01, c04dem02, c04dem03, c04dem04, and c04demO5 videos located in the Demos
folder on the CD-ROM accompanying this book for a demonstration of Windows NT domains.

Active Directory

After many years of anticipation, Microsoft introduced an enterprise directory service in the
Windows 2000 Server product line, called Active Directory. This directory service is similar in
structure to NDS, in that it uses a hierarchical tree design comprised of container and leaf objects.
The fundamental unit of organization in Active Directory directory service is still the domain, but
now you can group domains together into a #ree, and even group multiple trees together into a forest.
Domains that are in the same tree automatically have bidirectional trust relationships established
between them, which eliminates the need for administrators to create them manually. The trust
relationships are also transitive, meaning that if Domain A trusts Domain B and Domain B trusts
Domain C, then Domain A trusts Domain C.

In Windows NT, the domain structure is completely separate from the concept of DNS domains, but
in Active Directory architecture, the two are more similar. Domains in the same tree are named using
multiword domain names (as in DNS), which reflect the tree structure of the directory. If the root
domain in a tree is called abccorp.com, the other domains beneath the root would have names like
sales.abccorp.com and engineering.abccorp.com.

Active Directory architecture still uses domain controllers like Windows NT, but you have a great
deal more flexibility in their configuration. In Windows 2000, you can promote any server to a
domain controller at any time or demote it back to a standard server, using a Windows wizard. In
addition, there are no more PDCs and BDCs; all domain controllers on an Active Directory network
function as peers. Administrators can make changes to the Active Directory data on any domain
controller, and the servers propagate those changes to the other domain controllers throughout the
network, as shown in Figure 4.9. This is called multiple master replication.

With these features, Active Directory can support networks of virtually any size, including corporate
networks with sites located anywhere in the world. You can configure the replication of data
between domain controllers to occur only at specific times (in order to minimize the traffic on
expensive WAN links), create a directory hierarchy that reflects the locations of the branch offices,
and even create links between separate trees or forests built by different companies, in the event of a
merger.
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Figure 4.9 Active Directory architecture uses multiple master replication to keep all its domain
controllers updated.

Exercise 4.3: Directory Service Concepts

T
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1. Which directory service requires users to have a separate account for each server?
a. Windows NT Domains
b. Active Directory
c. NetWare bindery
d. Novell Directory Services
2. What provides communication between Windows NT domains?
a. Trust relationships
b. Single master replication
c. Multiple master replication
d. Partitioning
3. On an Active Directory network, a tree is composed of multiples of what?

a. Servers
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b. Partitions
c. Forests
d. Domains
4. The types of objects you can create in an NDS tree are determined by what?
a. Number of partitions
b. Directory schema
c. Number of containers
d. X.500 directory service

5. Which of the following terms does not describe the trust relationships between Active
Directory domains in the same tree?
a. Transitive
b. Bi-directional
c. Automatic
d

. Single master

34

Chapter Summary

The key points covered in this chapter are as follows.
Network Operating Systems

e The Windows NT, Windows 2000, and UNIX operating systems all include both server and
client functionality.

e NTFS is a file system that enables network administrators to control access to shared files and
folders.

¢ Many of the Windows NT and Windows 2000 networking functions are performed by
services.

o Novell NetWare is strictly a client/server network operating system.

o Early versions of NetWare used a bindery to store user accounts, while later versions use
Novell Directory Services.
¢ UNIX is available in many different versions produced by different companies.

o UNIX systems excel in running network applications; NetWare's strength is file and print
services; Windows NT and Windows 2000 can fulfill both roles.

Network Clients
¢ The Windows networking stack consists of components called clients, protocols, network

interface adapter drivers, and services.
e You install most of the Windows 2000 networking components from the Network And Dial-
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up Connections dialog box.
o Most Windows versions include a client for NetWare networks created by Microsoft, but you
can also use a client supplied by Novell.

Directory Services

e The NetWare bindery is a simple list of user and group accounts maintained on each server.
o NDS was the first hierarchical directory service to achieve commercial success.

o Windows NT stores user account information in domains that are stored on servers called
domain controllers.

o Active Directory directory service expands on the domain concept by adding administrative
units called trees and forests.

o Directory services such as Active Directory and NDS provide fault tolerance by replicating
their information to multiple servers.

34

Chapter Review

1. Which of the following ITU standards is the basis for NDS and Active Directory?
a. X.25
b. X.400
c. X.500
d. X5
2. Which types of network clients are included in Windows 2000 Professional?
a. Client Service for NetWare
b. Gateway Service for NetWare
c. Client for Microsoft Networks
d. Client Service for UNIX

3. What is the Windows NT and Windows 2000 file system called that enables administrators to
assign permissions to individual files?
a. Active Directory

b. NDS
c. FAT
d. NTFS

4. Which of the following services on a Windows NT or Windows 2000 network is responsible
for configuring TCP/IP clients?
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a. DNS
b. WINS
c. IS

d. DHCP

Page 23 of 23

5. Which of the following network operating systems is generally considered to be the best

application server platform?
a. Windows NT

b. Windows 2000
c. Novell NetWare
d. UNIX

6. What is a program called that runs in the background on a UNIX system?

a. Aservice
b. A daemon
c. An application
d. Adomain

7. Which of the following directory services uses multiword names for its domains?

a. NetWare bindery

b. NDS

c. Windows NT Domains
d. Active Directory

8. What is splitting an NDS tree into pieces and storing those pieces on different servers called?

a. Replication

b. Partitioning

c. Establishing trust relationships
d. Creating a tree

9. What is the Windows NT and Windows 2000 service that maintains a list of shared resources

on the network called?
a. Server

b. Client
c. Computer Browser
d. Messenger
10. Which of the following is not a true statement?
a. Containers are composed of objects.
b. Trees are composed of domains.
c. Obijects are composed of attributes.
d

Forests are composed of trees.
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Chapter 5

Data-Link Layer Protocols

About This Chapter

The protocol operating at the data-link layer of the Open Systems Interconnection (OSI) reference
model describes the nature of the network medium and performs the final preparation of outgoing
data before it is transmitted. This protocol also receives incoming data, evaluates it, and, if
necessary, passes it on to the appropriate network layer protocol. This chapter examines the
protocols most commonly found at the data-link layer and how they affect the performance of the
network. These protocols are vital to any study of computer networking, as they determine how the
network is constructed and how computers actually transmit and receive data.

Before You Begin

This chapter requires a basic understanding of the OSI reference model, as described in Chapter 1,
"Networking Basics," as well as familiarity with the hardware components of the network as
examined in Chapter 2, "Network Hardware."

34

Lesson 1: Ethernet

Ethernet is the most popular local area network (LAN) protocol operating at the data-link layer, and
has been for decades. In most cases, when people talk about a LAN, they are referring to an Ethernet
LAN. The Ethernet protocol was developed in the 1970s and has since been upgraded repeatedly to
satisfy the changing requirements of networks and network users. Today's Ethernet networks run at
speeds of 10, 100, and 1,000 Mbps (1 Gbps), which enables them to fulfill roles ranging from home
and small business networks to high-capacity backbones.

After this lesson, you will be able to

o List the Ethernet physical layer standards
o Describe the functions of the Ethernet frame
e Understand the CSMA/CD MAC mechanism

Estimated lesson time: 50 minutes

Ethernet Standards

There have been two sets of Ethernet standards in place over the years. The first was the original
Ethernet protocol, as developed by Digital Equipment Corporation (DEC), Intel, and Xerox, and
which came to be known as DIX Ethernet. The DIX Ethernet standard was first published in 1980
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and defined a network running at 10 Mbps using RG8 coaxial cable in a bus topology. This standard
is known as thick Ethernet, Thicknet, or 10Base5. The DIX Ethernet Il standard, published in 1982,
added a second physical layer option to the protocol using RG58 coaxial cable. This standard is
called thin Ethernet, Thinnet, Cheapernet, or 10Base2.

Around the same time that these standards were published, an international standards-making body
called the Institute of Electrical and Electronic Engineers (IEEE) set about creating an international
standard defining this type of network, which would not be held in private hands as was the DIX
Ethernet standard. In 1980, the IEEE assembled what they called a working group with the
designation IEEE 802.3, which began the development of an Ethernet-like network standard. They
couldn't call their network Ethernet because Xerox had trademarked the name, but in 1985, they
published a document called the "IEEE 802.3 Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) Access Method and Physical Layer Specifications.” This document included
specifications of the same two coaxial cable options as DIX Ethernet and, after further development,
added a specification of the unshielded twisted pair (UTP) cable option known as 10BaseT.
Additional documents published by the IEEE 802.3 group in later years include IEEE 802.3u in
1995, which includes the 100 Mbps Fast Ethernet specifications, and IEEE 802.3z and IEEE
802.3ab, which are the 1,000 Mbps Gigabit Ethernet standards.

The IEEE 802.3 standard differs only slightly from the DIX Ethernet standard. The IEEE standard
contains additional physical layer options, as already noted, and some differences in the frame
format. Despite the continued use of the name Ethernet in the marketplace, however, the protocol
that networks use today is actually IEEE 802.3, because this version provides the additional physical
layer options and the Fast Ethernet and Gigabit Ethernet standards. Development of the DIX
Ethernet standards ceased after Ethernet 11, and when people use the term Ethernet today, it is
understood that they actually mean IEEE 802.3. The only element of the DIX Ethernet standard still
in common use is the Ethernet Il frame format, which contains the Ethertype field that is used to
identify the network layer protocol that generates the data in each packet.

Both the IEEE 802.3 and DIX Ethernet standards consist of the following three basic components:

o Physical layer specifications
e Frame format
e CSMA/CD media access control (MAC) mechanism

Physical Layer Specifications

The physical layer specifications included in the Ethernet standards describe the types of cables you
can use to build the network, define the topology, and provide other crucial guidelines such as the
maximum cable lengths and the number of repeaters you can use. The basic specifications for the
Ethernet physical layer guidelines are listed in Table 5.1. Observing these guidelines is an important
part of building a reliable Ethernet network, because they limit the effect of problems like
attenuation and crosstalk, which are common to all networks and can inhibit the functionality of the
CSMA/CD mechanism. The precise timing involved in Ethernet's collision detection mechanism
makes the length of the network cables and the number of repeaters used highly significant to the
network's smooth operation.

Table 5.1 Ethernet physical layer specifications

Maximum Segment
Length

10Base5 RG8 Coaxial Bus 10 Mbps 500 meters

Designation Cable Type Topology Speed
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10Base2 RG58 Coaxial Bus 10 Mbps 185 meters
10BaseT Category 3 UTP Star 10 Mbps 100 meters
FOIRL 62.5/125 Multimode Fiber Optic Star 10Mbps 1,000 meters
10BaseFL  62.5/125 Multimode Fiber Optic Star 10 Mbps 2,000 meters
10BaseFB  62.5/125 Multimode Fiber Optic Star 10 Mbps 2,000 meters
10BaseFP  62.5/125 Multimode Fiber Optic Star 10 Mbps 500 meters

100BaseTX Category 5 UTP Star 100 Mbps 100 meters
100BaseT4 Category 3 UTP Star 100 Mbps 100 meters
100BaseFX 62.5/125 Multimode Fiber Optic Star 100 Mbps 412 meters
1000BaseL.X 9/125 Singlemode Fiber Optic Star b%%g 5,000 meters
50/125 or 62.5/ 125 Multimode Fiber 1,000
1000BaseL X Optic Star Mbps 550 meters
1000BaseSX 50/125 Multimode Fiber Optic (400 Star 1,000 500 meters
MHZz) Mbps
50/125 Multimode Fiber Optic (500 1,000
1000BaseSX MHz) Star Mbps 550 meters
62.5/125 Multimode Fiber Optic (160 1,000
1000BaseSX MHz) Star Mbps 220 meters
62.5/125 Multimode Fiber Optic (200 1,000
1000BaseSX MHz) Star Mbps 275 meters
1000BaselH 9/125 Singlemode Fiber Optic Star m%g 10 km
1000BaseZX 9/125 Singlemode Fiber Optic Star b%%g 100 km
1000BaseCX 150-ohm Shielded Copper Cable Star h%%cs) 25 meters
1,000
1000BaseT Category 5 (or 5E) UTP Star Mbps 100 meters
NOTE

For more information about the actual cables used to build Ethernet networks, see Lesson
1: Network Cables, in Chapter 2, "Network Hardware."

Coaxial Ethernet

The coaxial Ethernet standards (10Base5 and 10Base?2) are the only standards that call for a bus
topology. The maximum segment length indicates the length of the entire bus, from one terminator
to the other, with all of the computers in between, as shown in Figure 5.1. A cable segment that
connects more than two computers is called a mixing segment. The coaxial standards are no longer
in use today, except on a few older networks, because they are more difficult to install and maintain
than UTP and because they are limited to a maximum speed of 10 Mbps.

Mrinyg Seament

Figure 5.1 Ethernet's coaxial cable specifications use a mixing segment to connect multiple
computers to the network.
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UTP Ethernet

All of the other Ethernet physical layer specifications use the star topology, in which a separate cable
segment connects each computer to a hub. A cable segment that connects only two devices is called
a link segment. Unshielded twisted pair (UTP) is the most popular type of cable used on Ethernet
networks today, because it is easy to install and it is upgradeable from 10 Mbps to 100 or even 1,000
Mbps. 10BaseT Ethernet uses link segments up to 100 meters long to connect computers to a
repeating hub, which enables the incoming signals to go out to a computer another 100 meters away,
as shown in Figure 5.2. 10BaseT uses only two of the four wire pairs in the cable, one pair for
transmitting data and one pair for receiving it.

WARNING

Even though there are two pairs of wires left unused on many UTP networks, do not be tempted to
run voice telephone or other signals over those other two pairs while the network is in use. This
practice can lead to excessive amounts of signal interference due to crosstalk between the wires.

Link Sagmint Hubs
[ 100 mekers)

Figure 5.2 UTP cables can connect Ethernet systems to a hub 100 meters away, and the hub repeats
the signal to another hub or computer.

The Fast Ethernet standard (IEEE 802.3u) includes two UTP cable specifications, both of which
retain the 100-meter maximum segment length. 100BaseTX does this by requiring a higher grade of
cable, Category 5, which provides better signal transmission capabilities. 100BaseT4, however,
provides the increased speed using the same Category 3 cable as older Ethernet and telephone
networks. The difference between the two is that 100BaseTX uses only two pairs of wires, just like
10BaseT, while 100BaseT4 uses all four wire pairs. In addition to the transmit and receive pairs,
100BaseT4 uses the other two pairs for bi-directional communications.

Most of the physical layer specifications for Gigabit Ethernet use fiber optic cable, but there is one
UTP option, defined in a separate document called IEEE 802.3ab, that does not. The 1000BaseT
standard, designed specifically as an upgrade for existing UTP networks with 100-meter cable
segments, calls for Category 5 cable, but is better serviced by the higher performance cables now
being marketed as Enhanced Category 5 or Category 5E. The Category 5E cable rating has been
officially ratified by the Electronics Industry Association and Telecommunications Industry
Association (EIA/TIA). It doubles the bandwidth provided by Category 5 cable and is much less
prone to signal interference resulting from crosstalk. 1000BaseT achieves its great speed by using all
four wire pairs like 100BaseT4, and by using a different signaling scheme called Pulse Amplitude
Modulation-5 (PAM-5).

Fiber Optic Ethernet

The use of fiber optic cable has been an Ethernet physical layer option since its early days. The Fiber
Optic Inter-Repeater Link (FOIRL) was part of the DIX Ethernet 11 standard, and the IEEE 802.3
standards later included the 10BaseFL, 10BaseFB, and 10BaseFP specifications, which were
intended for various types of networks. None of these fiber solutions were extremely popular,
because running a fiber optic network at 10 Mbps is a terrible waste of potential. Fiber Distributed
Data Interface (which is not a form of Ethernet), running at 100 Mbps, soon became the fiber optic
backbone protocol of choice. Later, Fast Ethernet arrived with its own 100 Mbps fiber optic option,
100BaseFX. 100BaseFX uses the same hardware as 10BaseFL, but limits the length of a cable
segment to 412 meters.
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Gigabit Ethernet is the newest form of Ethernet, and raises the network transmission speed to 1,000
Mbps. Gigabit Ethernet relies heavily on fiber optic cabling, and provides a variety of physical layer
options using different types of cable to achieve different segment lengths. Singlemode fiber cable is
designed to span extremely long distances, which makes Gigabit Ethernet suitable for connecting
distant networks or large campus backbones.

Cabling Guidelines

Repeating is an essential part of most Ethernet networks, and the standards include rules regarding
the number of repeaters that you can use on a single LAN. For the original 10 Mbps Ethernet, the use
of repeaters is governed by the 5-4-3 rule, which states that you can have up to five cable segments,
connected by four repeaters, with no more than three of these segments being mixing segments. In
the days of coaxial cable networks, this meant that you could have up to three mixing segments of
500 or 185 meters each (for 10Base5 and 10Base2, respectively) populated with multiple computers
and connected by two repeaters. You could also add two additional repeaters to extend the network
with another two cable segments of 500 or 185 meters each, as long as these were link segments
connected directly to the next repeater in line, with no intervening computers, as shown in Figure
5.3. A 10Base2 network could therefore span up to 925 meters and a 10Base5 network up to 2,500
meters.

NOTE

For information about repeaters and their functions, see Lesson 3: Network Hubs, in Chapter 2,
"Network Hardware."
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Figure 5.3 Coaxial Ethernet networks consist of up to three mixing segments and two link
segments,which are all connected by repeaters.

On networks using the star topology, all of the segments are link segments, so this means that you
can connect up to four repeating hubs together using their uplink ports and still adhere to the 5-4-3
rule (see Figure 5.4). As long as the traffic between the two most distant computers doesn't pass
through more than four hubs, the network is configured properly. Because the hubs function as
repeaters, each 10BaseT cable segment can be up to 100 meters long, for a maximum network span
of 500 meters.
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Figure 5.4 10BaseT Ethernet networks can have up to four repeating hubs connected together.

Because Fast Ethernet networks run at higher speeds, they can't support as many hubs as 10 Mbps
Ethernet. The Fast Ethernet standard defines two types of hubs, Class I and Class Il, which must be
marked with the appropriate Roman numeral in a circle. Class I hubs connect Fast Ethernet cable
segments of different types, such as 100BaseTX to 100BaseT4 or UTP to fiber optic, while Class 11
hubs connect segments of the same type. You can have as many as two Class Il hubs on a network,
with a total cable length (for all three segments) of 205 meters when using UTP cable and 228
meters using fiber optic. Since Class | hubs must perform an additional signal translation, which
slows down the transmission process, you can have only one hub on the network, with maximum
cable lengths of 200 and 272 meters for UTP and fiber optic, respectively.

NOTE

The hub configuration rules for standard and Fast Ethernet given here are general guidelines that in
most cases result in a network that functions properly. A certain amount of leeway in real world
configuration practices is understood to exist. For example, if all of your cable segments in a
10BaseT network are substantially shorter than 100 meters (and they usually are), you can probably
get away with adding a fifth hub. To ensure that your network conforms to the specifications, it is
possible to achieve greater accuracy by calculating the precise round-trip delay time for your
network. The round-trip delay time is the time it takes for a packet to travel between the two most
distant systems on the network, and you calculate it by using specific values for each meter of cable
and each type of hub.

The Ethernet Frame

One of the primary functions of the Ethernet protocol is to encapsulate the data it receives from the
network layer protocol in a frame, in preparation for its transmission across the network. The frame
consists of a header and a footer that are divided into fields containing specific information needed to
get each packet to its destination. The format of the Ethernet frame is shown in Figure 5.5.
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Freamble

=tart of Frame Delimiter

Destination Address

Source Address

Ethertypellength

Data and Pad

Frame Check Sequence

Figure 5.5 The Ethernet/IEEE 802.3 frame

The functions of the fields are as follows:

Preamble (7 bytes) This field contains 7 bytes of alternating Os and 1s, which the
communicating systems use to synchronize their clock signals.
Start of Frame Delimiter (1 byte) This field contains 6 bits of alternating Os and 1s, followed

by two consecutive 1s, which is a signal to the receiver that the transmission of the actual
frame is about to begin.

Destination Address (6 bytes) This field contains the 6-byte hexadecimal address of the
network interface adapter on the local network to which the packet will be transmitted.
Source Address (6 bytes) This field contains the 6-byte hexadecimal address of the network
interface adapter in the system generating the packet.

Ethertype/Length (2 bytes) In the DIX Ethernet frame, this field contains a code identifying

the network layer protocol for which the data in the packet is intended. In the IEEE 802.3
frame, this field specifies the length of the data field (excluding the pad).

Data and Pad (46 to 1,500 bytes) This field contains the data received from the network layer

protocol on the transmitting system, which will be sent to the same protocol on the destination
system. Ethernet frames (including the header and footer, except for the Preamble and Start of
Frame Delimiter) must be at least 64 bytes long, so if the data received from the network layer
protocol is less than 46 bytes, the system adds padding bytes to bring it up to its minimum
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length.
o Frame Check Sequence (4 bytes) The frame's footer is a single field that comes after the

network layer protocol data and which contains a 4-byte checksum value for the entire packet.
The sending computer computes this value and places it into the field. The receiving system
performs the same computation and compares it to the field to verify that the packet was
transmitted without error.

Ethernet Addressing

The Destination Address and Source Address fields use the 6-byte hardware addresses coded into
network interface adapters to identify systems on the network. Every network interface adapter has a
unique hardware address (also called a MAC address), which consists of a 3-byte value called an
organizationally unique identifier (OUI), which is assigned to the adapter's manufacturer by the
IEEE, plus another 3-byte value assigned by the manufacturer itself.

Ethernet, like all data-link layer protocols, is concerned only with transmitting packets to another
system on the local network. If the packet's final destination is another system on the LAN, the
Destination Address field contains the address of that system's network adapter. If the packet is
destined for a system on another network, the Destination Address field contains the address of a
router on the local network that provides access to the destination network. It is then up to the
network layer protocol to supply a different kind of address (such as an Internet Protocol [IP]
address) for the system that is the packet's ultimate destination.

Ethertypes

The 2-byte field after the Source Address field is the primary difference between the DIX Ethernet
and IEEE 802.3 standards. For any network that uses multiple protocols at the network layer, it is
essential for the Ethernet frame to somehow identify which network layer protocol has generated the
data in a particular packet. The DIX Ethernet frame does this very simply by specifying an Ethertype
in this field, using values like those shown in Table 5.2. The IEEE 802.3 standard uses this field to
specify the length of the data field.

Table 5.2 Common Ethertype values, in hexadecimal

Network Layer Protocol Ethertype
Internet Protocol (IP) 0800
X.25 0805
Address Resolution Protocol (ARP) 0806
Reverse ARP 8035
AppleTalk on Ethernet 809B
NetWare IPX 8137

The IEEE 802.3 takes a different approach. In this frame, the field after the Source Address specifies
the length of the data in the packet. How then does the frame identify the network layer protocol?
The answer is by using an additional frame component called Logical Link Control (LLC). The
IEEE's 802 working group is not devoted solely to the development of Ethernet-like protocols. In
fact, there are other protocols that fit into the IEEE 802 architecture, the most prominent of which
(aside from IEEE 802.3) is IEEE 802.5, which is a Token Ring-like protocol. To make the IEEE 802

architecture adaptable to these various protocols, the data-link layer is split into two sublayers, as
shown in Figure 5.6.
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Figure 5.6 The IEEE 802 protocols split the data-link layer into two sublayers, the MAC layer and
the LLC layer.

The MAC sublayer is the part that contains the elements particular to the IEEE 802.3 specification,
such as the Ethernet physical layer options, the frame, and the CSMA/CD MAC mechanism. The
functions of the LLC sublayer are defined in a separate document, published as IEEE 802.2. This
same LLC sublayer is also used with the MAC sublayers of other IEEE 802 protocols, such as 802.5.

The LLC standard defines an additional 3-byte or 4-byte subheader that is carried within the Data

field, which contains Service Access Points (SAPs) for the source and destination systems. These
SAPs identify locations in memory where the source and destination systems store the packet data.
To provide the same function as the Ethertype field, the LLC subheader can use a SAP value of 170,
which indicates that the Data field also contains a second subheader called the Subnetwork Access

Protocol (SNAP). The SNAP subheader is 5 bytes long and contains a 2-byte Local Code that
performs the same function as the Ethertype field in the Ethernet 11 header.

It is typical for computers on a Transmission Control Protocol/Internet Protocol (TCP/IP) network to
use the Ethernet 11 frame, because the Ethertype field performs the same function as the LLC and
SNAP subheaders, and saves 8 to 9 bytes per packet. Windows servers and clients automatically
negotiate a common frame type when communicating, and when you install a NetWare server, you
can select the frame type you want to use. There are two crucial factors to be aware of when it comes
to Ethernet frame types. The first is that computers must use the same frame type in order to
communicate. The second is that if you are using multiple network layer protocols on your network,
such as TCP/IP for Windows networking and Internetwork Packet Exchange (IPX) for NetWare, you
must use a frame type that contains an Ethertype or its functional equivalent, such as Ethernet Il or
Ethernet SNAP.

CSMA/CD

The MAC mechanism is the single most defining element of the Ethernet standard. A protocol that is
very similar to Ethernet in other ways, such as 100VG AnyLAN, is placed in a separate category
because it uses a different MAC mechanism. Carrier Sense Multiple Access with Collision Detection
may be a confusing name, but the basic concept is simple. It's only when you get into the details that
things become complicated.

Run the c05dem01 and c05dem02 videos located in the Demos folder on the CD-ROM
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accompanying this book for a demonstration of 100VG AnyLAN's demand priority mechanism.

When an Ethernet system has data to transmit, it first listens to the network to see if it is in use by
another system. This is the carrier sense phase. If the network is busy, the system does nothing for a
given period and then checks again. If the network is free, the system transmits the data packet. This
is the multiple access phase, because all of the systems on the network are contending for access to
the same network medium.

Run the c05dem03 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of the carrier sense and multiple access phases.

Even though an initial check is performed during the carrier sense phase, it is still possible for two
systems on the network to transmit at the same time, causing a colfision. For example, when a
system performs the carrier sense, another computer may have already begun transmitting, but its
signal has not yet reached the sensing system. The second computer then transmits and the two
packets collide somewhere on the cable. When a collision occurs, both packets are discarded and the
systems must retransmit them. These collisions are a normal and expected part of Ethernet
networking, and they are not a problem unless there are too many of them or the computers are
unable to detect them.

Run the c05dem04 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of a collision.

NOTE

Although the term collisionis commonly used, the IEEE 802.3 standard refers to the condition as a
signal guality error (SQE). This is a common practice for these standards, which often use
convoluted terminology when a simple phrase will do.

What Is 100VG AnyLAN?

100VG AnyLAN is a data-link layer protocol that was developed by Hewlett Packard and AT&T in
the early 1990s as a rival to the emerging Fast Ethernet standard. Like Fast Ethernet, 100VG
AnyLAN runs at 100 Mbps over UTP cable. When using Category 3 cable, the maximum segment
length is 100 meters, but Category 5 cable extends the maximum length to 200 meters. The protocol
uses all four pairs of wires in the cable (like 100BaseT4), with a technique called guartet signaling.
The primary element that differentiates 100VG AnyLAN from Ethernet is demand priority, a new
MAC mechanism in which the hub determines which system on the network can transmit at any
given time. 100VG AnyLAN never achieved the popularity that Fast Ethernet did, and today it
remains a marginal technology with few advocates.

The collision detection phase of the transmission process is the most important part of the operation.
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If the systems can't tell when their packets collide, corrupted data may reach the destination system
and be treated as valid data. Ethernet networks are designed so that packets are large enough to fill
the entire network cable with signals before the last bit leaves the transmitting computer. This is why
Ethernet packets must be at least 64 bytes long, why systems pad out short packets to 64 bytes before
transmission, and why the Ethernet physical layer guidelines impose strict limitations on the lengths
of cable segments.

As long as a computer is still in the process of transmitting, it is capable of detecting a collision on
the network. On a UTP or fiber optic network, a system assumes that a collision has occurred if it
detects signals on both its transmit and receive wires at the same time. On a coaxial network, a
voltage spike indicates the occurrence of a collision. If the network cable is too long or if the packet
is too short, a system might finish transmitting before the collision occurs.

WARNING

It is conceivable that collisions might occur after the last bit of data has left the transmitting system.
This is called a /ate collision, and it is not a normal occurrence. Late collisions are an indication of a
serious problem, such as a malfunctioning NIC, and must be corrected as soon as possible.

When a system detects a collision, it immediately stops transmitting data and starts sending a jam
pattern instead. The jam pattern serves as a signal to every system on the network that a collision has
taken place, that it should discard any partial packets it may have received, and that it should not
attempt to transmit any data until the network has cleared. After transmitting the jam pattern, the
system waits a specific period of time before attempting to transmit again. This is called the backoff
period, and both of the systems involved in a collision compute the length of their own backoff
periods using a randomized algorithm called truncated binary exponential backoff. They do this to
try to avoid causing another collision by backing off for the same period of time.

Because of the way that CSMA/CD works, the more systems you have on a network or the more
data the systems transmit over the network, the more collisions there are. Collisions are a normal part
of Ethernet operation, but they still cause delays, because systems have to retransmit packets. When
the number of collisions is nominal, the delays aren't noticeable, but when network traffic increases,
the number of collisions increases, and the accumulated delays can begin to have a palpable effect on
network performance. For this reason, it is not a good idea to run an Ethernet network at high traffic
levels. You can reduce the traffic on the network by installing a bridge or switch, or by splitting it
into two LANSs and connecting the LANs with a router.

Using CSMA/CD may seem to be an inefficient way of controlling access to the network medium,
but the process by which the systems contend for access to the network and recover from collision

occurs many times a second, so rapidly that the delays caused by a moderate number of collisions are
negligible.

Run the c05demO5 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of how Ethernet systems contend for access to the network.

Exercise 5.1: CSMA/CD Procedures
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Place the following steps of the CSMA/CD transmission process in the proper order.

System begins transmitting data.

System retransmits data.

System detects incoming signal on receive wires.
System backs off.

System listens to the network.

System stops transmitting data.

System transmits jam pattern.

L N o 0o~ w e

System detects no network traffic.

34

Lesson 2: Token Ring

Token Ring is a protocol that contains the same basic elements as Ethernet: physical layer options, a
frame format, and a MAC mechanism. However, it approaches the tasks of transmitting and
receiving data on a shared network medium in a completely different manner. Token Ring was
originally designed by IBM, but since it was standardized in the IEEE 802.5 document, there are
many manufacturers now producing Token Ring hardware. Token Ring networks were originally
designed to run at 4 Mbps, but later implementations increased the speed to 16 Mbps, which is faster
than standard Ethernet, but nowhere near the 100 Mbps speed of Fast Ethernet. However, it's
important to note that Token Ring networks experience no collisions (under normal circumstances)
like Ethernet, which improves the network's overall efficiency.

After this lesson, you will be able to

o List the physical layer options for Token Ring networks
o Diagram the Token Ring frames
o Understand the token-passing MAC mechanism

Estimated lesson time: 30 minutes

Token Ring is far less commonly used than Ethernet, and one of the major reasons is the price of
Token Ring hardware, which is substantially higher than that of Ethernet. You can build a simple
Ethernet network by purchasing NICs for as little as $20 and a hub for less than $75. Token Ring
multistation access units (MAUS) are considerably more complex than Ethernet hubs, however, and
start at around $250, while Token Ring NICs generally run $120 and more.
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Physical Layer Specifications

As described in Lesson 1: Network Cables, in Chapter 2, "Network Hardware," Token Ring
networks use a ring topology, which is implemented logically inside the MAU, the Token Ring
equivalent of a hub. The network cables take the form of a star topology, but the MAU forwards
incoming data to the next port only, not to all of the ports at the same time as in an Ethernet hub.
This topology enables data packets to travel around the network from one workstation to the next,
until they arrive back at the system that originally generated them.

Token Ring networks still use a shared medium, however, meaning that every packet is circulated to
every computer on the network. When a system receives a packet from the MAU, it reads the
destination address from the Token Ring header to determine if it should pass the packet up through
that computer's networking stack, but no matter what the address, the system returns the packet to
the MAU, so that it can be forwarded to the next computer on the ring.

The physical layer specifications for Token Ring networks are not as numerous as are those for
Ethernet, and they are not as precisely standardized. The IEEE 802.5 document contains no physical
layer specifications at all. Cabling guidelines are derived from practices established by IBM and may
very well differ when you are working with products made by other manufacturers.

Originally, the medium for Token Ring networks was a cable known as IBM Type 1, also called the
IBM Cabling System. Type 1 is a heavy, shielded cable that is sold in various lengths, generally with
connectors attached. The connector at the MAU end of the cable is a large, proprietary jack called an
IBM Data Connector (IDC) or a Universal Data Connector (UDC), as shown in Figure 5.7. The
NICs in the computers use standard DB9 connectors. Cables with one IDC and one DB9 connector,
which are used to connect a computer to a MAU, are called a /obe cable. Cables with IDC
connectors at both ends, used for connecting MAUSs together, are called patch cables.

Male DB
Figure 5.7 A Type 1 cable with an IBM Data Connector attached

Type 1 cable is thick, relatively inflexible, and difficult to install in walls and ceilings because of its
large, pre-attached connectors. Type 1 MAUSs also require a special IDC "key," which is a separate
device that you plug into each MAU port and remove to initialize the port before connecting it to a
lobe cable. Today, most Token Ring networks use Category 5 UTP cable with standard RJ45
connectors at both ends, which is known in the Token Ring world as Type 3 cabling. Type 3
networks use the same connectors for both computers and MAUS, so only one type of cable is
needed. In addition, it's possible to install the network inside walls and ceilings using bulk cable and
attach the connectors afterward. Type 3 MAUSs also don't require a separate key, as the ports are self-
initializing.

The only advantages of Type 1 networks over Type 3 is that they can span longer distances and
connect more workstations. A Type 1 lobe cable can be up to 300 meters long, while Type 3 cables
are limited to 150 meters. Type 1 networks can have up to 260 connected workstations, while Type 3
networks can have only 72.

Token Passing
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The MAC mechanism of a Token Ring LAN, called token passing, is the single most defining
element of the network, just as CSMA/CD is for Ethernet. Token passing is an inherently more
efficient MAC mechanism than CSMA/CD, because it provides each system on the network with an
equal opportunity to transmit its data without generating any collisions and without diminished
performance at high traffic levels. Other data-link layer protocols, like Fiber Distributed Data
Interface (FDDI), also use token passing as their MAC mechanism.

Token passing works by circulating a special packet called a foken around the network. The token is
only 3 bytes long and contains no useful data. Its only purpose is to designate which system on the
network is allowed to transmit its data. In their idle state, computers on a Token Ring network are in
what is known as repeat mode. While in this state, the computer systems receive packets from the
network and immediately forward them back to the MAU for transmission to the next port. If a
system doesn't return the packet, the ring is effectively broken and network communication ceases.
After a designated system (called the active monitor) generates it, the token circulates around the
ring from system to system. When a computer has data to transmit, it must wait for the token to
arrive before it can send its data. No system can transmit without being in possession of the token,
and since there is only one token, only one system on the network can transmit at any one time. This
means that there can be no collisions on a Token Ring network unless something is seriously wrong.

Run the c05dem06 video located in the Demos folder on the CD-ROM accompanying this book for
a demonstration of how token passing works.

When a system takes possession of the token, it changes the value of one bit (called the monitor
setting bif) and forwards the packet back to the MAU for transmission to the next system on the ring.
At this point, the system enters fransmit mode. The new value of the monitor setting bit informs the
other systems that the network is in use and that they can't take possession of the token themselves.
Immediately after the system transmits the "network busy" token, it transmits its data packet.

As with the token frame transmitted immediately before it, the MAU forwards the data packet to
each computer on the ring in turn. Eventually, the packet arrives back at the computer that generated
it. At the same time that the sending computer goes into transmit mode, its receive-wire pair goes
into strjpping mode. When the data packet traverses the entire ring and returns to its source, it is the
responsibility of the sending computer that generated the packet to strip it from the network. This
prevents the packet from circulating endlessly around the ring.

Run the c05dem07, c05dem08, c05dem09, and c05dem10 videos located in the Demos folder on
the CD-ROM accompanying this book for a step-by-step illustration of the path that packets take on
a Token Ring network.

The original Token Ring network design calls for the system transmitting its data packet to wait for
the last bit of data to arrive back at its source before it modifies the monitor setting bit in the token
frame back to its original value and then transmits it. Today, most 16 Mbps Token Ring networks
have a feature called early token release, which enables them to transmit the "network free" token
immediately after the data packet. This way, another system on the network can receive a data
packet, take possession of the token, and begin transmitting its own data frame before all of the data
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from the first packet has returned to its source. There are parts of two data frames on the network at
the same time, but there is never more than one "network free™ token.

Token Ring Frames

Unlike Ethernet, which uses one frame format for all communications, Token Ring uses four
different frames: the data frame, the token frame, the command frame, and the abort delimiter frame.
The largest and most complex of the Token Ring frames is the data frame, shown in Figure 5.8. This
is the frame that is most comparable to the Ethernet frame, because it encapsulates the data received
from the network layer protocol using a header and a footer. The other three frames are strictly for
control functions, such as ring maintenance and error notification.

Stan Delimiter
Access Control

Frame Contraol

Destination Addross

Source Address

Infarmation

Frame Check Bequence

End Delimiter
Frame Status

Figure 5.8 The Token Ring data frame

The functions of the fields in the data frame are as follows:

o Start Delimiter (1 byte) This field contains a bit pattern that signals the beginning of the
frame to the receiving system.
o Access Control (1 byte) This field contains bits that can be used to prioritize Token Ring

transmissions, enabling certain systems to have priority access to the token frame and the
network.

o Frame Control (1 byte) This field contains bits that specify whether the frame is a data or a
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command frame.

o Destination Address (6 bytes) This field contains the 6-byte hexadecimal address of the
network interface adapter on the local network to which the packet will be transmitted.

o Source Address (6 bytes) This field contains the 6-byte hexadecimal address of the network
interface adapter in the system generating the packet.

o Information (up to 4,500 bytes) This field contains the data generated by the network layer
protocol, including a standard LLC header, as defined in IEEE 802.2.

o Frame Check Sequence (4 bytes) This field contains a 4-byte checksum value for the packet

(excluding the Start Delimiter, End Delimiter, and Frame Status fields), which the receiving
system will use to verify that the packet was transmitted without error.

o End Delimiter (1 byte) This field contains a bit pattern that signals the end of the frame,

including a bit that specifies if there are further packets in the sequence yet to be transmitted,
and a bit that indicates that the packet has failed the error check.

e Frame Status (1 byte) This field contains bits that indicate whether the destination system has
received the frame and copied it into its buffers.

The token frame is 3 bytes long (as shown in Figure 5.9), and contains only the Start Delimiter,
Access Control, and End Delimiter fields. The Start Delimiter and End Delimiter fields use the same
format as in the data frame, and the token bit in the Access Control field is set to a value of 1.

stant Delimiter
Access Control
End Delimiter
Figure 5.9 The Token Ring token frame

The command frame (also called a MAC frame because it operates at the MAC sublayer, while the
data frame operates at the LLC sublayer) uses the same basic format as the data frame, differing only
in the value of the Frame Control field and the contents of the Information field. The Information

field, instead of containing network layer protocol data, contains a 2-byte major vector /D, which

specifies the control function the packet is performing, followed by the actual control data itself,
which can vary in length. Some of the most common control functions performed by these packets
are indicated by the following major vector IDs:

e 0010—Beacon Beaconing is a process by which systems on a Token Ring network indicate

that they are not receiving data from their nearest active upstream neighbor, presumably
because a network error has occurred.

e 0011—Claim Token This vector ID is used by the active monitor system to generate a new
token frame on the ring.

e 0100—Ring Purge This vector ID is used by the active monitor system in the event of an
error to clear the ring of unstripped data and to return all of the systems to repeat mode.

The abort delimiter frame consists of only 2 bytes, the same Start Delimiter and End Delimiter fields,
and uses the same values for those fields as the data and command frames. When a problem occurs,

such as an incomplete packet transmission, the active monitor system generates an abort delimiter
frame to flush all existing data from the ring.

Exercise 5.2: Ethernet Standards and Technologies
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Match the standard in the left column with the most suitable technology in the right column.

1. IEEE 802.2 a. Gigabit Ethernet

2. IEEE 802.3 b. Fast Ethernet

3. IEEE 802.3u c. Thick Ethernet

4. IEEE 802.3z  d. Logical Link Control
5. IEEE 802.3ab e. 10BaseT

6. IEEE 802.5 f. Thin Ethernet

7. DIX Ethernet g. 1000BaseT

8. DIX Ethernet Il h. Token Ring

Exercise 5.3: Selecting a Data-Link Layer Protocol
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For each of the following scenarios, specify which data-link layer protocol you think is preferable,

Ethernet or Token Ring, and give reasons why. In some cases, either protocol would be suitable; the
reasons you provide are more significant than the protocol you select.

1. A family with two computers in the home wants to network them in order to share a printer
and an Internet connection.

2. A small graphics design firm wants to build a 10-node network to handle the extremely large
image files that they must transfer between systems and to a print server.

3. A company with a 50-node LAN used by their order entry staff will be going public in the near
future and is expected to grow enormously over the next year.

34

Lesson 3: SLIP and PPP

The Serial Line Internet Protocol (SLIP) and the Point-to-Point Protocol (PPP) are also data-link
layer protocols, but they are very different from Ethernet and Token Ring. SLIP and PPP, which are
part of the TCP/IP protocol suite, are not designed to connect systems to a LAN that uses a shared
network medium. Instead, they connect one system to another using a dedicated connection, such as
a telephone line. For this reason, they are called end-to-end protocols. Because the medium isn't
shared, there is no need for a MAC mechanism, and because there are only two systems involved,
there is no need to address the packets. The result is that these protocols are far simpler than Ethernet
and Token Ring protocols. SLIP and PPP also do not include physical layer specifications; they
operate strictly at the data-link layer. The physical layer is provided by another standard, such as the
RS-232 specification, which defines the nature of the serial port that you use to connect a modem to
your computer.
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After this lesson, you will be able to

e Describe the SLIP and PPP frame formats

o Diagram the PPP connection establishment process

Estimated lesson time: 20 minutes

SLIP

SLIP is so simple, it hardly deserves to be called a protocol. It is designed to transmit signals over a
serial connection (which in most cases means a modem and a telephone line) and has very low
control overhead, meaning that it doesn't add much information to the network layer data that it is
transmitting. Compared to the 18 bytes that Ethernet adds to every packet, for example, SLIP adds
only 1 byte. Of course, with only 1 byte, SLIP can't provide functions like error detection, network
layer protocol identification, security, or anything else.

SLIP works by transmitting an IP datagram received from the network layer and following it with a
single framing byte called an End Delimiter (see Figure 5.10). This byte informs the receiving
system when it has finished receiving the data portion of the packet. In some cases, the system
surrounds the datagram with two End Delimiter fields, which makes it possible for the receiving
system to easily ignore any line noise that occurs outside of the frame. Because of its limited
capabilities, SLIP is rarely used today, having been replaced by PPP.

|P Datagram

End Delimiter
Figure 5.10 SL/P uses an End Delimiter to mark the end of each data packet.

PPP

PPP is, in most cases, the protocol you use when you access the Internet by establishing a dial-up
connection to an Internet Service Provider (ISP). PPP is more complex than SLIP and is designed to
provide a number of services that SLIP lacks. These include the abilility of the systems to exchange
IP addresses, carry data generated by multiple network layer protocols (which is called
multiplexing), and support different authentication protocols. Still, PPP does all this using only a 5-
byte header, larger than SLIP but still less than half the size of the Ethernet frame.

The PPP Frame

The PPP frame is illustrated in Figure 5.11.
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Flag
Address
Control

Pretocol

Ciata and Pad

Frame Check Sequence

Flag
Figure 5.11 7he PPP frame

It consists of the following fields:

o Flag (1 byte) This field indicates the transmission of a packet is about to begin.

o Address (1 byte) This field contains a value indicating that the packet is addressed to all
recipients.

o Control (1 byte) This field contains a code indicating the packet contains an unnumbered
information packet.

o Protocol (2 bytes) This field identifies the protocol that generated the information found in the
Data field.

o Data and Pad (up to 1,500 bytes) This field contains information generated by the protocol
identified in the Protocol field, plus padding if necessary.

e Frame Check Sequence (2 or 4 bytes) This field contains a checksum value that the
receiving system will use for error detection.

o Flag (1 byte) This field indicates the transmission of the packet has been completed.

Establishing a PPP Connection

As small as it is, the PPP frame can't possibly provide all of the functions listed earlier. Instead, the
protocol performs many of these functions by performing an elaborate connection establishment
procedure when the two systems first communicate. This method is more efficient than increasing
the size of the PPP header, because there's no need to include this additional information in every
packet. For example, it's beneficial for the two communicating systems to know each other's IP
addresses, but there's no need to include address fields in every packet header, as in Ethernet,
because there are only two computers involved, and they only have to identify themselves once. The
same is true for functions like user authentication.

The PPP connection establishment procedure consists of the following phases, which occur before
the systems exchange any application data.
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Link Dead The two systems begin with no communication, until one of the two initiates a
physical layer connection, such as by running a program that causes the modem to dial.
Link Establishment Once the physical layer connection is established, one system generates a

PPP frame containing a Link Control Protocol (LCP) Request message. The systems use the
LCP to negotiate the parameters they will use during the rest of the PPP session. The message
contains a list of options, such as the use of a specific authentication protocol, header
compression, network layer protocols, and so on. The receiving system can then acknowledge
the use of these options or deny them and propose a list of its own. Eventually, the two
systems agree on a list of options they have in common.

Authentication If the two systems have agreed to the use of a particular authentication

protocol during the link establishment phase, they then exchange PPP frames containing
messages peculiar to that protocol in the Data field. Systems commonly use the Password
Authentication Protocol (PAP) or the Challenge Handshake Authentication Protocol (CHAP),
but there are other authentication protocols as well.

Link Quality Monitoring If the two systems have negotiated the use of a link quality

monitoring protocol during the link establishment phase, the exchange of messages for that
protocol occurs here.

Network Layer Protocol Configuration For each of the network layer protocols that the

systems have agreed to use, a separate exchange of Network Control Protocol (NCP) messages
occurs at this point.

Link Open Once the NCP negotiations are complete, the PPP connection is fully established,
and the exchange of packets containing network layer application data can commence.
Link Termination When the two systems have finished communicating, they sever the PPP

connection by exchanging LCP termination messages, after which the systems return to the
Link Dead state.

Exercise 5.4: PPP Connection Establishment

T
T

aereay

I'\I\IL/;

Place the following steps of the PPP connection establishment process in the correct order.
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N o o bk~ w e

Link Open

Link Termination

Network Layer Protocol Configuration
Authentication

Link Quality Monitoring

Link Establishment

Link Dead

Chapter Summary
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The key points covered in this chapter are as follows.
Ethernet

o There are two sets of Ethernet standards: DIX Ethernet and IEEE 802.3, which differ primarily
in their frame formats.

o Ethernet supports many different physical layer configurations, using various types of cables:
coaxial, twisted pair, and fiber optic.

o Ethernet uses the CSMA/CD media access control mechanism, which relies on the ability of
the computers to detect packet collisions when they occur.

Token Ring

o Token Ring supports two physical layer options, called Type 1 cables and Type 3 cables.

e Token Ring uses the token passing MAC mechanism, in which only the system in possession
of a special token frame is permitted to transmit data.
o Token Ring uses four different types of frames, while Ethernet uses only one.

SLIP and PPP

o SLIP is a simple protocol that enables two systems connected through their serial ports to
exchange messages with very little control overhead.

o PPP is a more complicated end-to-end protocol that enables two systems to negotiate the use
of optional features such as authentication protocols and multiple network layer protocols.

34

Chapter Review

1. What is the name of the protocol that systems use to negotiate options during the PPP
connection establishment procedure?
a. CHAP

b. LCP
c. PAP
d. NCP
2. What does an Ethernet system generate when it detects a collision?
a. A beacon frame
b. An error message
c. Ajamsignal
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d. None of the above

Page 22 of 22

3. Which of the following is not a required component of a 10BaseT Ethernet network?

a. Network interface adapters or NICs
b. Cables
c. Ahub
d. Computers

4. To achieve 100 Mbps speed over Category 3 cable, 100BaseT4 Ethernet uses which of the

following?
a. PAM-5 signaling

b. Quartet signaling
c. CSMA/CD
d. All four wire pairs
5. Inwhich of the following standards is Gigabit Ethernet defined?

a. IEEE 802.2
b. IEEE 802.3
c. IEEE 802.3u
d. IEEE 802.3z

6. The Frame Check Sequence field in a data-link layer protocol header is used for

7. List the hardware components that you have to replace when upgrading a ten-year-old

10BaseT network to 100BaseTX.

8. How could you upgrade a ten-year-old 10BaseT network to Fast Ethernet without replacing

the cables?

9. Which data-link layer protocol is preferred on a network with high levels of traffic, Ethernet or

Token Ring? Why?

10. Which Fast Ethernet physical layer option is best suited for a connection between two campus

buildings 200 meters apart? Why?
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34
Chapter 6

Network Layer Protocols

About This Chapter

The protocols operating at the network layer of the Open Systems Interconnection (OSI) reference
model are responsible for the end-to-end transmission of data across an internetwork. This is in
contrast to data-link layer protocols, which are concerned only with transmitting packets to other
systems on the local area network (LAN). This chapter examines the three most commonly used
network layer protocols: Internet Protocol (IP) from the Transmission Control Protocol/Internet
Protocol (TCP/IP) suite; Novell NetWare's Internetwork Packet Exchange (IPX); and Microsoft
Windows' NetBIOS Enhanced User Interface (NetBEUI).

Before You Begin

This chapter requires a basic understanding of the OSI reference model, as described in Chapter 1,
"Networking Basics," as well as familiarity with the data-link layer protocols discussed in Chapter 5,
"Data-Link Layer Protocols."

34

Lesson 1: IP

The Internet Protocol (IP) is the cornerstone of the TCP/IP protocol suite. TCP/IP refers to a
combination of two protocols, IP and the Transmission Control Protocol (TCP), which together
provide one of the most common network transport services used today. TCP data is encapsulated
within IP, as are most of the other protocols in the TCP/IP suite. IP essentially functions as the
envelope that delivers TCP/IP data to its destination.

After this lesson, you will be able to

o Describe the functions of the IP protocol
o Describe the functions of the various IP header fields
o Understand the basics of IP routing and fragmentation

Estimated lesson time: 40 minutes

On a TCP/IP internetwork, IP is the protocol responsible for transmitting data from its source to its
final destination. IP is a connectionless protocol, meaning that it transmits messages to a destination
without first establishing a connection to the receiving system. IP is connectionless because it carries
data generated by many other protocols, only some of which require connection-oriented service.
TCP/IP supports both connection-oriented and connectionless services at the transport layer, which
makes it possible to keep the network layer connectionless, thus reducing the amount of control
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overhead generated by the protocol stack.

A transport layer protocol like TCP or the User Datagram Protocol (UDP) passes data down to the
network layer, and IP encapsulates it by adding a header, creating what's known as a datagram, as
shown in Figure 6.1. The datagram is addressed to the computer that will ultimately make use of the
data, whether that computer is on the local network or on another network far away. Except for a few
minor modifications, the datagram remains intact throughout the packet's journey to its destination.
Once it has created the datagram, IP passes it down to a data-link layer protocol for transmission
over the network.

|P header ‘ Transport layer data

l

IP datagram

Figure 6.1 /P encapsulates transport layer data into units called datagrams.
NOTE

Protocols operating at different layers of the OSI reference model use different names for the
protocol data units (PDUSs) they create. Network layer protocols create datagrams, for example,
while data-link layer protocols create frames. The term "packet"” is generic and can refer to the PDU
created by any protocol.

During the transportation process, various systems might encapsulate the datagram in different data-
link layer protocol headers, but the datagram itself remains intact. The process is similar to the
delivery of a letter by the post office, with IP functioning as the envelope. The letter might be placed
into different mailbags and transported by various trucks and planes during the course of its journey,
but the envelope remains sealed. Only the addressee is permitted to open it and make use of the
contents.

The IP Standard

The TCP/IP protocols are defined in documents called Requests For Comments (RFCs), which are
published by a body called the Internet Engineering Task Force (IETF). Unlike most networking
standards, TCP/IP specifications are released to the public domain and are freely available on the
Internet at many different sites, including the IETF's home page at www./etf.org. The "Internet
Protocol" specification was published as RFC 791 in September 1981, and was later ratified as
Internet Standard 5.

IP Functions

IP performs several functions that are essential to the internetworking process, including the
following:

Encapsulation The packaging of the transport layer data into a datagram

Addressing The identification of systems in the network using IP addresses

Routing The identification of the most efficient path to the destination system through the
internetwork
Fragmentation The division of data into fragments of the appropriate size for transmission
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over the network
Protocol Identification The specification of the transport layer protocol that generated the
data in the datagram

These functions are discussed in the following sections.

IP Encapsulation

The header that IP applies to the data it receives from the transport layer protocol is typically 20
bytes long. The datagram format is shown in Figure 6.2.

Varzon IHL Type OF Serace Tenal Length
Idernboation Flags Fragmer (flsat
Time To Live Prafocal Hezader Checksum
Souroa [P Address P
Fiesad el
Destination P Address

Cptions

Drita

Figure 6.2 The IP datagram format.

The datagram fields perform the following functions:

Version (4 bits) This field specifies the version of the IP protocol used to create the datagram.
The version in current use is 4, but IP version 6 is currently in development.
Internet Header Length (IHL)(4 bits) This field specifies the length of the datagram's

header, in 32-bit (4-byte) words. The typical length of a datagram header is five words (20
bytes), but if the datagram includes additional options, it can be longer, which is the reason for
having this field.

Type Of Service (1 byte) This field contains a code that specifies the service priority for the

datagram. This is a rarely used feature that enables a system to assign a priority to a datagram
that routers observe while forwarding it through an internetwork. The values provide a trade-
off between delay, throughput, and reliability.

Total Length (2 bytes) This field specifies the length of the datagram, including that of the
Data field and all of the header fields, in bytes.
Identification (2 bytes) This field contains a value that uniquely identifies the datagram. The

destination system uses this value to reassemble datagrams that have been fragmented during
transmission.

Flags (3 bits) This field contains bits used to regulate the datagram fragmentation process.

Fragment Offset (13 bits) When a datagram is fragmented, the system inserts a value in this
field that identifies this fragment's place in the datagram.
Time To Live (1 byte) This field specifies the number of networks that the datagram should

file://C:\Documents and Settings\babak\Local Settings\Temp\~hh5C80.htm 2009/05/07



About This Chapter Page 4 of 18

be permitted to travel through on the way to its destination. Each router that forwards the
datagram reduces the value of this field by one. If the value reaches zero, the datagram is
discarded.

e Protocol (1 byte) This field contains a code that identifies the protocol that generated the
information found in the Data field.

e Header Checksum (2 bytes) This field contains a checksum value computed on the IP header
fields only (and not the contents of the Data field), for the purpose of error detection.

o Source IP Address (4 bytes) This field specifies the IP address of the system that generated
the datagram.

o Destination IP Address (4 bytes) This field specifies the IP address of the system for which
the datagram is destined.

e Options (variable) This field is present only when the datagram contains one or more of the

16 available IP options. The size and content of the field depends on the number and the nature
of the options.

o Data (variable) This field contains the information generated by the protocol specified in the

Protocol field. The size of the field depends on the data-link layer protocol used by the
network over which the system will transmit the datagram.

IP Addressing

The IP protocol is unique among network layer protocols in that it has its own self-contained
addressing system that it uses to identify computers on an internetwork of almost any size. Other
network layer protocols (such as IPX) use hardware addresses to identify computers on a LAN, with
a separate address for the network, while NetBEUI assigns a name to each computer on the LAN and
has no network address. IP addresses are 32 bits long and contain both a network identifier and a
host identifier. In TCP/IP parlance, the term "host" refers to a network interface adapter found in a
computer or other device. In most cases, each computer on a network has one IP address, but it is
actually the network interface adapter (generally a network interface card, or NIC) that the address
represents. A computer with two adapters (such as a router) or one adapter and a modem connection
to a network will actually have two IP addresses, one for each interface.

NOTE

For more information about the structure of IP addresses, see Lesson 2: IP Addressing, in Chapter 8,
"TCP/IP Fundamentals."

The IP addresses that a system inserts into the Source IP Address and Destination IP Address fields
of the IP header identify, respectively, the system that created the packet and the system that will
eventually receive it. If the packet is intended for a system on the local network, the Destination IP
Address refers to the same system as the Destination Address in the data-link protocol header.
However, if the packet's destination is a system on another network, the Destination IP Address
refers to a different system because IP is an end-to-end protocol that deals with the entire journey of
the data to its ultimate destination, not just with a single network hop, as is the case with the data-
link layer protocol.

Data-link layer protocols cannot work with IP addresses, however, so in order to actually transmit
the datagram, IP has to supply the data-link layer protocol with a hardware address of a system on
the local network. To do this, IP uses another TCP/IP protocol called the Address Resolution
Protocol (ARP). ARP works by generating broadcast messages that contain an IP address on the
local network. The system using that IP address must respond to the broadcast, and the data-link
layer protocol header of the reply message contains the system's hardware address. If the datagram's
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destination system is on the local network, the IP protocol generates an ARP message containing the
IP address of that system. If the destination system is located on another network, IP generates an
ARP message containing the address of a router on the local network. Once it has received the ARP
reply, the IP protocol on the original system can pass the datagram down to the data-link layer
protocol and provide it with the hardware address it needs to build the frame.

IP Routing

Routing is the most important and the most complex function of the IP protocol. When a TCP/IP
system has to transmit data to a computer on another network, the packets must travel through the
routers that connect the networks together. As explained in Chapter 1, "Networking Basics," the
source and final destination computers in a case like this are called end systems and the routers are
called /intermediate systems (see Figure 6.3). When the packets pass through an intermediate system,
they only travel up through the protocol stack as high as the network layer, where IP is responsible
for deciding where to send the packet next. If the router is connected to the network where the
destination system is located, it can transmit the packet there, and the packet's journey is over. If the
destination system is located on another network, the router sends the packet to another router, which
brings the packet one hop closer to its destination. Depending on the complexity of the internetwork,
a packet might pass through dozens of routers on the way to its destination.

End Intermediate Intemadiate End
system system sysem system

Figure 6.3 Packets can travel through multiple intermediate systems to reach an end system.
NOTE

Intermediate systems use their own internal routing tables to determine where to send each pack